npuioxenue 2.7

k OIIOII no cnenuanbHOCTH
10.02.05 Obecneuenue nHPOPMAITMOHHON
0€301MacHOCTH aBTOMAaTH3HUPOBAHHBIX CHCTEM

PABOYAS ITIPOTPAMMA YYEBHOM JUCIATLJIMHBI
OI1.01. OCHOBBI ”TH®OPMAIIMOHHOM BE30OIMACHOCTH

2022r.



PabGouass mporpamma y4yeOHOW JAMCUMIUIMHBI pa3paboTaHa Ha  OCHOBE
denepaqbHOTO TOCYAAPCTBEHHOTO 00pa30BaTEIBHOTO CTAaHJAApTa CpPEIHEro
npodeccuonansHoro oopaszopanus (manee — CIIO) mo cnenumansHoctn 10.02.05
Obecneuenrie MH(POPMAIIMOHHONW OE30MACHOCTH ABTOMATU3UPOBAHHBIX CHCTEM,
BXOJAIIEH B cocTaB yKpymHeHHOW rpynmnel cnenuanbHoctet  10.00.00
NudopmarmonHas 6€30MacHOCTb.

Opranuzanus-pa3paboTynK: TOCyAapCTBEHHOE OOKETHOE NpodeccroHambHOe
oOpa3oBarenbHoe yupexnaenue HoBocuOupckoit obnactu «HoBocubupckwii
podhecCHOHaNBbHO-TIEJaTOTHYECKUN KOJIIEIK

Pa3paboTuuk:

Boskosa H.W., mnpemnonasarens

PaccMmoTpeHa u npuHsATa Ha 3acelaHud Kadeapbl HH(OOPMAIMOHHBIX TEXHOJIOTUI U
u3arHa

[Tporokon Ne 1 ot 01.09.2022r.

PykoBoautens kadeaps O.1O.Any¢puea

(moamuce)



COJEP)KAHUE
. OBIIASI XAPAKTEPUCTHKA PABOYEIl IPOIPAMMBI
YYEBHOM JUCLUAILIUHBI
CTPYKTYPA M COJAEP)KAHUE YYEBHOW JUCIUATIINHBI

. YCJOBUSA PEAJIM3ALIMA TPOTPAMMBI  YYEBHOM
TACIHATITAHBI

. KOHTPOJ/Ib M OHLEHKA PE3YJIbTATOB OCBOEHUSI
YYEBHOU JUCIIUITJIMHBI

10



1. OBIIIASI XAPAKTEPUCTHUKA PABOYEHN ITPOT'PAMMBI YYEBHOM
JUCHHUIIJIMHBI
«OcHoBbI HHPOPMATMOHHOH 0€30MACHOCTI»

1.1 MecTo AMCUMIUIMHBI B CTPYKTYPe OCHOBHOI 00pa30BaTe/bHON POrpaMMBbl

VyeOnass aucuuiimHa «OCHOBBI  MH(OPMAIMOHHOW — OE30MACHOCTH»  SIBISIETCA
00s3aTeNbHOM  4YacThi0  00IIENpo(ecCHOHAIbHOTO IMKJIA OCHOBHOM mpodeccuoHaIbHON
obpasoBarenbHol mporpammbl B cooTBeTcTBHH ¢ PI'OC mo cmenumansHoctrn CITO 10.02.05
Obecneuenne MHMOPMALIMOHHON O€30MAaCHOCTH aBTOMATHU3WPOBAHHBIX CHCTEM BXOJAIIEH B
cocraB yKpymHeHHo# rpynmbl cnenuansaoctei 10.00.00 Muadopmanmonaast 6€301acHOCTb.

1.2 leab u miiaHupyeMble pe3yabTAThl 0CBOEHHS TUCHUTLIUHBI

Kox I1K,
OK, JIP Ymenus 3HaHUs
2
OK 03 —  Kinaccu(UIMpOBaThH —  CYIIHOCTH u MOHATHE
OK 06 3alUIIAeMy0 MHGOPMALKMIO 1O | MHPOPMAIIMOHHOM 0€30MacCHOCTH
b
191520491 BUJAM TaWHBl M CTENEHSIM | XapaKTEPUCTHKY €€ COCTABIIAIOIINX;
' CEKPETHOCTH; — MecTo UHPOPMAIIMOHHOI 6€301MacHOCTH
JIP 4
—  kJaccupUIUPOBAThH B CHUCTEME HAI[MOHAJIbHOH OE30MacHOCTH
JIP 10

JIP 13-21 | OCHOBHBIE yrpo3bl 0€30MIaCHOCTHU | CTpPaHbL;
uHpOpMaNny. — BHAbl, HUCTOYHMKM M  HOCHUTEIHU
3amuiaeMoi nudopmamuu;

— HUCTOYHUKHU yrpo3 0e30IMMacHOCTH
MHGpOpPMALIUU U MEPHI 110 UX MPEIOTBPAILEHUIO;

— (axropsl, BO3EHCTBYIOIINE Ha
uHpopManuo  mpu  ee  oOpaboTke B
aBTOMATHU3UPOBAaHHBIX (MH(pOPMAIIMOHHBIX )
cucreMax;

— JKHU3HCHHBIC TN KJIbI I/IH(l)OpMaIII/II/I
OTPaHMYEHHOTO JOCTyHa B TIpolecce ee
co3zianusi, 00paboTKH, epeiadn;

— COBpPEMEHHBIC CPEICTBA W CIIOCOOBI
o0ecrieueHus MHGOPMALIMOHHOM
0C30IMacCHOCTH;

— OCHOBHBIC METOJMKH aHallu3a yrpo3 H

PHUCKOB MH(POPMAIIIOHHON 0€3011aCHOCTH.




2. CTPYKTYPA ¥ COJAEP)KAHUE YUYEBHOW JUCIIUILINHBI

2.1 O0bem yyeOHOM AMCHMILVIMHBI U BUAbI Y4eOHOH padoThl

Bup yuyeoHoii padoTbi O0Bem B yacax

O0Bem 00pa3oBaTeJIbHOM MPOrPpaMMbI Y4eOHOM TUCIATIIIHHBI 51
B T.4. B (popMe NMPAKTHYECKOii MOATOTOBKH 37
B TOM YHCIIE:

TEOpETHYECKOe 00yUeHne 21
IPAKTUYECKHE 3aHSITUS 16
CamocrosiTenpHas padoTta 5
IIpomexyTouHas arTecTauus B gopMe dK3aMeHA 9




2.2 TemaTHuyeCcKHUii IJIaH U coJiepKaHue YUeOHOH TucUMIIHHBI «OCHOBBLI HH(POPMALIMOHHOI 6€30MacCHOCTH»

Koanl
KOMIIeTEHIUI U
JIMYHOCTHBIX
H O0bem pe3yJbTaToB,
anMMeHOBaHHE
pa3IeoB i TeM Coaep:xanue yueOHOro Mmarepuasia u GopmMbl OPraHM3anMH AeATETbHOCTH 00yYaIOIINXCH B ¢popmupoBanuio
yacax KOTOPBIX
Crmocoo0cTByeT
3JIeMEeHT
NPOrpamMMBbl
1 2 3 4
Pa3nen 1. Teopernueckue 0oCHOBbLI HH(POPMALIMOHHOI 6€30NACHOCTH 16
Tema 1.1 Coaep:xanue y4eOHOIro MaTepHuaJia 6 OK 01-OK 11,
Ocnosuble nonsTusa 1 | Th. [ousitre nadopmanmonHoi 6e3onacHoctu. Mecto nH(GOpMaMOHHON 0€30MaCHOCTH B 4 I1IK 2.4,
3aJ1a4u CUCTEME HAIlMOHAIBHOM 0e301acHOCTH cTpaHbl. (OCHOBHBIC COCTABIISAIONINE HAIIMOHATBHBIX JIP 10, JIP 15
UH(POPMALMOHHOM uHTEpecoB PD, nonoxeHus rocy1apCTBEHHON MOJUTUKY, HAIIPABIECHUS MEKyHApOIHOTO
6e3011acHOCTH cotpysaHuyectBa Pd.)
OcHOBHbBIE BU/Ibl U UCTOYHUKHU YIpo3 HH(POpMaImoHHOH 6e30nacHocT PO.
(OneMeHThl OpraHU3allMOHHON OCHOBBI CUCTEMBI 0OecriedeHHsI NH()OPMALIMOHHONW 0€301acHOCTH
POD)
B ToM 4unciie NpaKTHYeCKUX 3aHATHH 2
ITonroroBka coobuiennii Ha Temy: «MHpopmarronHas BoitHa. HpOpManimoHHoe opyKue.
PanuosnextponHas 60pr0a»
Tema 1.2 Coaepxanue yueOHOIro MaTepuaJa 8 OK 01-OK 11,
OCHOBBI 3aIIUTHI WNudopmanus. )KusHeHHbIe HUKIBI KOH(UACHIUAILHOW HHPOPMaLUH. 2 I1IK 2.4,
UHpOpMaLIUU (LIemocTHOCTD, JOCTYMHOCTD M KOH(GUICHIIMATbHOCTh HH(popManuu). Knaccudukanms JIP 4, JIP 10, JIP
3amuiaeMon nHMOpMaIy 1o BUAAM TalH U CTETICHIM KOH(UICHIIUATEHOCTH. 13-21
B ToM 4nciie NPAKTHYECKHUX 3aHATHH 6
[TonroroBka coobuieHnii 00 OXpaHe pa3IUYHbIX BUAOB TalH (roCy1apcTBEHHON, KOMMEPUYECKOH,
0aHKOBCKOM, PO eCCHOHATBHOM, CITy)KeOHOMN TaliH, METUIIMHCKON 1 IEPCOHATBHBIX JTaHHBIX )
ABTOPCKOE MPaBO ¥ MHTEJUIEKTYaIbHasi COOCTBEHHOCTb
Cucrema nuuen3upoBanus U cepruduxarpu PO B obnactu 3amuTel nHGOpManuu
CamocrosiTesbHasi padoTa 2




Pabota B cripaBoYHO-TIPaBOBOM CHCTEME C HOPMATHBHBIMH ¥ TIPABOBBIMH JIOKyMEHTaMH TIO
uH(pOpMaIMOHHON 0E30MaCHOCTH

Pa3znen 2. CoBpeMeHHbIE CPeACTBA U MeTO/IbI 00ecniedyeHusi HHGOPMALMOHHOM 0€30MaCHOCTH 26
Tema 2.1 Coaeprxanue yueOHOIro MaTepuaJa 23
3amura DIeMEHTHI M O0BEKTHI 3alTUThI. METO I, CPEICTBA M MEXAHU3MBI 3aluThl. Kitaccudukarms. 15 OK 01-OK 11,
MH(pOpMaLUHK B TexHon0rMM IPEAOTBPALICHNUS, TAPUPOBAHUS M HEUTPAIHU3aLUU YTPo3 HH)OPMAITHOHHON I1K 2.4,
aBTOMAaTU3UPOBAHHBIX | OE30IAaCHOCTH. JIP 4, JIP 10, JIP
(MH(OPMAIMOHHBIX ) Kpunrorpadus. Kpunrocucremsl. Knaccudukanus MeTo0B Kpunrorpaduyeckoro 3aKpbITHsL. 13-21
cucremax CHuCTEeMBbI ¢ OTKPBITBIMU KIIIOYaMU. DIIEKTPOHHAS TU(PPOBasi MOAIHUCH.

Knaccudukanus BupycoB. TexHosoruu 00pb0bl. AHTUBUPYCHBIE IPOTPAMMBI.

OcHoBHbIe MexaHU3MbI 3amUThI [IK 0T HeCaHKIIMOHMPOBaHHOTO JOCTYyTA ((pU3HMUecKas 3aIuTa,

ayTeHTU(UKaLus, pa3rpaHUueHHe JOCTyIa, KpUITOrpadguueckoe 3aKpbITHE, PErUCcTpaLus

oOpartneHuit).

WHxeHepHas 3al1uTa U TEXHUYECKasi OXpaHa 00beKTOB HH(OpMaTU3ALIUU.

ABTOMaTU3UpOBaHHbIE cucTeMbl KOHTpOIIs foctyna (ACK/) (ucnonap3oBaHuE MIIACTUKOBBIX

UACHTU(DUKAIIMOHHBIX KAPTOUYEK, CMapT-KapT, JOTOTUIIOB, SMOOCCUPOBaHUS U OMOMETPUUYECKUX

CHCTEM HJICHTH(HUKALINN).

B ToM 4nciie NPAKTHYECKUX 3aHATHI 8

Knaccugukanust yrpo3 6e30macHOCTH HH(OpMAIIMK Ha TUTIOBOM 00BEKTe HH(OpMaTH3ALH

Be160p Mep 3ammuTel HHGOpMaIiy, HEOOXOAMMBIX B KOJUIEIDKE

PaboTa Ha TeMy: «Mos ToMalIHssl aHTUBUPYCHas nporpaMma. [1arocsl 1 MUHYCBI»

3armra (haiiIoB U MarnoK Ha MEPCOHALHOM KOMITHIOTEpE.

CamocrosiTesbHast padora 3

[TonroroBka noknana Ha TeMy: «COBpeMEHHbIE CUCTEMbI KOHTPOJISL YIIPABIEHUSI TOCTYTIOM.
Hroro 42
IIpoMeskyTOUHasi aTTeCTALUSA 9
Bcero 51




3. YCJIOBUS PEAJIM3ALIMA ITPOTPAMMBI YYEBHOM JUCIHUATLIMHBI

3.1 Jlasgs peaJu3aluu NporpaMMbl Yy4eOHOH JMCHUILIMHBI [JOJKHBI OBIThH
NpeAyCMOTPEeHbI ciledyIole cleuaabHble OMeIeHH:
JIaboparopun MHPOPMALMOHHBIX TEXHOJIOTUH.

O6opynoBanue  ylabopaTopuu  HMH(DOPMAIMOHHBIX  TEXHOJOTHH:  MEPCOHATBHBIN
KOMITBIOTEp, TMPOCKTOp, MPE3CHTAIlMA YPOKOB, CTEHJBI, IUIAKaThl, METOJAUYCCKHE IOCOOHS,
NOCaJIOYHbIE MECTa IO KOJMWYECTBY OOydYalomMxcs, padodee MeCTO MpernojaBaTels,
MYJIBTUMEANIHOE 000pYIOBAHUE.

3.2 UndopmanuoHHoe odecrieueHne peaju3aliu NporpaMmal
Jns peanuzauuu mporpammbl OUOIHOTEUHBIH (QOHI 00pa3oBaTeNbHONW OpraHu3alMu AO0KEH
UMETh T[euYaTHble W/WIM OJJIEKTPOHHBIE OOpa3oBaTeibHble U HHPOPMAIMOHHBIE PECYPCHI,
pexomennoBanHele  ®YMO, nns  ucnonb3oBaHus B oOpas3oBarenbHOM mpouecce. llpu
dbopMupoBaHuU OHOIMOTEYHOTO POHIA 0OpA30BATEIIFHON OpraHu3alyeil BHIOMpPASTCs He MEHEe
OIHOTO U3JaHus U3 MECPCUUCICHHBIX HUKC IICUATHBIX I/I3I[aHI/If/'I nu (I/IJH/I) SJICKTPOHHBIX I/I3II3HPII>1 B
Ka4CCTBC OCHOBHOI'O, ITPU 3TOM CIIMCOK, MOXKCT 6I)ITB JOIIOJIHEH HOBBIMU U31aHUAMU.

3.2.1 OcHoBHbIE MeYaTHLIE H3AHUA
1. byOuoB, A. A. OcHoBbl uHpopmannoHHoi OezonmacHoctu [Tekcr]: yueOHUK/ A. A.

by6nos, B. H. Ilpxeropmunckuii, O. A. CaBunkun. - M.: Axagemus, 2018. - 256 c.: un. -
(ITpodheccuonanpHoe oOpazoBaHuE).

2. Undopmanmonnas 6e3onacHocts: yueOHuk / MensuukoB B.I1., mox pen., KynpusHos
A.N., BacunbeBa T.FO. — Mocksa: KuoPyc, 2020. — 371 ¢. — (s 6akanaBpos). — ISBN
978-5-406-07695-8. — URL.: https://book.ru/book/932908 — TekcT: 37eKTPOHHBIIA.

3. IMapteika T.JI., [MomoB WN.W. Nudopmarmmonnas Oe3zomacHocTh [Tekcr]: yueOHOE
nmocoOue NSl CTYACHTOB YUPEXKIACHHUN CpeIHEero MpoQeCcCHOHAIIBHOTO 00pa3oBaHUus — 9-€ H3I.,
nepepad. u gom. - M.: ®OPYM: UHDOPA — M, 2016. — 432 c.: un. — (I[Ipodeccuonanbuoe
o0Opa3oBaHue).

4. Hansrun B. @. HWadpopmannoHHas 0€30MaCHOCTh KOMIBIOTEPHBIX CHCTEM
u cereil [Tekct]: yueOHoe mocobue - M.: U1 ®OPYM, HUL] UHDOPA-M, 2016. - 416 c. -
(ITpoeccronansHOE 0OpazoBaHue).

3.2.2 JlonoJHUTENbHbIE MeYaTHbIE HCTOYHUKH

1. Boakosa H.M. MHdopmannonHas 6e30macHOCTh: yueOHO-METOIUYecCKoe rocodue. -
HoBocubupck, 2011, — 56 c.

2. Menbnukos, B. I1. Unpopmanronnas 6e3onacuocts [Tekct]: yue6Hoe mocodue/ B.IL.
MenbHUKOB, C.A. Kneiimanos, AM. [Ietpakos; oJ pexn.
C.A. KneitmanoB. - M.: Axkamemus, 2005. - 333 c.: un. - (Cpemnee mpodeccroHambHOE
oOpa3oBaHue).

3.2.3 llepuoauyeckue u3xaHus

1. Kypuanst Chip/Yun: XypHanl 0 KOMIBIOTEpHOW TEXHUKE ISl MPO(PECCHOHAIOB U
OITBITHBIX MOJIL30BaTEIICH;

2. XKypnans! 3ammra napopmanuu. Uncaiin: MapopMamoHHO-MeTOMUECKUH KypHAT

3. Mudopmanunonnas 6e30nacHOCTh peruoHoB: HayuyHO-TipakTHYeCKui )KypHa



4. Bompocsl kubepOezonacHocTd. HayuHbiii, mnepuoandeckuii, HWHHOPMAIIMOHHO-
METOAMYECKH JKypHal ¢ 0a30BOM coemuanu3anueid B obmacTd  MHGOPMAIMOHHOMN
oe3omacuoctr.. URL: http://cyberrus.com/

5. be3zonacHocth WMHpOPMALMOHHBIX TeXHONOTUU. [lepuoanyeckuii peLeH3UpyeMbIii
HayuHbl )xypHan HUAY MU®U. URL: http://bit.mephi.ru/

3.2.4 JlonoJHUTEIbHbI€ HCTOYHHKH
1. @enpepanpHas ciyx0a MO TEXHUYECKOMY M JKCHOpTHOMY KoHTpoito (PCTOK

Poccun) www.fstec.ru

2. HudopmanmoHHO-CIIpaBOYHAsi CUCTEMa IO JOKyMEHTaM B 00JacTh TEeXHHYECKOH
3amuThl KHpopmaruu WWw.fstec.ru

3. OOpazoBaTenbHble TOPTAIBI MO PA3JIUYHBIM HAMPABICHHUSIM OOpa30BaHUS U
temaTuke http://depobr.gov35.ru/

4. CnpaBouHo-npaBoBas cucrema «Koncynprant [Trocy www.consultant.ru
CrpaBouHo-nipaBoBas cucrema «l apant» » Www.garant.ru
DdenepanbHblil mopran «Poccuiickoe odpaszoBanne WWw.edu.ru
denepanbHbli paBoBoit moptan «kOpumuueckas Poccusi» http://www.law.edu.ru/
Poccuiickuii GuoMeTpruyeckuii mopraa WWw.biometrics.ru

9. ®enepanpuplii noptran «MHPOpMALIMOHHO- KOMMYHUKALIMOHHBIE TEXHOJIOTHH B
obpaszoBanum» htpp\\:www.ict.edu.ru

10. Caiit HayuHoti snmekTpoHHO#N Onbmuorexkn Www.elibrary.ru

© No G

B YCIOBUAX JUCTAHIITMOHHOTO 06V‘-IGHI/I$IZ

- MHCTPYKT&X M BbIaya 3aJaHUs MPOU3BOAUTCS B (opMe TeleKOHPEepeHIInH B
nporpamme Zoom,

- BCs He0OX01uMasi JOKyMEHTALUs BBICBIJIAETCS 10 AJIEKTPOHHOM 1OYTE;

- oOpaTHas cBsA3b U KOHCYJbTAllUM OCYLIECTBISIOTCS B MpuioxeHun Bouan, BkonTakTe
U I10 DJIEKTPOHHOM I10YTE;

- BBIIIOJIHEHHBIE 33aJIJaHUSl COOMPAIOTCS B apXUB U OTIIPABIISIIOTCS Ha 00J1aKO;

- 9K3aMEH OCYLIECTBIAETCA B (POpME TEIEKOH(PEPEHINH B IporpaMMe Zoom.


http://www.fstec.ru/
http://www.fstec.ru/
http://www.consultant.ru/
http://www.garant.ru/
http://www.edu.ru/
http://www.biometrics.ru/
http://www.ict.edu.ru/
http://www.elibrary.ru/

4. KOHTPOJIb U OIIEHKA PE3YJbLTATOB OCBOEHHMS YYEFHOI

TACIATITAHBI

PesyabTaThl 00yyeHus

Kputepun onenkn

MeToabl OLIEeHKH

3HaHuUS:

— CYIIHOCTH U TIOHSTHE
nH(OPMAIIMOHHON 0E30MaCHOCTH,
XapaKTePUCTHUKY €¢
COCTaBJISIIOLINX;

— MecTO UH(POPMALIMOHHOM
0€30MacHOCTH B CUCTEME
HAI[MOHAJILHOU 0€30MacHOCTH
CTpaHbI;

— BUJIBl, ICTOYHUKHU W HOCHTEIU
3amumaemMoi nHdopmamm;

— UCTOYHUKH yrpo3 0€30macHOCTH
uH(GOPMAIIUU U MEPHI 110 UX
MIPEIOTBPAIICHHIO;

— (akTOpBbl, BO3ACUCTBYIONINE HA
uH(popMaluo Ipu ee 00paboTKe B
ABTOMATHU3MPOBAHHBIX
(mH(OPMAIIMOHHBIX ) CHCTEMAX;

— JKU3HCHHBIC TTUKITBI
uH(OpPMAaIIUK OTPAHUYCHHOTO
JIOCTYTIA B TIPOIIECCE €€ CO3IaHMUs,
00paboTKu, nepeaauu;

— COBpPEMEHHBIC CPEJICTBA U
crocoObI o0ecreueHus
nH(OPMaIMOHHON 06€30MaCHOCTH;
— OCHOBHBIC METOJTUKH aHAIHA3A
yYIpo3 U PUCKOB UHPOPMAITUOHHOM
0€30macHOCTH.

JleMoHCTpanus 3HaHUM 110
Kypcy «OCHOBBI
UH(pOPMAIIMOHHOMN
0e30MacHOCTHY B
HOBCEIHEBHON U
npodecCuoHAIbHON
NeSITeIbHOCTH.

DKcriepTHas OLICHKa
pe3yabTaToOB
JeSATETbHOCTH
oOyuarolerocs npu
BBIMOJTHEHUH U 3aLIUTE
pe3yJIbTaToOB
MPAKTUYECKUX
3aHATHI.
TectupoBanue
DK3aMeH

YMenust:

— KJ1accupUIUpOBaTh
3alUIAEMYI0 HH(POPMALIUIO IO
BUJIaM TaiHbI U CTEIICHSIM
CEKPETHOCTH;

— KJ1accu(puupoBaTh OCHOBHBIE
yrpo3bl 0€301MaCHOCTH
uH(pOopMaLnu;

YMeHus npoBOIUThH
KJaccuukanuo HHGopMaIuu
10 BUJIaM TaiHBI U CTETIEHU
CEKPETHOCTH, OCHOBHBIX yIPO3
nHpopmanuy B
npodecCuoHaATBHON

TSI TeTbHOCTH

DKCnepTHOE
HaOIoIeHuE B
npoiiecce
MPAKTUYECKUX 3aHITUN
DK3aMeH
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