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1. OBIIAS XAPAKTEPUCTHUKA PABOYEM [TPOT'PAMMBI
NPO®PECCUHOHAJIBHOI'O MOAYJIA
«IIM.03 3amuTa uHpopMaUN TEXHHYECKUMHU CPEACTBAMID)

1.1. Heap u niiaHupyemblie pe3yJibTAThbl 0CBOEHHS PO ecCHOHAIBHOI0 MOXYJIS
B pesynbprare wusydeHus mNpodecCHOHAIBHOTO MOIYJS CTYISHT JIOJDKEH OCBOUTH BUJ

JACATCIIBHOCTHU 3aIJ_II/ITa HH(bOpMaHPIH TCXHUYCCKMMU CpCACTBAMHU U COOTBCTCTBYIHOIIHUEC CMY
HpO(beCCI/IOHaJ'IBHBIe KOMIICTCHII U

1.1.1 ITepeyeHb 0OLIUX KOMIIETEHIIUH

Kon HaunMeHoBaHHe 00IIUX KOMIIETEHIIHMA

OK 1 Bri6upaTh criocoOsI perieHus 3a1a4 npodeccCuoHaIbHOM AESITEIIBHOCTH,
MPUMEHUTEIBHO K Pa3JIMUYHBIM KOHTEKCTaM.

OK 2 Ocy1ecTBISTh MOUCK, aHATIU3 U UHTEPIIpEeTalnio HHpopMauu, HEOOXOIUMOMN AJIs
BBITIOJTHEHMS 32124 MPOPECCHOHATBHON JACSITEITLHOCTH.

OK 3 [TnanupoBaTh U peaqn30BbIBaTh COOCTBEHHOE MPOGECCHOHATBHOE U JINYHOCTHOE
pa3BUTHE.

OK 4 Paborate B KOJIeKTHBE U KOMaH e, 3PPEKTUBHO B3aUMOIEHCTBOBAThH C KOJUIETaMH,
PYKOBOJCTBOM, KJIMEHTaMHU

OK5 OcCy1iecTBISATh YCTHYIO U IUCbMEHHYK0 KOMMYHHUKAILIMIO HA TOCYAAPCTBEHHOM SI3bIKE C
Y4€TOM OCOOCHHOCTEH COIMMATIBHOTO M KYJIbTYPHOI'O KOHTEKCTA.

OK 6 [IposiBAATE IpaXkAaHCKO-ATPUOTUYECKYIO MMO3UIIUIO, JEMOHCTPUPOBATH OCOZHAHHOE

MOBCACHNEC HA OCHOBC TpaAUIIUOHHBIX O6HIC‘-I€JIOB€‘I€CKI/IX HGHHOCTeﬁ, IIPUMCHATH
CTAaHAAPThl AHTHKOPPYIIHOHHOT'O ITOBCACHUS.

OK 7 CopeiicTBOBaTh COXPAHEHUIO OKPYIKAIOLIEH cpeibl, pecypcocOepekeHuto, 3pHEeKTUBHO
JICWCTBOBATh B YPE3BbIYANHBIX CUTYaAIIHSIX.
OK 8 Hcnonk30Bath cpeacTBa GU3NIECKON KYJIbTYPBI AJII COXPAHEHUS U YKPETITICHHS

3/10pOBbS B Ipoliecce NPOPeCCHOHATBHON ASSITENbHOCTU U MOJAepKaHUSI HEOOX0IUMOTO
ypoBHs (hU3UUECKOM MOATOTOBIEHHOCTH

OK9 Hcnonp3oBaTh MHGOPMAILIMOHHBIE TEXHOJIOTUHU B MPOPECCHOHATBHON AESITETbHOCTH.

OK 10 [Tonb30BaThes MpodeccnoHaNbHOM TOKyMEHTaliel Ha TOCyJapCTBEHHOM U
WHOCTPaHHOM SI3bIKaX.

OK 11 Hcnonp3oBaTh 3HaHUA N0 (PUHAHCOBOM rPaMOTHOCTH, IJIAHUPOBATH

HpEANPUHUMATENBCKYIO IEATEIbHOCTh B IPo(ecCHOHANbHOM chepe.

1.1.2 Tlepeyenn npogecCHOHATBHBIX KOMIIETEHIM I

Kon HaunMeHoBaHMe BHIOB AeSITEILHOCTH M NPO(ECCHOHATBHBIX KOMITETEHIHI

B3 3amuTa HHQOpPMAIMKU TEXHUUYECKUMHU CPEJICTBAMU

[IK 3.1 OcCylecTBISATh YCTAaHOBKY, MOHT@X, HAaCTPOMKY W TEXHHMYECKOEe OOCIyKHBaHHE
TEXHUYECKUX CPEICTB 3aIUTHI uHpopMaluu
B COOTBETCTBUU C TPeOOBAaHUSIMU IKCILTYaTAIIMIOHHON TOKYMEHTAIUH.

IIK 3.2 OcCymiecTBIATh  IKCIUTyaTallMI0 TEXHUYECKHUX CPEICTB 3allMuThl HMH(OpMAIMH B
COOTBETCTBHUU C TPeOOBAHUSIMHU IKCIUTYaTAIIMOHHOW TOKYMEHTALIUU.

IIK 3.3 OcymiecTBIATh M3MEPEHUE MapaMeTpPoOB MOOOYHBIX AJIEKTPOMATHUTHBIX H3IYYEHUH H

HaBosok ([IDMUH), co3naBaeMbIX TEXHUUECKUMH CPEACTBAMU 00paOOTKH HHPOPMAIIH
OTPaHMYEHHOIO JIOCTYIA.

[IK 3.4 Ocy1ecTBISITh U3MEpPEHNE TapaMeTpoB (DOHOBBIX IIYMOB, a Takke (PU3NYECKUX MOJIEH,
CO3/1aBaCMbIX TEXHUYECKUMU CPEACTBAMH 3aIUTHl HHPOPMAIIUH.

IIK 3.5 OpraHu3oBbIBaTh  OTAEIbHBIE  pabOTBl MO  (U3MYECKOH  3ammre  OOBEKTOB
nH(popmMaTH3aIyH.




1.1.3 Ilepe4eHb JUYHOCTHBIX Pe3yJIbTATOB:

JIP 13 JleMOHCTpUPYIOLIUKA TOTOBHOCTh U CITIOCOOHOCTH BECTH AUAIOT C IPYTUMU JIIOJIbMH,
JIOCTUTATh B HEM B3aMMOIIOHMUMAaHHUSI, HAXOAUTh OOIIUE 1IeJIM U COTPYAHUYATh IS UX
JOCTHKEHUS! B MPO()EeCCHOHATIBHON IeATEIbHOCTH

JIP 14 [TposiBnstomIniA CO3HATETLHOE OTHOIIICHUE K HEMTPEPHIBHOMY 00pPa30BaHMIO KaK YCIIOBHIO
YCHEHON MPoecCHOHATBHON B 00IIECTBEHHOM NI TEIbHOCTH
JIP 15 [TposiBasromniA TpakKIaHCKOE OTHOIIIEHHE K MPOGECCHOHATBHOM IEATETLHOCTH KaK K

BO3MOXXHOCTH JINYHOTO YYACTHS B PEIICHUH OOIECTBEHHBIX, TOCYAaPCTBEHHBIX,
00IIIeHAIIMOHATILHBIX MPOOJIEM.

JIP 16 BrIpaxaromuii akTUBHYIO I'PaXXIaHCKYIO ITO3ULMIO, YYaCTBYOIINN

B ()OPMHUPOBAHUU YCIIOBUH JUIsl yCIIEUIHOTO pa3BUTHS TOTEHIMAIA

MOJIOZIEKH B MHTEPECAX COLUAIbHO-3KOHOMUYECKOr0, OOIECTBEHHO-IIOIUTUYECKOTO U
KYJIbTYPHOI'O Pa3BUTHUsI PErHOHA

JIP 17 CriocoOHbI TeHeprpOBaTh HOBBIC UACH ISl PEIICHUS

npodeccCHOHaNIBbHBIX 3a/1a4, IEPEeCTPanBaTh CIOKUBIINECS CIIOCOObI

WX PEUICHHUs, BBIIBUTATh aJbTEPHATUBHBIC BAPUAHTHI ICHCTBHIA C IO BRIPAOOTKH
HOBBIX ONITUMAJIbHBIX aJITOPUTMOB; O3UIIMOHUPYIOMINI KaK Pe3yIbTaTUBHBIN U
NIPUBJICKATEIbHBIN YYACTHUK TPYIOBBIX OTHOIICHHUN

JIP 18 ['nOko pearupyronyii Ha NOsIBIEHNE HOBBIX (POPM TPY10BOM
JESITEIIBHOCTH, TOTOBBINA K UX OCBOCHHIO
JIP 19 ["oTOBBII K TPOeCCHOHATHFHON KOHKYPEHIINH U KOHCTPYKTUBHON
peaKuuyu Ha KPUTUKY
JIP 20 CaMocCTOSTENbHBIN U OTBETCTBEHHBIN B IPUHATHH PEIICHUN BO BCeX cepax CBOEH

JIeSATEIbHOCTH, TOTOBBIH K UCIIOJHEHUIO Pa3HOOOPA3HBIX COIUATBHBIX POJICH,
BOCTPEOOBAHHBIX OM3HECOM, OOIIECTBOM
U TOCYIapCTBOM

JIP 21 OKOHOMHUYECKH aKTUBHBIN, NPEANPUUMYMBBINA, TOTOBBIN K CAMO3aHITOCTH

1.1.4 B pe3yibTaTe ocBOeHHS NPO(ecCHOHATBLHOT0 MOAYJIsI 00y4aIOIMIics J0/KeH:

Nwmets — YCTaHOBKH, MOHTa)Ka U HACTPOWKHU TEXHUUYECKUX CPEACTB 3aIUTHI
MPaKTUYEeCKU | MH(pOpMaLnu;
OITBIT — TEXHUYECKOTO 00CITYKUBAaHUS TEXHUYECKUX CPEJICTB 3alIUTHI HH()OpMAINK;
— TMPUMEHEHHS] OCHOBHBIX TUIIOB TEXHUYECKHUX CPEJCTB 3alIUTHl HHPOPMAIUH;
— BBISBJICHHS TEXHUYECKHUX KaHAIOB yTEUKHU WH(OPMAIINK;
— yd4acTHusi B MOHUTOPUHTE 3P (HEKTUBHOCTH TEXHHUECKUX CPEJICTB 3aIIUTHI
uHpOpMaInH;
— JMAarHOCTUKH, YCTPAHEHUS OTKA30B M HEUCIPABHOCTEN, BOCCTAHOBJICHUS
paboTOCIIOCOOHOCTH TEXHUYECKUX CPEICTB 3alUThl MH()OPMALINK;

— IIPOBEINEHUS U3MEPEHUN [apaMeTpoB [I5MUH, CO3/1aBaEMBbIX
TEXHUYECKUMH CpEJCTBAaMU 00pabOTKH MHQOpPMAIUKM TPH aTTeCTallud OOBEKTOB
uHpOpMAaTU3aLUK, ISl KOTOPOH YCTaHOBJEH PEXKUM KOH(HIECHIMAIBLHOCTH, MPH
aTTecrauud OOBEKTOB HWHGPOpMaTU3alMd 1O TpeOoBaHUSM  OE30MaCHOCTH

uHpOpMaInH;

— TpOBENEHUS U3MepeHui napamMeTpoB (OHOBBIX IIyMOB,
a Takke (U3NYECKUX TOJIEH, CO3aBaeMbIX TEXHHYECKHMMH CPEJICTBAMH 3alHTHI
uHpOpMaInH;

— YCTaHOBKHM, MOHT&Xa ¥ HACTPOWKH, TEXHHUYECKOTO0 OOCITyXHBaHUS,
JIMarHOCTHKH, yCTpaHEHUs OTKa30B

U HEHUCIPAaBHOCTEH, BOCCTAHOBIEHHS  pabOTOCIOCOOHOCTH  HMHXXCHEPHO-
TEXHUYECKUX CPEJICTB (PU3UUECKOM 3aLTUTHI.




yMEThb

— TPUMEHSTh TEXHUYECKUE CPENICTBA IS KPUITOTPAPUUECKOM 3l ThI
uHpOpMaLK KOH(DUICHIMAIBHOTO XapaKTepa;

— TPUMEHSTh TEXHUYECKUE CPEJICTBA ISl YHHUTOXKCHHUS HHPOPMALIAU
HocuTenel nupopMmanuu;

— TMPUMEHITh HOPMATHBHBIC IPABOBBIC AKTHl, HOPMATUBHBIC METOIMYCCKHE
JIOKYMEHTBHI 110 00€CIICUECHHIO 3aIUThl HHPOPMAIIUK TEXHUIECKUMHU CPEICTBAMHU;

— TPUMEHSITHh TEXHHUYECKUE CPEICTBA IS 3AIIUTHl MHPOPMALUU B YCIOBUAX
MIPUMEHEHUS MOOMIIBHBIX YCTPOWCTB 00paboTku
U TIepe/laud JaHHBIX;

— TPUMEHSTH CPEACTBA OXPAHHOW CHUTHAJIHM3AIMH, OXPAHHOTO TEJIECBHICHUS U
CHCTEM KOHTPOJISI U YIIPABICHHS JOCTYIIOM;

— TPUMEHITh HHXCHEPHO-TEXHUUYECKUE CpeAcTBa (DU3MUECKOW  3amIUThI
00BbEeKTOB MH(MOPMATH3AITUN

3HaTh

— MOPAJIOK TEXHUYECKOTO 00CITYKUBAHUS TEXHUUECKUX CPE/ICTB 3alllUThI
nHpopmanuu;

— HOMEHKJIATypy HpPHUMEHSEeMbIX CpPEACTB  3allUThl MHPOpPMALUU  OT
HECaHKIMOHUPOBAHHON YTEUKHU 110 TEXHUYECKUM KaHajlaM;

— (u3NYECKUe OCHOBBI, CTPYKTYpY U YCJIOBUS (POPMHUPOBAHUS TEXHUYECKHUX
KaHaJIOoB YTEUKH uHpOpMaLuHy, CHOCOObI
UX BBIBICHHUS M METObl OLEHKH ONACHOCTH, KJIACCU(PHUKAIMIO CYLIECTBYIOIINUX
(U3NIECKUX MOJICH U TEXHUYECKUX KaHAIOB YTEUKH WH(POPMAIINH;

— IOpPAJOK YCTPaHEHMUs HEUCHPABHOCTEH TEXHUYECKUX CPEICTB 3alUTHI
uHGOpPMALlMM UM  OpraHu3allud PEMOHTAa TEXHUYECKHUX CPEICTB  3alIUThI
uHpOpMAaLNH;

— METOJMKM MHCTPYMEHTAJIBHOTO  KOHTPOJA 3()(EKTUBHOCTH  3aLIUTHI
uHpopManuu, o0pabdaTbiBaeMO CpEJICTBAaMU BBIYUCIUTEIBHOW TEXHUKU Ha
00BbeKTax MH(pOpMaTH3aAIMH;

— HOMEHKJIATypy H XapaKTepUCTUKM almapaTypbl, MCIOIb3yeMON JuIs
u3Mmepenus: napamerpoB [IOMUMH, a Taxxke mnapamerpoB ()OHOBBIX LIYMOB H
¢u3uyeckux  mosed, Cco3JaBaeMbIX ~TEXHHYECKHMH  CPEACTBaMHU  3allUTHI
uH(pOopMaLnu;

— OCHOBHbIE NPHUHIMIIBI JEHCTBUS M XapaKTEPUCTHUKU TEXHUUECKUX CPENICTB
(U3UYECKO 3aITUTHI,

— OCHOBHbIE CcITIOCOOBI (PU3MUECKOM 3alIUThl 00BEKTOB HH(OpMATHU3ALINY;

— HOMEHKJIATypy MpPHMEHSEMBbIX CPEeACTB (U3NYECKOH 3alUThl OOBEKTOB
MH(OPMAaTU3ALIHH.

1.2 Koan4yecTBo

Bcero 961 gacos

4acoB, 0TBOAMMOE HAa OCBOEeHHE MPO(ecCHOHATBHOT0 MOIYJIA

B TOM 4HCIIe B popMe mpakTudeckoi moarorosku 408 vaca
W3 nux Ha oceoenne MJIK 03.01 742 gaca
B TOM YHCIIe caMOCTosITebHas pabota 101 gac

IIPAaKTHUKH, B TOM YHclie mpousBojicTBeHHas 180 uacos
IIpomexyrounas atrectanus 39 yacos




2. CTPYKTYPA U COAEP KAHUE ITPO®PECCUOHAJIBHOI'O MOAYJIsA
2.1 CTpykTypa npo¢ecCHOHAIBLHOT0 MOMYJIs

O6beM mpodeccnoHanTbpHOr0 MOAYJIS, aK. Yyac.
Pa6ota oOyuaromuxcst BO B3aMMOJCHCTBHH € MTPENoaaBaTeieM CamocTos-
. TeabHAas
Kongr Haumenosanus = O6yuenue nmo MJIK 6oTalt
. |8 I pabota
npodeccuoHanbH paszieion CymmapHeIid | & > PaKTUKH
BIX OOIIHUX po¢eCCHOHAIBHO 00BeM % 25 B Tom mene
i Harpy3KH, o °
KOMIIETEHIUN ro Moayns ey ,i E( Bceero ; MaGopar. KypcoBbIX | Vye6ua IIpomsBoxcteeH | Koncyns
5 X 5 pador s Has ~TaLun’
X 5 9| U IpaKT.
= S = .| (mpoekToB)
as) g & | 3aHATHH 3
=
1 2 3 4 5 6 7 8 9 10 11 12
K 3.1-TIK.3.5 | MAK.03.01 742 408 742 39 408 101
OK 1- OK10 TexHuueckas
JIP 13-JIP 21 3aIuTa
uHpOpMaLuu
IIpousBoacTBeH 180 180
Hasl NPAKTHKA
IIpomesxyTounas 39
arrecTauus
Bcero: 961 408 742 39 408 180 101

! CamocrosTensnas pabota B pamkax 00pa3oBaTeNbHOM MPOrpaMMbl IUIAHUPYETCS 0Opa3oBaTeNbHOM opraHusanueidl B cooTBeTcTBHM ¢ TpeboBanusmu OI'OC CIIO B mnpenenax
o0bemMa NMpoQecCHOHATBEHOTO MOAYJISI B KOJIMYECTBE 4acOB, HEOOXOIMMOM JUISl BBITIOJIIHEHUS 33/1aHUH CaMOCTOSITEIIbHOW PaboThl 00ydaromuxcs, IpeIyCMOTPEHHBIX TeMaTHYECKUM
TUTAHOM U COZIepKaHHEM MEXIUCIUIUTHHAPHOTO Kypca.
2 KoHCy/bTaly BCTABJISIOTCS B Cllydae OTCYTCTBHSA B YYEOHOM ILIaHE HeJleib Ha IIPOMEKY TOUHYIO aTTECTALIMIO T10 MOIYJIIO.
3 JlaHHas KOJIOHKA yKa3hIBAETCA TONBKO s cnenuansHocteit CITO.




2.2 TeMaTH4eCKHUii IUVIaH U cofep:KaHue MPOdeccCHOHATBLHOr0 MOAYJIsSt

HaumeHoBaHue pa3jie/ioB

U TeM
npodeccuoHaIBLHOr0 Conep:kanue y4eOHOT0 MaTepuaJia, JJ1adopaTopHble pad0Thl U MPAKTHYECKHE 3AHATHS, O0bem
moayJs (ITM), caMocTosiTeIbHAsA padoTa 00y4yaImmXxcs, Kypcopasi padora (IIpoeKT) 4acoB
MEKINCHUIITHHAPHBIX
kypcos (M/IK)
1 2 3
M/IK.03.01 Texuuueckas 3amuTa HHGOpMaITun 742
Pa3nen 1. Konuenuusi MHKeHEePHO-TEXHUYECKOM 3alIUTHI HHpopManuu 637
Tema 1.1 Ilpenmer u 3anauu | Conepxxanue 14
TEXHUYECKOM 3aILUTHI [IpenMer u 3a1a4u TEXHUYECKOM 3alIUThI HH(pOpMaIMU. XapaKTepUCTHKA MHKEHEPHO-TEXHUYECKOM 3aIllUThI
uHpopManuu nH(popManuy Kak 006nacti HHPopMaIoHHOHM 6e3omacHOCTH. CUCTEMHBIN MOAXO0/ MPH PEIICHUN 3324 6
WHXEHEPHO-TEXHUUECKOH 3aiuThl HHpopMaiyu. OCHOBHBIE TapaMeTPbl CUCTEMBI 3alIUTH HH(GOPMAIUH.
Tema 1.2 O6mue Conep:xanue
IIOJIOKCHUA 3alIUThI 3amaun 1 TpeOoBaHMs K crioco0aM M CpecTBaM 3allUThl HHPOPMAIIMKY TEXHUYECKUMHU CPECTBAMHU.
uHpopmaruu [TpUHIMIIBI CHCTEMHOT'0 aHAIM3a MPOOJIEM HHKEHEPHO-TEXHUUYECKON 3aIlUThl HH(pOpMAaLUH. 8
TEXHUICCKUMH CPENCTBAMHU | Knaccudukaius cioco00B U CPEJICTB 3alTUThl HHPOPMAIUH.
Paznea 2. Teoperuueckue 0CHOBbI HHKE€HEPHO-TEXHUYECKOI 3a1MThHI HHGOPMALMHU
Tema 2.1 Undpopmanus kak | Coaepxxanue 18
MPEIMET 3alIUThI Ocob6ennoctu nHPOpMaIUK Kak mpeaMeTa 3amuTsl. CBoiicTBa HHGOpMaIi. Bubl, MICTOYHUKY U HOCUTENN
3amuiiaeMoi napopmaimn. Jlemackupyromnme npu3Haku 00beKTOB HAOMIOICHUS, CUTHAJIOB U BEIIIECTB.
[TonsiTre 06 onacHoM curHaze. IcTouHUKH OonacHbIX cUTHaNIOB. OCHOBHBIE U BCIIOMOTaTeIbHBIC 10
TEXHUYECKUE CPEACTBA, U CUCTEMBL. OCHOBHBIE PYKOBOJIAIIME, HOPMATUBHBIE U METOJANYECKUE JOKYMEHTBI
1o 3amuTe HHGOPMAIUU U MPOTUBOACHCTBUIO TEXHUYECKON pa3BEeKe.
B ToM 4nciie NpaKTHYECKHUX 3aHATHH
OcHOBHBIE BUIBI YTPO3 HH(POpMAIIUH.
Knaccudukanms geMackupyronmx npru3HaKoB. 8

COI[Cp)KB.TGJ'IBHBIfI aHaJIN3 OCHOBHBIX PYKOBOJAIINX, HOPMATUBHLIX U MCTOAUYCCKUX NOKYMCHTOB I10
3alIuTe I/IH(I)OpMaI_II/II/I n HpOTI/IBOI[eI‘/’ICTBI/Ho TEXHHUISCKOU Ppa3BCIKeE.




Tema 2.2 Texuuueckue Coaepixanue 18
KaHaJIbl yTEUKU [Tonarue u ocobenHocTH yTeuku nHpopmanuu. CTpykTypa KaHana yreuku nHpopmanuu. Kinaccudukanus
uHpopManuu CYLIECTBYIOIIUX (PU3MUECKUX TOJIEH U TEXHUYECKUX KaHAJIOB yTeUKU MH(opMaly. XapakTepucTHKa 8
KaHaJIOB yTeuku nHpopmauuu. OnTudeckue, akyCTUUECKUEe, PaJ0IEKTPOHHbIE U MaTepUaIIbHO-
BEIIECTBEHHBIC KaHAJIBl YTEUKH WH(POPMALINHU, UX XapaKTEPUCTHKA.
B ToM 4uc/ie IPAKTHYECKUX 3aHATHI
ConeprxaTenbHBIN aHATHU3 YSI3BUMOCTEH CUCTEMBI.
Kinaccudukanms yrpo3 nHGOpMaIMOHHOK 0€30TIaCHOCTH. 10
TunoBas cTpykTypa TEXHUYECKHX KaHAJIOB YTEUKU MH(DOPMAIUH.
Tema 2.3 MeTonsl 1 Conep:kanue 20
CpeACTBa TEXHUUECKOM Knaccudukanus TeXHHIYECKHX CPEICTB pa3BeIKU. METO b M CPEeICTBA TEXHUUECKON pa3Benku. CpeacTsa
pa3BeIKH HECAaHKIIMOHUPOBAHHOTO A0CTYyMa K nHpopMaruu. CpencTBa 1 BOSMOXHOCTH ONTUYECKON pPa3BEIKH. 10
CpencTBa JUCTaHIIMOHHOTO ChbeMa HH(OpMaIi.
B TOM uHc/Ie IPAKTHYeCKUX 3aHATHI
CriocoObl U cpeicTBa TEXHUYECKOM pa3BeIKH.
CrniocoOslI U cpeacTBa OOHAPYKEHUS 3II0yMBIILICHHUKA. 10
ConeprxaTenbHbIN aHAIU3 O BO3MOXKHOCTH ONTHYECKOM pa3BeKH U AUCTAHLIIMOHHOTO ChEMa HH(POPMALIUY.
Pa3gen 3. ®usnyeckue 0CHOBBI TEXHHYECKOH 3a1IUTHI HHPOPMAIIUH
Tema 3.1 Ousnueckue Conep:xanue 24
OCHOBBI YTEUKH du3nuecKkue OCHOBBI MOOOYHBIX AMEKTPOMArHUTHBIX U3yYEeHUH U HaBOJIOK. AKYCTO3JIEKTPHUECKUE
uHpOpMalLNU 0 KaHajlaM npeoOpa3oBanus. [lapa3uTHas reHepaius paauodJaeKTPOHHbBIX CpeACTB. Buabl mapa3suTHbIX cBs3eil u
OOOYHBIX HaBOJIOK. PU3NUECKHUE SIBJIICHUS, BI3bIBAOIINE YTEUKY HH(OPMAIMU O LETISIM 3JIEKTPOIUTAHUS U 10
3JIEKTPOMArHUTHBIX 3a3emieHns. HoMeHknatypa u XxapakTepucTHKa anmnaparypbl, HCIOIb3yEeMOM Ul U3MEPEHUs MapaMeTpoB
U3ITYy4YeHUH U HaBOJIOK MOOOYHBIX AIMEKTPOMATHUTHBIX N3ITYYSHUH M HaBOJIOK, MapaMeTPOB (JOHOBBIX IITYMOB U (PU3NUECKUX MOJICH
B ToM 4nciie NpaKTHYECKHUX 3aHATHH
Omnpenenenne MyTeil MPOHUKHOBEHUS 3JI0YMBIIUIEHHUKOM IO KaHAIaM TTOOOYHBIX JIEKTPOMArHUTHBIX
U3ITyYeHUH U HaBOJIOK.
PaboTa oOHapyxuTeneit 3JeKTPOMarHUTHOTO MOJIS. 14

W3mepenue napamMeTpoB GU3NUECKUX MOJIEH.
CocTraBiieHnE KOMIUIEKCHON CUCTEMBI 3aIUTHI.




Tema 3.2 Ousznueckue

Conepxanue

26

IIPONLECCHI ITPU IMOAAaBJICHUN
OIIaCHBIX CUI'HAJIOB

CkpeITHE pedeBoit HHGOpMAaIK B KaHaax cBs3u. [lo/jaBieHne OMacHbIX CUTHAIOB aKyCTOAJIEKTPHUYECKUX
npeoOpa3oBaHuil. DKpaHUPOBAHUE. 3alTyMIICHHE.

10

B ToMm 4ucie NMPAKTUYECCKUX 3aHATHIA

CriocoObl CKpBITUS pe4eBO HH(OPMAITHH.

CriocoOblI 1Mo/1aBICHUS OMTACHBIX CUTHAJIOB aKyCTO3JIEKTPUUECKUX MTPeoOpa3oBaHui.
CopaeprkaTenbHbIM aHAIN3 IIpoLiecca YKPAaHUPOBaHUs. BbISBICHUE IIIOCOB U HEAOCTATKOB.
MopnenupoBanue yrpo3 nHGpopMauu

16

Paznen 4. Cucremsl 3aIIATHI

0T YTeYKH uHpopmMaunu

Tema 4.1 CucteMbl 3alIUTEI

Conep:kanue

18

OT yTeUKU UH(OpMALIUU 110
AKyCTUYECKOMY KaHaly

TexHuueckue cpeicTBa aKkyCTU4EeCKOM pa3Beaku. HermocpencTtBeHHOe MOACITyIIMBAaHUE 3ByKOBOM
uHpopmanuu. [IpocinymmBanue nHpOpMaIK HAPABICHHBIMUA MUKpOopoHamu. CHCTeMa 3alUThHI OT YTEYKH
10 aKycTu4YeckoMy KaHainy. HoMeHK1aTypa npuMeHseMbIX CPEICTB 3alUThl HHPOPMAIUU OT
HECaHKLMOHUPOBAaHHOW YTEUKHU 10 aKyCTUYECKOMY KaHally.

12

B ToM Yuc/ie NpaKTHYeCKUX 3aHATHH

ConeprkaTenbHBIN aHATIM3 CPEICTB aKyCTHYECKOH Pa3BEIKH.
Pabota ocTpoHarnpaBieHHbIX MUKPO(QOHOB.
3amuTa OT yTeYKU M0 aKyCTHYECKOMY KaHaly

Tema 4.2 CucTeMBbl 3aLIATHI

Conep:xanue

24

OT YT€4KH HH(pOpMAILIUU 110
IIPOBOJHOMY KaHaILy

[Tpunun pabots! MuKkpodoHa 1 TenedoHna. Mcnoab3oBaHre KOMMYHHUKAIMK B KAUECTBE COETMHUTEIbHBIX
npoBoJioB. HernacHas 3anuch nHpopmanuu Ha TUKTO(GOHBI. CHCTEMBI 3aIIUTHI OT AUKTO(OHOB.
HomeHnknatypa npuMeHsIeMbIX CpeACTB 3allUThl HH(POPMALUK OT HECAHKLIMOHUPOBAHHON YTEUKH MO
IIPOBOJHOMY KaHaly.

14

B ToMm yucae NMPAKTUYICCKHUX 3aHATHH

3ammra nHGOPMAIHH OT AUKTOGOHOB.
OO6Hapy>KUTETU U TIOJIABUTENIN TUKTO(DOHOB.

10

IIpomexyrounas arrecranmus no MJIK.03.01

Tema 4.3 CucteMbl 3alIUTEI

Conepxanue

24

OT yTeuku WH(OPMAIIUHU TIO
BHOPAIIMOHHOMY KaHAITy

OJEeKTPOHHBIE CTETOCKOIBL. JIa3zepHble CUCTEMBI TOACTYIIMBaHUS. ['UapoakycTHyeckue npeoOpa3oBaTesy.
CucreMsl 3aUThl HH(OPMAIIMK OT YTEUKU MO BUOpallMoHHOMY KaHaity. HoMeHkiaTypa npruMeHseMbIX

10

10




CpeACTB 3alMTHl HH(OPMAIMK OT HECAHKLIIMOHUPOBAHHON YTEUKH MO0 BUOPAIIMOHHOMY KaHAYy.

B TOM uMciIe NPAKTHYECKUX 3aAHATHI

CopepxaTenpHblil aHAIU3 YIPO3bI JIA3€PHOTO MOACTYIMBaHUS.
CucteMmsl 3amuThl HHGOPMAIMK OT YTEUKH 110 BUOPALIMOHHOMY KaHaIy.
3ammTa OT yTeUYKH 10 BUOPOAKyCTUUECKOMY KaHAITy

14

Tema 4.4 Crucremsl 3a1IUTHI
OT YTEUKH HH(pOpMAIHU TIO
3JIEKTPOMarHuTHOMY
KaHaly

Conepxanue

33

[IpocaymmBanue unopmanuu ot paguorenedonos. [IpocnymmBanue nHpopMauu ot padoTaromei
anmapatypsl. [IpociaymmBanue nugopmaiuu oT paano3axianok. [Ipuemauku nuadopmaiuu c
paaunozakianok. [IpocnymBanrue nHbOpMaIuu C MaCCUBHBIX 3aKiIag0K. CUCTEMBI 3alIUTHI OT YTEYKHU IO
ANEKTPOMArHUTHOMY KaHainy. HoMeHKkIaTypa mpuMeHsIeMbIX CPECTB 3alIUThl HHPOPMAIIUHU OT
HECAaHKIIMOHUPOBAHHON YTEUKH 110 AJIEKTPOMArHUTHOMY KaHaIy.

14

B ToMm 4ucae MPAKTUYICCKUX 3aHATHIA

dopMHUpOBaHUE CHCTEMBI 3AIIUTHI OT MPOCITYIIUBAHUS PAIUOTEIS(HOHOB.
dopMHUPOBaHNE CUCTEMBI 3aITUTHI OT PAIUO3AKIAJIOK.

3amura OT YTeUKH 110 LEMsM 3JIEKTPONUTAHUS U 3a3€MIICHUS
Onpenenenue kananos yreuku [I9MUH

19

Tema 4.5 CucteMbl 3alIUTEI
OT yTEYKH MH(OpMAIUHU IO
TeneOHHOMY KaHaTy

Conepxanue

30

KoHTakTHBIN 1 6ECKOHTAKTHBIN METO/ABI CheMa HH(OPMALIUU 33 CYET HEMOCPEACTBEHHOTO TOKITIOUEHUS K
tenegoHHol muHuU. Mcnonb3oBaHne MUKpodoHa TeneoHHOro annapara Ipy MoJ0KeHHOHN TeneoHHON
TpyOKe. YTeuka nH(opMaluy 0 COTOBBIM LEMsIM cBsi3u. HoMeHKaTypa npuMeHseMbIX CPEICTB 3aIIUThI
nH(pOpMalUU OT HECAHKIIMOHUPOBAHHOM YTEUKH MO Tee()OHHOMY KaHay.

12

B ToM 4nciie npaKTHYECKUX 3aHATHI

AHanuzatopsl! TeNe(OHHBIX JTUHHUHA.
VYTeuka nHGOpMAaIMK 10 COTOBBIM IIETISIM CBSI3U.
dopMHUpOBaHUE CUCTEMBI 3aIIUTHI OT YTEUKH HHPOPMAIUH 10 Tesle()OHHOMY KaHaIy.

12

CamocrosiTesibHas padora

Hcnonb3oBanue MukpodoHa TenedoHHOTo anmapara InpH MoJIoKeHHOH TeneoHHoi TpyOKe.
VYTeuka HHPOPMALIUH 110 COTOBBIM LETMSIM CBS3H.

Homenknarypa npuMeHsieMbIX CpeACTB 3allUThl HH(POPMAIMK OT HECAHKIIMOHUPOBAHHON YTEUKH IO
Tene)OHHOMY KaHaly.

11




Tema 4.6 CucteMbl 3alIATEI
OT yTEYKH MH(OpMAITUH 110
AIEKTPOCETEBOMY KaHAIY

Conepxanue

20

HuskouacToTHOE ycTpoiicTBO chema nHpopmannu. BeicokoyacTOTHOE yCTPOICTBO cheMa UH(pOpMALIHH.
Homenknarypa npuMeHsieMbIX CPEACTB 3allUThl HH()OPMALIUK OT HECAHKIIMOHUPOBAHHOM YTEUKHU I10
ANEKTPOCETEBOMY KaHAIly.

B ToMm 4uncie NMPAKTUYECCKUX 3aHATHIA

HuszkovacToTHOE YCTPOICTBO CheMa HH(OPMAIIHH.
BrIcOokoUacToTHOE YCTPOICTBO CheMa HH(POPMAIIHH.
@dopMUPOBaHUE CUCTEMBI 3aLUTHI OT YTEUKH HHPOPMALIUU 110 3JIEKTPOCETEBOMY KaHAIY.

10

CamocrosiTesibHas padora

HuskouacToTHOE YCTPONCTBO ChemMa HH(POPMALIHH.
BricokouacToTHOE YCTPOICTBO cheMa UH(pOpMALIUH.

Tema 4.7 CucteMbl 3alUTEI

Conep:kanue

20

OT yTeUKU UH(OpMALIUU 110
ONTUYECKOMY KaHaILy

TeneBu3noHHbIe cucTeMbl HaOM01eHus. [Iprbopel HouHOTO BUAECHUS. CHCTEMBI 3alUThl HH)OPMALIUK 1O
ONTUYECKOMY KaHaly.

B ToMm 4ucae MPAKTUYICCKHUX 3aHATHIA

TeneBu3nOHHBIE CCTEMBbl HAOIIOAEHUS.
[TpuGopsl HOYHOTO BHUJICHHUSL.
CucteMmsl 3aUThl MHQOPMAIMK [0 ONTUYECKOMY KaHAITy.

12

CamocrosiTesibHas padoTa

CucreMsl 3alIUThI I/IH(l)OpMaHI/II/I MO0 OIITUYCCKOMY KaHaJTy.

Pazaea S. Ilpumenenue u 3k

cnayaTtanus TEXHUICCKHUX CPEACTB 3alllUThI I/IH(l)OpMaIII(II/I

Tema 5.1 IIpumenenue

Conepxanue

28

TEXHUYECKUX CPEICTB
3alUThl HH(pOPMAIUU

[Topsanox mprMeHEeHUs! TEXHUYECKUX CPEJICTB 3alIUThl HHPOPMAIIUU B YCIOBUSIX IPUMEHEHUS MOOMIbHBIX
YCTpOICTB 00paboTKH U nepenaun JaHHbIX. [IpoBenenne n3MepeHnii mapaMeTpoB MOOOYHBIX
ANEKTPOMArHUTHBIX U3IYyYEHHH U HaBOJIOK, CO3/1aBa€MbIX TEXHUUECKUMHU CPEICTBAMH 3aIUThI
nH(popMalu, TPy TPOBEACHUH aTTecTaluu 00beKToB. [IpoBeaeHne n3mepenuit mnapameTpoB (HOHOBBIX
IIYMOB U (PU3UYECKUX IT0JIEH, CO3/1aBaeMbIX TEXHUYECKHUMHU CPEACTBAMH 3aIIUThHI HHPOPMALIUH.

Texauueckue cpeacTBa AJjid YHUUTOXKCHUA I/IH(I)OpMaLII/II/I U HOCHUTEJIeH HH(bOpMaHHH, MOpAIOK NPUMCHCHUH.

B ToM 4nciie NpaKTHYECKUX 3aHATHI

CriocoObl 1 paBUiIa YHUITOXKEHUS! HH(POPMAIUK U €€ HOCUTEIEH.

18

12




[Topsiok MpUMEHEHUsI TEXHUIECKUX CPEJICTB 3alTUThl MHPOPMAITUU B YCIOBHUSIX IPUMEHEHUS MOOUITBHBIX
YCTPOICTB 00pabOTKH U Mepeiayu JaHHBIX.

[IpoBenenue u3mMepeHuil mapaMeTpoB MOOOYHBIX FTIEKTPOMATHUTHBIX U3ITyYEHHI.

CopepxaTenpHblil aHAIU3 MPUMEHEHUS! TEXHUYECKUX CPEJICTB 3alIUThl HHPOPMAIIH.

CamocrosiTesibHas padora

[IpoBenenue n3mMepeHuii mapaMeTpoB (POHOBBIX IMTYMOB U (PU3HUECKUX TOJICH, CO3aBACMbIX TEXHUUYCCKUMHU

CpeACTBaMU 3aIIUTHl HHPOPMALIUH. 2
Tema 5.2 Dkcruryaranus Conep:xanue 30
TEXHUYECKUX CPECTB OTtansl 3KCITyaTallud TEXHUUECKUX CPEJCTB 3alUThl HH(popMay. Buabl, conepxanue U nopsaok
3alUThl HH(pOpMALUU IIPOBE/ICHUS TEXHUUYECKOT0 00CITy>)KUBAaHUS CPEJICTB 3aIUUThI HHPOPMALUU. Y CTAHOBKA M HACTpOiKa
TEXHUYECKHUX CPEJICTB 3aIIUTHl HHPOpMaIuu. [InarHocTiKa, yCTpaHEHUE OTKa30B U BOCCTAHOBJICHNE 10
paboTOCTIOCOOHOCTH TEXHUYECKHUX CPENICTB 3aIIUThl HHPOopManuu. Opranu3anys peMOHTa TEXHUIECKUX
cpeacts 3ammThl nHGopManuu. [IpoBenenne arrectTanuu 00BHEKTOB HHPOPMATH3AIUH.
B ToM 4mciie NpaKTHYECKUX 3aAHATHI
OTansl 3KCITyaTallud TEXHUUECKUX CPEACTB 3alIUThl HH(OPMALIHH.
VYcTaHOBKa M HACTPOHMKA BO3MOXHBIX TEXHUYECKUX CPEJCTB 3alUThl MH(OpMAIIH.
IIpaBuia mpoBeAeHUs TEXHUUECKOTO 00CITY>KHBaHUS CPE/ICTB 3aIUTHl HHPOPMALIUH. 20
[IpoBenenue arrecTalii aBTOMaTU3UPOBAHHOTO pabouero mecta (APM)
Cucrema ycTpaHEeHHs OTKa30B U BOCCTAHOBJIEHHE PA0OTOCIIOCOOHOCTH TEXHUUECKHUX CPECTB 3aIIUThI
nH(pOpMaLINH.
IIpomexyrounas arrectaumus no MJIK.03.01 2
Buasbl camocrosiTe1bHOM PadoThI IPH M3Yy4YeHHHU pasaena 1 moxyus
Cuctematnueckasi IpopaboTKa KOHCIIEKTOB 3aHATHH, yueOHOM U criennalbHOW TEXHUUECKOM JIUTepaTypsl (110 BollpocaM K naparpadam,
rjlaBaM y4eOHbIX TOCOOUH, COCTABICHHBIM MIPEIO/1aBaTeIeM)
[ToaroroBka Kk nmpakTUYeCKUM paboTaM C HCIOIb30BaHHUEM METOINYECKUX PEKOMEHIalUi penoaasaress, ohopmieHue 1abopaTopHO-
MPAKTUYECKUX PabOT, OTUETOB K MX 3alIUTE.
Pa3nen 6. [IpumeHeHHe HHKEHEPHO-TEXHUYECKHUX CPeICTB (PU3HUECKOi 3a1UTHI 00HeKTOB HHpOPMATH3AUH
Tema 6.1 Llenu u 3anaun Coaepxanue 26
QJHBI/I‘ICCKOfI 3alUThL XapaKTepI/ICTI/IKI/I [MOTEHIIMAIBLHO ONACHBIX 00BEKTOB. ConepxcaHHe U 3aJa4u ¢)H3quc1<0171 3aIUTEl 00 BEKTOB 8

00BEKTOB MH(POPMATU3ALIH

uHpopmaruzanuu. KareropupoBanue o0bekToB nHpopMaTuzaunu. OcoOEHHOCTH 33a]a4 OXPaHbl PA3INYHbIX

13




TUIIOB OOBEKTOB.

B TOM uMciIe NPAKTHYECKUX 3aAHATHI

XapaKkTepHCTHKH MOTCHINAIFHO OMACHBIX OOBEKTOB.
Coneprxanue u 3a1a4u (pru3nuecKor 3aUThl 00BEKTOB HHPOPMATU3AIIH.
KareropupoBanue 00beKTOB HHPOPMATU3AIIUH.

14

CamocrosiTesibHas padora

OCHOBHBIE TTOHSTHSA HHXCHCPHO-TEXHUYCCKHUX CPECACTB (1)PI3PI‘ICCKOI>’I 3allHTHI.
MO,I[GJ'IB HapymuTeiisd 1 BOSMOXKHEIC ITYTH, U CIIOCOOBI €ro IMPOHUKHOBCHHA HA OXpaHﬂeMBIﬁ OOBEKT.

Tema 6.2 O0mmue cBeneHus
0 KOMILJICKCaX HHKCHEPHO-
TEXHUYECKHUX CPEICTB
(U3HYECKOM 3aIIUTHI

Conep:kanue

30

[TpuHIUTIBI TOCTPOCHUST HHTETPUPOBAHHBIX CHCTEM OXpaHbl. Kilaccudukanus u cocTaB HHTETPUPOBAHHBIX
cucTeM oxpaHbl. TpeGoBaHUs K MH)KEHEPHBIM CPEICTBAM (PU3UUECKOM 3alUTHI.

B ToMm 4ucae MPAKTUYICCKHUX 3aHATHIA

OO6mue npuHIHIBI 0OecreueHrs 0€301MacHOCTH OOBEKTOB.
[TpUHIMITBI TOCTPOCHUS HHTETPUPOBAHHBIX CHCTEM OXPAHBI.
CopepxaTenbHblil aHAIH3 TPEOOBAHUN K MHKCHEPHBIM CPEICTBaM (DU3MUECKOM 3aIMTHI.

16

CamocrosiTesibHas padoTa

OO6mue npuHLIKIIEL 0OecrieyeHus: 0e30MacHOCTH 00BEKTOB.

JKu3HEHHBIN LUK CUCTEMBI (PU3NYECKOM 3aIlIUTHI.

[IpuHIMIIBI TOCTPOEHUS HHTETPUPOBAHHBIX CHCTEM OXPAHBI.

NHxeHepHble KOHCTPYKIIMU, TPUMEHSEMBIE JUIsl IPEAOTBPAILEHUs] TPOHUKHOBEHUS 3JI0YMBIIIEHHAKA K
UCTOYHHMKAM MH(pOPMALIUH.

Paszgen 7. OcHOBHBIE KOMIIO

HEHTBI KOMIJIEKCA MHIKCHEPHO-TEXHUIECCKHUX CPEACTB (l)I/I3I/I‘IeCKOﬁ 3alIMThI

Tema 7.1 Cucrema
oOHapyXeHHsI KOMILJIEKca
WH)XEHEPHO-TEXHUIECKUX
CpencTB (PU3HUECKOU
3aIUTHI

Conep:xanue

28

NHupopmalinoHHbIe OCHOBBI TIOCTPOEHUSI CUCTEMBI OXPaHHOW CUTHAJIU3aLUH.

B ToM 4nciie NpaKTHYECKUX 3aHATHI

KHaCCI/I(I)I/IKaI_II/ISI TCXHUYCCKUX CPCACTB O6Hapy')KCHI/I$I.
COI[Cp)K&TGJ'IBHBIfI aHaJIn3 CPCACTB 06Hapy>KeHI/IHI Ha3Ha4YCHHUC, yCTpOﬁCTBO, MMPUHIIHIT JIeHCTBUS.
HpaBI/ma MOHTa>XXa JaT4YUKOB HO)I(&pHOﬁ 151 OXpaHHOﬁ CHUT'HaJIN3alluu.

16

CamocrosiTeibHas paboTa

I/IH(bOpMaL[I/IOHHBIe OCHOBBI TOCTPOCHUSA CUCTCMBI OXpaHHOﬁ CUTHAJIU3alnun.

10

14




Ha3znauenue, knaccuukanus TEXHUYECKUX CPEACTB OOHAPYKEHHUSL.

[TocTpoenue cucrtem obecnieueHus: 6€30IMacCHOCTH 0OBEKTA.

[TepumeTpoBbIe CpeCTBa OOHAPYKCHUS: Ha3HAYCHUE, YCTPONUCTBO, IPUHIIUIT JICHCTBHS.
OOBEKTOBBIC Cpe/ICTBA OOHAPYIKEHUS: HA3HAYCHHE, YCTPOUCTBO, PUHITUIT JICHCTBUS.

Tema 7.2 Cucrema
KOHTPOJIA U YIPaBICHUSA
JOCTYTIOM

Conepxanue

38

B ToMm 4ucae NMPAKTHYCCKUX 3aHATHIl

OcHOBHBIE BU/IbI CPEICTB KOHTPOJIS JOCTYIA U UX XapaKTEPUCTHKA.

ConeprkaTenbHbli aHAIU3 OCOOEHHOCTEN MOCTPOEHUS U pa3MELLEHHsI CPECTB KOHTPOJIS AOCTYyIIA.
PaccmoTpenune npuHLIMIOB yCTPOHCTBA, PaOOThI M MPUMEHEHUS CPEICTB KOHTPOJISL IOCTYTIA.
PaccMmoTpenne npuHLIMIOB yCTPOMCTBA, PAOOTHI M MPUMEHEHUS allapaTHbIX CPEJCTB ayTECHTU(DUKALIMH
[10JIb30BATE.

OCHOBHBIE METO/BI YJIOCTOBEPEHUSI INYHOCTH.

20

CamocrosiTesibHas padoTa

Mecro cuctemsbl kKoHTpoJIs 1 yripaBieHus goctynom (CKVY[) B cucteme obecnieuenusi ”HGOPMAIIMOHHON
0€30MMacHOCTH.

OcoGennoctu noctpoenus u pazmenienuss CKVY /1.

Crpyktypa u cocras CKVY /1.

ITepudepuiinoe o0opynoBanue u Hocutenu uHGopmaruu B CKY /.

OcHoBbI IOCTpOEHUs U NpuHLUIE pyHKIHOHUpoBaHus CKY /1.

Knaccudukanus cpencts ynpapiaeHHs 10CTYIIOM.

CpenctBa uACHTUPUKAUN U ayTEHTU(PUKALIH.

MeTtobl yaocToBepeHus JIMYHOCTH, puMeHsieMble B CKVY /1.

OOHapyKeHHe METAIITMYECKUX MIPEIMETOB U PaIMOAKTUBHBIX BEILIECTB.

18

Tema 7.3 Cucrema
TEJIEBU3UOHHOTO
HaOJIIOJeHUS

Conepxanue

32

I[CTCKTOpBI JABMOKCHUAA.

IIpomexyrounas arrectauus no MJIK.03.01

B ToM 4nciie NpaKTHYECKHUX 3aHATHH

CopepkaTenbHBI aHAIM3 aHATIOTOBBIX M IU(PPOBBIX CHCTEM BUICOHAOIIIOICHUS.
CocTaB cucTEeMBI TEJIEBU3UOHHOIO HAOIIOACHUS.
Cnoco0 co31aHus CUCTEMBI BUIEOHAOIIIOICHUS.

18

15




[Tpuniun paboThl IETEKTOPOB IBUKCHHUS.

CamocrosiTesibHas padora

AHanorossle U MU(PPOBLIC CUCTEMBI BUICOHAOIIOICHHUS.
Hasnauenne cucTeMbl TeJIEBU3HOHHOTO HAOIIOICHMUSI.
CocraB cuCTEMBI TEJIEBU3HOHHOIO HAOIIOACHUS.
Buneokamepsl. OOBeKTUBEL. TEPMOKOKYXH.
[ToBOpPOTHBIE CUCTEMBI.

HNudpakpacHbie OCBETUTEH.

12

Tema 7.4 Cucrema cOopa,
00paboTKH, OTOOpaKEHUS U
JOKYMEHTHUPOBAHUS
uHpOopMaIu

Conepxanue

38

Knaccudukanus cuctemsl coopa u 00padboTku naGopmarmu. Cxema GyHKIIMOHUPOBAHKS CHCTEMBI cOOpa H
00paboTku nHPopMaIuu. BapuaHThI CTPYKTYp MMOCTPOCHUS CUCTEMBI cOOpa i 00paboTKH HH(OPMALIUH.
YcrpoiicTBa 0TOOpa)keHUs U JOKYMEHTHUPOBaHUS HH(POPMAIUH.

B ToM yuc/ie MpaKTHYeCKUX 3aHATHH

PaccmoTpenue npuHIMNOB YCTPOICTBa, pabOThl M IPUMEHEHUSI CUCTEMBI cO0pa U 00pabOTKU MHPOPMAIIHIH.
BapuaHThsl CTpyKTyp OCTpOCHUS CUCTEMBI cOopa U 00paboTku nHGOpMaIUH.
YcTpoiicTBa 0ToOOpakeHUs U JOKYMEHTHUPOBaHUS HHGOpMAIUH.

14

CamocrosiTesibHas padoTa

Krnaccudukanus cuctemsl coopa u 00paboTKH HHPOPMAIUH.

Cxema (QyHKIIMOHUPOBaHUS CUCTEMBI cOOpa U 00pabOTKH MHPOPMAIUH.
BapuaHTbl CTPYKTYp MOCTPOEHHSI CUCTEMBI cOOpa U 00paboTKU HH(POPMAITUH.
YcrpoiicTBa 0TOOpaKeHUs U JOKYMEHTHPOBAaHUS HH(POPMALIUH.

16

Tema 7.5 Cucrema
BO3JICUCTBUA

Conepxanue

26

Haznauenwne u KJ'IaCCI/I(l)I/IKaIII/ISI TEXHUYCCKHUX CPCACTB BOS)ICI\/'ICTBI/ISI. OCHOBHBIE TTOKa3aTEIN TEXHUYESCKUX
CPEACTB BO3JECHCTBUA.

B ToM 4nciie NpaKTHYECKHUX 3aHATHH

Ha3nauenue u KJ'IaCCI/I(I)I/IKaLII/I}I TCXHUYCCKUX CPCACTB BO3JCHUCTBHS.
COI[Cp)K&TGJ'IBHBIfI aHaJIu3 MokKa3aTellell TEXHUYECKUX CpCACTB BO3JCHCTBHA.
qDOpMI/IpOBaHI/ISI CHCTEMEI BO3ICHCTBUS Ha PIH(pOpMaI_II/IIO.

16

CamocrosiTeibHas paboTa

Haznauenne u knaccudukaius TEXHUIECKUX CPEICTB BO3ICHCTBHS.

16




OCHOBHBIC TOKA3aTCIU TEXHUUSCKUX CpCACTB BO3I[€ﬁCTBHH.

Pasnen 8. [IpumeHeHue M IKCITyaTAIMsl HHKEHEPHO-TEXHHYECKHUX CPeACTB (PM3HUYECKOI 3alUThI

Tema 8.1 [Ipumenenue
HHXXCHCPHO-TCXHUYICCKUX
CPeICTB PU3NYECKOM
3alllUThI

Conep:kanue

36

[TepumeTpoBbie 1 00BEKTOBBIE CPEACTBA OOHAPYKEHUS, TOPSAJOK puMeHeHus. PaboTa ¢ mepudepuitHpim
000pYIOBaHUEM CHUCTEMBI KOHTPOJISA M yIpaBJieHus JocTynoM. OcoOeHHOCTH OpraHU3aluy MPOITyCKHOTO
pexxuma Ha KIIIT. YnpaBnenue cucreMoii TeeBU3MOHHOTO HAOIIOCHUS C aBTOMATU3UPOBAHHOTO Pabovero
Mecta. [1ops10K MpUMEHEHUs YCTPOMCTB OTOOPaKEHHS U IOKyMEHTHPOBaHUS HHPOPMALUU. YTIpaBICHHUE
CHUCTEMOH BO3IECHCTBUSL.

10

B ToM Yuc/ie NpaKTHYeCKUX 3aHATHH

Amnanu3 ocobeHHocTel opraHnu3anuu npomyckHoro pexxuma Ha KIIIT.
@®opMUpOBaHUE CUCTEMBI MOPSIKA YCTPOUCTB OTOOPAKEHHS U JJOKYMEHTHPOBAHUS HHPOPMALINH.
[IpuHIUIIBI yIIpaBIEHUS CUCTEMOM BO3IECHCTBHSL.

16

CamocrosiTesibHas padoTa

[TepumeTpoBbIe U OOBEKTOBBIE CPEACTBA OOHAPYKEHHUSI, TOPATOK IPUMEHEHUSI.

Oco0eHHoCcTH OpraHu3aluu npomyckHoro pexunma na KIIIT

VYrpaiieHue CUCTeMOM TeeBU3MOHHOTO HA0MIOICHUS C aBTOMAaTU3UPOBAHHOTO paboyero MecTa.
[Topsmokx mprMeHeHus! yCTPOHUCTB 0TOOpaKeHHsI U JOKYMEHTUPOBaHUS HHPOPMAIUH.
VYnpaBieHue cucTemMoil BO31€MCTBHUS.

10

Tema 8.2 DkcruryaTanus
WH)KEHEPHO-TEXHUIECKUX
cpeAcTB (pU3NYECKOMH
3aIUThI

Conep:xanue

30

Ortansl 3KcITyaTanuu. Buapl, cogepxanue 1 MopsAa0K MPOBEAECHUS TEXHUYECKOTO 00CTyKUBAHHS
MH)XEHEPHO-TEXHUYECKUX CPEJICTB (PU3NUECKOM 3alIUThI. Y CTAHOBKA M HACTPONKA NEPUMETPOBBIX U
00BEKTOBBIX TEXHUUYECKHX CPEICTB OOHAPYKEHMSI, IepupepruitHOro 000pyJ0BaHUS CUCTEMBbI
TEJIEBU3MOHHOI 0 HaOmoIeHHsl. JIMarHoCTHKa, yCTpaHEeHHe OTKa30B U BOCCTAHOBJIEHUE paboTOCIOCOOHOCTH
TEXHUYECKHUX CPEeICTB PU3NUECKOil 3auThl. Opranusanys peMOHTa TEXHUUECKUX CPEACTB (hPU3NUECKOM
3aIUTHI.

B ToM 4nciie NpaKTHYECKHUX 3aHATHH

CocraBieHHE 3TAIlOB OKCILTYaTaluu MWHXKCHCPHO-TCXHUUCCKUX CPCACTB (I)I/I3I/I‘{CCKOI>'I 3alllUTHhI.

CnocoObl YCTAaHOBKH U HaCTp01>'IKI/I NEPpUMETPOBBIX U 00BEKTOBBIX TEXHUYECKUX CpCACTB 06Hapy>KeHI/I$I,
HepH(bepHﬁHOFO OGOPYI[OB&HI/IH CUCTCMBI TCIICBU3UMOHHOT'O Ha6JIIOILCHI/I$L

CnocoObl YCTpaHCHUA OTKAa30B U BOCCTAHOBJICHU pa6OTOCl'[OCO6HOCTI/I TCXHUYCCKHUX CPCACTB (I)I/IBI/I‘-IGCKOI\/'I

18
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3aIUTEL.

CamocTrosiTesibHast padoTa

VYcTaHOBKa M HACTPOWKA NEPUMETPOBBIX U OOBEKTOBBIX TEXHUYECKUX CPEJICTB OOHAPYKEHMUS,
nepudepuitHoro 000py10BaHUs CUCTEMBI TEICBU3NOHHOTO HAOIIOICHHUS.

Pa3gen 9. KopnopaTtuBHasi 3a1liMTa OT BHYTPEHHHX YIrpo3

105

Tema 9.1 Texnonoruu
ITOJIUTHUKU O€30I1aCHOCTH B
CUCTEME KOPIIOPaTHBHOU
3aIUThl KHHOPMALIUU OT
BHYTPEHHUX yTPO3

Conep:kanue

16

[IpuHIMIIBI U TEXHOJIOTUHU OOECIIeUeHUsI KOPIIOPATUBHOM 3aIIUTHI OT BHYTPEHHUX yTPO3.

Pel"J'IaMeHTI/Ipy}OH_[I/Ie JOKYMCHTEI B obnactu 0€30MacHOCTH I/IH(i)OpMaHI/IOHHBIX CHCTEM.

[Tonxo/1bl K MOCTPOEHUIO CETH U CETEBBIE YCTPOMCTBA B CUCTEME KOPIIOpaTUBHOM 3amuThl. Bepcun DLP
CHCTEM.

OcobenHoctu paboThl OCHOBHBIX THIiepBr30poB VirtualBox, VM Ware Workstation, Microsoft HyperV u ap.

B ToMm 4ucae MNPAKTUICCKUX 3aHATHIl

Cxema pazseptbeiBanust DLP cuctemsi.

3amyCcK TOCTEBBIX BUPTYAJbHBIX MAIIMH U MIPAKTUYECKas padoTa ¢ HUMH C UCTIOJIb30BAHMEM COBPEMEHHBIX
TUIEPBU30POB.

Konduryparms cereBoit ”HGPACTPYKTYphl: HACTPOUTH XOCT-MAIIMHY, CETEBOE OKPYKEHUE, BUPTYaJIbHbBIE
MAaIIWHbBI ¥ JIp.

ITpoBepka pabOTOCTIOCOOHOCTH CETH U CETEBBIX YCTPOICTB B BUPTyaJIbHOMU Ccpejie.

Tema 9.2 YcranoBka u
KOH(UTYpHUpOBaHUE
koMmmmoHeHTOB DLP cuctembl

Conep:xanue

39

KommoHeHTBbI cucTeMbl KOPIOPATUBHOM 3alIUThI OT BHYTPEHHUX YTPO3.

1O st 3amuTe! oT yTeuek Trma InfoWatch Traffic Monitor.

CepBepHasi KOMITIOHEHTA JIJIsl 3aIIUThI paboUnX cTaHIui KoprnopatuBHO# cpeast InfoWatch Device Monitor.

Hageiku cucremuoro agmunuctpuposanus B OC Windows Server u Linux Red Hat Enterprise.

B ToMm yucae NMPAKTUICCKHUX 3aHATHIl

YcranoBka u koH(purypuposanrue komnoneHToB DLP cuctembl. Mepbl mpejocTOpOoKHOCTH.

VYcranoBka arenrckoit yactu CK3 ot BHyTpenHux yrpo3 InfoWatch Traffic Monitor.

VYcranoska cepsepa CYBJI Oracle/ PostgreSQL.

YcraHnoBka u HaCTpOﬁKa 0a3bl JaHHBIX.

Hacrpotika I1O InfoWatch Traffic Monitor.

Ycranorka I10 cepseproit kommonentsl CK3 ot BY InfoWatch Device Monitor.

AN

18




Hactpoiika InfoWatch Device Monitor u Crawler. 4
3amyck CUCTEMBI, TPOBEpKa (PYyHKIIMOHAIBHOCTH HACTPOEK 1IeJIeBON ceTeBOM MH(pacTpyKType. 4
[Tposepka paborocnocooHocTr DLP cuctembr. KonTponbsHbIe TpoBEpKU. Y CTpaHEHHUE HEUCTTPABHOCTEH. 2
[TpoBecTr UMHUTALIUIO TIpoOLIECCa YTEUKU KOH(PHUICHINATBHON HH(POPMAIIUK B CHCTEME. 2
Tema 9.3 Texnonmoruu Conepxanue 22
areHTCKOro MOHUTOPHHTA MeTo 151 MOHUTOPHHTA U ayAHUTa, BBISIBICHUS yIpo3 HHPopMaImonHoil 6ezonacHoctu AC.
PazpaboTka 1 npuMEHEHUE MMOJIUTUKU areHTCKOr0 MOHUTOPUHTA 7151 paOOThI C HOCUTEISIMU U
YCTPONCTBAMM. 8
OcHoBHbIe HarnpaBiieHUs odecniedeHus 3amuTsl oT HCJl 1 HeCaHKIIMOHUPOBAHHOTO KOTTMPOBAHHS
uHpOpMannu.
AJMUHUCTPUPOBAHHE CUCTEMBI KOPIIOPATUBHOM 3aIlUThl HHPOPMALIUH.
B ToM umciie npakTHYECKUX 3aHSITHIA 14
VYrpaBneHue J0CTYIOM TOJb30BaTelIel. 3aluTa BX0Aa B CUCTEMY. 2
BrlsiBiIeHUE TOTOKOB MEepeavyn JAaHHBIX ¥ BO3MOKHBIE KaHAIIBI yTEYKH HH()OPMAITHH. 2
PazpaboTka MOJMTHKYN areHTCKOTO MOHUTOPHUHTA JIJIsl pabOThI ¢ HOCUTEISIMHU, YCTPOUCTBAMH U (ailiamu. 2
KoHTtposb neuatn koHpuaeHIHAIbHON HH(DOpMAITUH. 2
Kondurypuposanue CK3 npu nonyyeHur TEHEBBIX KO, 2
MounutopuHr pabotsl nonb3osareneil. Hacrpoiika perucrpauuu coosituii B CK3U. 2
Coznanue peryisipHbIX BBIPaKEHUH. 2
Tema 9.4 Pazpabotka Conep:xanue 28
MOJIUTUK O€30MacCHOCTH, Pazpabotka 1 MogudUKaIMs MOTUTUKHU O€30MIACHOCTH [T NEPEKPBITUS KaHAJIOB Nepeaayy TaHHbIX U
aHaJIN3 BBIABJICHHBIX BO3MOKHBIX HHIIMJACHTOB.
MHIMICHTOB 3ammra CUCTEMBbI C TOMOLIbIO U(POBBIX CEPTH(PUKATOB. 5
TexHonoruu ynpasieHHst CUCTEMbI KOPIIOPAaTUBHOM 3auThl HHPopMaruu B IWTM.
B ToM 4uciie npakTHYeCKUX 3aHATHH 22
Cosznanue u pazpemienue nHuaeHToB B IWTM, ucnomns3ys ['eneparop Tpadrika 1 MHIHUIEHTOB. 4
Pazpa0oTka MOMUTHKY [T KOHTPOJIS TpaduKa, BEISBICHHUS U OJOKMPOBAHUS MHIIMJCHTOB 0€30MacHOCTH. 4
3aimTa CUCTEMBI C IOMOLIBIO IU(PPOBBIX CEPTHUPHUKATOB. 4
AHanu3 CI0XHBIX, KOMIUIEKCHBIX CUTyallui ¥ MPOOJIEM MPH 3alUTe OT BHYTPEHHUX yTPO3. 4
Amnanus pabotsl cepBepHoit yactu CK3. YnpapneHue pexxiMoM MOTOKOB. 4
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Pabota ¢ unTepdeiicomM ynpaBieHus: CHCTEMbl KOPIOPATUBHOM 3amuThl nHpopmarmu [WTM.

Buabl camocTosiTeJIbHOM Pad0THI NPH U3YYEHUU MOTYJIS

CucremaTnueckas mpopadoTKka KOHCIEKTOB 3aHATHI, y4eOHOM U CrieualbHON TEXHUYECKON JIUTepaTypsl (110 BOpocaM K rnaparpadam,
rJlaBaM y4eOHBIX MOCOOUH, COCTaBICHHBIM MPEIO0/1aBaTEIEeM)

[ToaroTroBka K MpakTUYECKUM padOTaM C HCIIOIH30BAHHEM METOIMYECKUX PEKOMEHIAINI TIperoaaBarens, ohopMiieHIe T1abopaTopHO-
MPAKTUYECKUX PabOT, OTUYETOB K MX 3aIUTE.

Omnpenenenue 3aga4 paboThl, U3yYCHUE JIUTEPATYPHBIX UCTOUHUKOB, TIPOBEACHHUE UCCIICIOBAHHS.

101

IIpousBoacTBeHHAs NPAKTUKA NP0 ecCHOHATBHOT0 MOAYJIS

Buabi pador

1. Yuactue B MOHTaxe, 00CTYKUBAHUU M SKCILTyaTallid TEXHUYECKUX CPEJICTB 3alIUThl HH()OPMALINK;

2. Y4actue B MOHTaxe, 00CIy>KMBaHUU U DKCIUTyaTallud CPEJICTB OXPaHbl U 0€30MaCHOCTH, HHKEHEPHOHN 3alIUThl M TEXHUYECKOH OXPaHbI
00BEKTOB, CUCTEM BHIEOHAOIIOACHMS;

3. yqaCTHG B MOHTAaX¢e, O6CJIy>KI/IBaHI/II/I nu 3KcnnyaTau1/m CpCIICTB 3alIUTHI I/IH(bOpMaIII/II/I oT HGC&HKHI/IOHI/IpOBaHHOFO chéMa 1 YTG‘-IKI/I 110
TEXHUYCCKUM KaHaJlaM,

4. IIlppuMeHeHne HOPMaTHBHO IPABOBBIX aKTOB, HOPMATUBHBIX METOJIMYECKUAX TOKYMEHTOB IO OOECIIEYCHHUIO 3alIUTHI HH(POpMAIIUN
TCXHUUYCCKNMHAN CpeI[CTBaMI/I.

180

HpOMe)KyTO'-IHaﬂ aTrecrauus

39

Bcero

961
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3. YCJI0OBUA PEAJIM3ALUU ITPOT'PAMMBI TPO®PECCUOHAJIBHOI'O MO YJISA

3.1 [{na peanu3aumu NporpaMMbl NPo(ecCHOHAJLHOIO0 MOAYJSA HOLKHBI ObIThH
NpeaycMOTPEHbI cileayIolue cneuaabHble NoMeleH s :

JEKIIMOHHBIE ~ ayAUTOPUH C MYJIbTUMEIUMHBIM  00OpynOBaHHMEM; JabopaTropus
«TexHn4eckux cpeaCTB 3alIUThl HHPOPMAITI.

O6opynoBanue ydeOHOro kabwHeTa M paboymx MecT KaOWHeTa — JICKIMOHHAs
ayJIMTOpUs: TOCAJ0YHbIX MecT — He MeHee 30, pabouee MecTO MpernojaaBareis, MPOEKTOP,
MEPCOHAIBHBIN KOMITbIOTEp, HHTEPAKTUBHAS JOCKA, KOMIUIEKT MPE3eHTaIUil.

Ob6opynoBanue nadopatopun « TeXHHUECKUX CPEICTB 3aIIUTHI HHOPMAIIMU» U PAOOUNX
MecCT J1abopaTopuu:

pabouune MecTa CTyJIEHTOB, 000PYAOBAaHHBIE IEPCOHATIEHBIMU KOMITBIOTEPAMHU;

nabopaTropHbie Y4eOHbIC MAKETHI;

anmnapaTHbIe CPeJICTBA ayTeHTU(UKAIIMY TTOJIb30BATENS;

CpeaCTBa 3alIUThl MHPOPMAIIMU OT YTEYKU MO aKyCTUYECKOMY (BHOPOAKKYCTHUECKOMY)
KaHaJly U KaHaly MOOOYHBIX 3JIEKTPOMATHUTHBIX U3JIYYEHUN U HABOJIOK;

CpeICTBa U3MEPEHHUS MapaMeTpOB (PU3NUECKUX MOJIEH;

CTeHJl (PU3MUECKON 3alMUThl 00BEKTOB HMH(OpPMATHU3alMK, OCHALICHHBIMU CPEICTBAMHU
KOHTPOJIA TOCTYIIa, CHCTEMaMHU BHICOHAOIIOICHUS U OXPaHbl OOBEKTOB;

pabouee MecTO IpenogaBaTes;

y4e0HO-METOIUIeCcKoe 0OecreueHne MO IyJIs;

WHTEPAKTUBHAS JI0CKA, KOMILJIEKT IPE3EHTALIUM.

B yCca0oBUSAX JUCTAHLIMOHHOTO 06V‘ICHI/IHZ

- MHCTPYKT@X M BblAaya 33JaHUs MPOU3BOAUTCS B (opMe TeleKoHpepeHIMn B
nporpamMe Zoom;

- BCsL HEOOXO0TMMast TOKYMEHTAIMs BBICBIJIAETCS TI0 DJIEKTPOHHOH 1ovTe;

- oOpaTHas CBsI3b M KOHCYJIbTAIMU OcyliecTBisitoTes B Moodle u o snekTpoHHoM mouTe;

- 3a4eT M IK3aMEH OCYIIECTBIIsETCA B (popMe TeneKoH(epeHIH B IporpaMMe Zoom.

3.2 UnpopmannoHHOe o0ecniedeHre peain3aluu NPOrpaMMbl

Jis peanu3anuu mporpamMmbl OMOIMOTEYHBIH (POHA 00pa3oBaTENbHOM OpraHU3aLUU
JIOJDKEH UMETh MeYaTHbIe U/UJIH 3JIEKTPOHHbIE 00pa3oBaTeIbHble M MHPOPMAIMOHHBIE PECYPCHI,
pexoMennoBanHple DOYMO, nns wucnonb3oBaHus B oOpasoBarenbHOM mporecce. Ilpu
dbopmupoBannn O6MOIMOTEUHOTO (hOoHAA 00pA30BATEIHLHON OpraHM3aIliy BHIOMPAETCS HE MEHEe
OIHOTO U3JaHUuA U3 MECPCUUCIICHHBIX HUXKC ITCUATHBIX H3}13HHI>'I n (I/I.]'H/I) SJICKTPOHHBIX HSHaHHI\/’I B
Ka4€CTBC OCHOBHOI'O, ITPU 3TOM CIIMCOK, MOXKCT OBITH JOIIOJITHEH HOBBIMU U3aHUSAMU.

3.2.1 OcHOBHBIE TeYATHLIE N3aHUS
1. BuyxoB, A. A. OcHoBbl HH(}OpPMALIMOHHOW 0€30MacHOCTH: 3alIUTa HUHPOPMAIIH:

yuebHoe 1nocobue i cpeHero npodeccruonansHoro oopasosanus / A. A. Buykos. — 3-e u3n.,

nepepad. u gon. — Mocksa: UsnatensctBo Opaiit, 2023. — 161 c¢. — (IIpodeccronanbhoe
oOpazoBanmue). — ISBN 978-5-534-13948-8. — Texkct: anekrponHslii // OOpa3oBarenbHas
mwiarpopma HOpaiit [caitir]. — URL: https://urait.ru/bcode/518006 (mara oOpameHus:
26.09.2023).
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2. Kazapun, O. B. HagexxHocTh 1 6€30MacHOCTh TPOrPaMMHOTO OOECTIICUCHHS: YueOHOe

nocooue misa By3oB / O. B. Kazapun, U. b. lllyounckuii. — MockBa: U3znarensctBo FOpaiir,
2023. — 342 c¢. — (Bwicmiee oOpazoBanme). — ISBN 978-5-534-05142-1. — Tekcrt:
amekTpoHHBIH  //  OOpaszoBarenpHass  matdpopma  HOpait  [caiit]. —  URL:

https://urait.ru/bcode/515435 (nara obpamenus: 26.09.2023).

3. [Nanapuna, M. M. KopropaTrBHast 0€301MacHOCTh: CHCTEMa YIPABICHHS PUCKAMH H
KOMILJIAGHC B KOMITAaHUH: yuyeOHOoe mocooue i By3oB / M. M. [lanapuna. — 2-¢ usn., nmepepao.
u pon. — Mocksa: U3narensctBo FOpaiit, 2023. — 155 ¢. — (Bricmiee o6pazoanue). — ISBN
978-5-534-16725-2. — Texkcr: anexktponHbIii // O6pa3oBaTenpHas miaTdopma FOpait [caiiT]. —

URL: https://urait.ru/bcode/531591 (nara obpamenus: 26.09.2023).

3.2.2 JIonoJTHUTEIbHbI€ HCTOYHUKHU

1. ®enepanbubiii 3akon ot 27 wmrons 2006 1. Ne 149-03 «OO6 wunbpopmanuy,
UH(POPMALIMOHHBIX TEXHOIOTUAX U O 3aLIUTE HHPOPMALIUN.

2. ®enepanbhbiii 3akoH OT 27 w0 2006 r. Ne 152-D3 «O nepcoHAIBbHBIX TaHHBIXY.

3. ®enepanbHbiii 3akoH OoT 27 gekadbps 2002 r. Ne 184-03 «O TexXHUYECKOM
PEryJIUpOBaHUNY.

4. ®enepanbublii 3akoH 0T 4 mast 2011 r. Ne 99-®3 «O nuueH3upOBaHUHU OTIEIBHBIX
BUJIOB JIEATEIILHOCTUY.

5. ®enepanbubiii 3akoH oT 30 gexabpst 2001 r. Ne 195-®3 «Komekc Poccuiickoit
®denepanun 00 aAIMUHUCTPATHBHBIX IPABOHAPYIIICHUSIX.

6. VYka3 [Ipesunenrta Poccuiickoit @enepaunu ot 16 aBrycra 2004 r. Ne 1085 «Bonpocst
DenepanbHOI caykKObI 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO».

7. Vxa3 Ilpesumentra Poccuiickoii Depepanmu ot 6 mapra 1997 1. Ne 188 «OO06
YTBEP)KJICHUM NEPEUHs CBEACHUH KOH(UICHIIMAIBHOTO XapaKTepay.

8. Vka3 Ilpesunenra Poccuiickoii @enepanuu ot 17 mapra 2008 r. Ne 351 «O mepax mno
obecrieueHnio HH(popMalMoHHON Oe3onacHocTH Poccuiickoilt @enepany Opu MCHOIb30BaHUU
MH(POPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETeH MEKITyHAPOAHOT0 MHPOPMAIIMOHHOTO OOMEHaY.

9. INonoxenne o0 cepTuUKAIUU CPEACTB 3amUTHl  HHQOpMAIMH. YTBEpPKIECHO
nocranoBieHueM IlpaBurensctBa Poccuiickoit @enepannu ot 26 urons 1995 r. Ne 608.

10.TTonoxenne o cepTHPUKALMU CPEACTB 3alMTHl HWH(pOpPMALMU TO TpPeOOBAHUIM
6e3omacHoCTH MH(pOpManuu (C JONOJHEHUSMH B COOTBETCTBHMM C IOCTaHOBJIECHHEM
[TpaButensctBa Poccuiickoit denepanuu ot 26 utoHs1995 r. Ne 608 «O cepruduxamnmu cpeacTs
3alUThl HTHPOpPMaLUU»). YTBEPKIEHO NprKa3oM npezcenarens ['ocrexkomuccuu Poccun ot 27
okTs10psa 1995 1. Ne 199.

11.CoctaB u cojepaHHe OPraHU3ALMOHHBIX M TEXHUYECKHUX Mep IO 00ecleyeHHUIo
0€30MacHOCTH MEepPCOHANBHBIX HaHHBIX MNpU HX 00paboTke B HH(OPMALMOHHBIX CHCTEMax
NepCOHANBHBIX JaHHBIX. Y TBepkaeHbI prkazoM OCTIK Poccun ot 18 despans 2013 r. Ne 21.

12.Mepsl 3amuThl MH(GOPMAIMK B TOCYAAPCTBEHHBIX WH(MOPMAIMOHHBIX CHCTEMaXx.
Vrepxnenst @CTIOK Poccun 11 dpespanst 2014 r.

13. AnmunuctpatuBnblii  permamenT  PCTOK  Poccum 1mo  mpeaocTaBiIeHHIO
TrOCyapCTBEHHOW YCIyTH IO JMIEH3UPOBAHUIO JESATEIBHOCTH II0 TEXHMUYECKON 3alluTe
KoH(puaeHIManbsHoM uHpopMaruu. YTBepxkaeH npukazom @CTOK Poccum ot 12 uronst 2012 r.
Ne 83.

14. AnmunuctpatuBHelii  permameHT  DOCTOK  Poccum  mo  mpenocTaBieHUIO
rOCy/IapCTBEHHOW YCIIYTH IO JIMIIEH3UPOBAHUIO AESITEILHOCTU MO Pa3padOTKe U MPOU3BOJICTBY
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CPEICTB 3aIMThl KOHGUIEHITHATEHON nHpopManuu. Y TBepxaeH npukazoMm @CTOK Poccuu ot
12 uronst 2012 1. Ne 84.

15.Cnenmanbaple  TpeOOBaHMA W PEKOMEHIAIMM IO  TEXHMYECKOW  3alIuTe
koHpunenmanpHoi nHopmaruu (CTP-K). YTBepxnens npukasom I'ocrexxomuccnu Poccun
ot 30 aBrycra 2002 r. Ne 282.

16. TpeGoBanus o 3amuTte MHGOPMAIMU, HE COCTABIAIONICH TOCYAApCTBEHHYIO TalHY,
coJiepKalleiicss B TOCYIapCTBEHHBIX HH(QOPMAIIMOHHBIX CHUCTEMaX. YTBEP)KIEHBI MPUKA30M
OCTIK Poccunm ot 11 deBpans 2013 r. Ne 17.

17. TpeboBanus o 3amurte UHPOpPMALIUU, CoACpIKaIIEhHcs B MHOOPMAIIMOHHBIX CUCTEMaX
obmero mnonb3oBanus. YTBepxkaeHsl mnpukazamu DOCb Poccum u OCTIK Poccum
ot 31 aBrycra 2010 r. Ne 416/489.

18. TpeGoBanus K cucreMaMm OOHAPYKEHHS BTOpKEHUU. YTBepkaeHbI pukazomM O@CTOK
Poccum ot 6 nexabps 2011 r. Ne 638.

19. PykoBoasmuii nokymeHT. ['eonHpopManinoHHble CUCTEMBI. 3aluTa UHGOpMaluKu OT
HECaHKIIMOHUPOBAHHOTO noctyna. TpeboBanus no 3amute uHGopmaruu. Y1epxkaen OCTOK
Poccuu, 2008.

20. PykoBopsimiuii  AOKyMEHT. 3amura OT HECAaHKIMOHMPOBAHHOTO JOCTyNa K
unpopmanuu. Yacte 2. IlporpammHoe oOecriedeHne 0a30BBIX CHCTEM BBOJA-BBIBOJA
MEPCOHAIBHBIX JICKTPOHHO-BBIUMUCIIUTEIBHBIX MamuH. Kilaccuukanus mo ypoBHIO KOHTPOJIS
OTCYTCTBHS HEJEKJIapupoBaHHBIX Bo3MokHOCTeH. YTBepxkaeH PCTIK Poccuu 10 oktsiOps
2007 r.

21.TIpuka3 ®Cb Poccuu ot 9 despans 2005 r. Ne 66 «O6 yrBepxkaenuu [lonoxeHus o
pa3paboTke, MIPOU3BO/ICTBE, peanuzanuu u AKCILTyaTalun U poBaTbHBIX
(kpunTorpaUuECKHX) CPEIICTB 3aIUTHI HHPOPMAITUN.

22.TOCT P HMCO/M3BK 13335-1-2006 WudbopmannoHHas TexXHONOTUSA. MeToabl H
cpenctBa obecredenust Oe3omacHocTH. Yacte 1. Konumenmuss W Momenu MeHEIKMEHTa
0e30MmacHOCTH HH(POPMAIIMOHHBIX ¥ TEJICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH

23.TOCT P NCO/MDBK TO 13335-3-2007 UudopmanmonHass TeXHOJIOTHI. MeToIbl U
cpeactBa obOecneueHus OezomacHoctd. Yacte 3. Mertoasl MeHemxkMeHTa O€30MacHOCTH
WH(OPMAIMOHHBIX TEXHOJIOTHI

24.TOCT P UCO/MDBK TO 13335-4-2007 MudopmarionHas TeXHOIOTHs. MeTolIbl U
cpencTBa obecnieduenus 6e3omacHocTH. YacTe 4. Be1OOp 3aIMTHBIX Mep

25.TOCT P UCO/MDBK TO 13335-5-2006 MudopmarionHas TeXHOJOTHsI. MeToIbl U
cpeacTBa obecrnieueHus Oe3zomacHocTH. YacTh 5. PyKOBOACTBO M0 MEHEIKMEHTY 0€30MacHOCTH
cetn

26.TOCT P HUCO/MDK 17799-2005 HupopmamnmonHas TexHOJOTHS. [IpakThdeckue
IpaBuJia yrpasjieHusi HHYOpPMallMOHHONW 6€30MacHOCTHIO

27.TOCT P HUCO/M3BK 15408-1-2008 HudopmarmonHass TexHomorusi. Metoabl u
cpeacTtBa obecnedyeHus: Oe3omacHOCTH. Kputepuu oLeHKH 0e30MacHOCTH HH(POPMAIMOHHBIX
texuosiornii. Yactes 1. BBenenune u o0Omias MoIenn

28.TOCT P HMCO/M3BK 15408-2-2008 HubopmannoHHas TexXHOJIOTUS. MeToabl H
cpeacTtBa obecnieueHus: Oe3omacHocTH. Kpurtepuu oueHkn 0e30macHOCTH HMHGOPMAIMOHHBIX
TexHosioruil. Yacte 2. @yHKIMOHATIbHBIE TPeOOBaHUS 0€30MaCHOCTH

29.TOCT P HUCO/M3BK 15408-3-2008 HMudopmarmonHas TexHomorus. Metoabl u
cpenctBa obecrnieueHus: Oe3omacHocTH. Kputepum omeHkn Oe30macHOCTH WHOOPMAIMOHHBIX
texHosoruil. Yacts 3. TpeboBanus noBepus kK 0€30MaCHOCTH
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30.TOCT P 34.10-2001. "UudopmarmonHas texnosorusi. Kpunrorpadgudeckas 3amura
uHpopmanuu. [Iporeccs opMHUpOBaHUS U TPOBEPKH AEKTPOHHON I PPOBOI moanucu"

31.TOCT P 34-11-94. "Undopmanmonnas texnonorus. Kpunrorpapudeckas 3amura
uHpopmanuu. OyHKIUS XSMIHUPOBAHUS"

32.TOCT P 50922-2006 3amurta uHpopmanuu. OCHOBHBIE TEPMUHBI U ONPEHACICHHS.
Pocrexperynuposanue, 2006.

33.TOCT P 52069.0-2013 3amura uapopmamuu. Cucrema cranmapTtoB. OCHOBHBIE
nonoxxenus. Poccrangapr, 2013.

34.TOCT P 51583-2014 3amura nHpopmamuu. [Topsimox CcO3IaHus
ABTOMATH3UPOBAHHBIX CUCTEM B 3alllMIIeHHOM HcnonHeHnu. O0mue nonoxenus. Poccrannapr,
2014.

35.TOCT P 51624-2000 3amurta wuHpOpMaLUU. ABTOMATH3UPOBAHHBIE CHCTEMBI B
3amuiieHHoM ucnoiaHernu. Oomue tpedosanwus. ['occtanmapt Poccuu, 2000.

36.'OCT P 51275-2006 3amurta undopmammu. O0bekT uHPOpMaTH3AUU. DaKTOPHI,
BO3/ciicTBYOMUKE Ha nHpopmanuio. O0miue nonoxkenus. Pocrexperynuposanue, 2006.

37.TOCT P 52447-2005 3ammra wuHbopmanuu. TeXHHKA 3alUTHl WHOOPMAIUH.
Homenkiarypa noka3zareneil kauectBa. PocrexperynupoBanue, 2005.

38.OCT P 56103-2014 3amura wHPOpManuu. ABTOMATH3UPOBAHHBIE CHCTEMBI B
3amUIIeHHoM  ucronHeHnd. OpraHuzanuss W cojepkaHue paboT 1o 3alMUTe  OT
MpPEAHAMEPEHHBIX ~ CHJIOBBIX  DJIGKTPOMAarHUTHBIX  BO3AeHCTBUUA. OOIIME  TOJIOKEHUSI.
Poccrannapt, 2014.

39.TOCT P 56115-2014 3ammra uHbopManuu. ABTOMATH3UPOBAHHBIE CHUCTEMBI B
3alMUIIeHHOM  ucrnoidHeHud.  CpeacTBa  3allUThl  OT  MpPEJHAMEPEHHBIX  CHIIOBBIX
3JICKTPOMArHUTHBIX Bo3aeicTBuiA. O0mue TpedoBanus. Poccranmapr, 2014.

40.TOCT P HCO/MDBK 15408-1-2012 HudopmanmronHas TexXHONIOTUSA. MeToabl H
cpenctBa obecrieueHus: Oe3omacHOCTH. Kputepuu oreHKH 0e30macHOCTH HH(OPMAIMOHHBIX
texnosoruil. Yacts 1. Begenue u obmas monens. Poccrangapr, 2012.

41.TOCT P HCO/MDK 15408-2-2013 HNudopmamnmoHHass TEXHOJOTHSA. MeToabl H
cpenctBa obecrnieueHus: Oe3zoracHocTu. Kputepun oieHkH 0e30macHOCTH WH()OPMAIMOHHBIX
texHosoruit. Yactp 2. DyHKIMOHANBHBIE TpeOoBaHUs Oe3omacHOCTH (TIPsIMOE TPUMEHEHUE
ISO/IEC 15408-2:2008). Poccranmapt, 2013.

42.TOCT P 50739-95 CpeactBa  BbUMCIMTENBHOM  TEXHWKH.  3aliUra  OT
HECAaHKIIMOHUPOBAHHOTO JOCTyma K uHpopmarmu. OOime TexHudeckue TpedoBanus. [occranmapt
Poccun, 1995.

43.MeToauKa OIpeNeNeHUs] aKTyaJbHBIX YIpo3 Oe30MacHOCTH MEePCOHANBHBIX JTaHHBIX
npu ux o0paboTKe B HMH(POPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX JaHHBIX. YTBEpXKIACHA
OCTIK Poccun 14 despans 2008 T.

44, COOpHUK BpPEMEHHBIX METOAMK OLEHKH 3allUIIEHHOCTH KOH(UICHIIHAIbHOU
uH(pOpMaIlMKM OT YTEYKH IO TeXHHUYECKUM KaHamam. YTBepxaeH [octexkomuccueit Poccum,
2002.

45.TOCT P 50922-2006 3ammra mHpopmanuu. OCHOBHBIE TEPMUHBI U ONpPEIACICHHUS.
Pocrexperynuposanue, 2006.

46.TOCT P 51275-2006 3amuta mapopmanuu. OObekT nHPopMarnzanuu. DaKkTopsl,
BO3/eiicTByOIMME Ha HHpopmanuto. O0miue nonoxenus. Pocrexperynuposanue, 2006.

47.COOpHUK BpPEMEHHBIX METOAWK OIEHKH 3alllMIICHHOCTH KOH(HICHIIMAIBHON
uH(pOpMallMK OT YTEUKH IO TEXHHUYECKUM KaHanaMm. YTBepxkaeH ['octexkomuccueit Poccum,

24



2002.

48. TpeboBanusi 0 3amurTe MHPOPMALMHU, HE COCTABISIOUICH TOCYIapCTBEHHYIO TalHY,
coJepiKalieiics B ToCylapCTBEHHBIX HH(MOPMAIIMOHHBIX CHUCTEMaX. YTBEpKIEHBI HPUKA30M
OCTIK Poccum ot 11 dpespanst 2013 1. Ne 17.

49.Mepbl 3ammThl MHGOPMALUMU B TOCYJApCTBEHHBIX HH()OPMAIMOHHBIX CHCTEMaXx.
Yreepxaeasl DCTOK Poccun 11 depans 2014 1.

50. Meronnyeckue  peKOMEHAALMM 1O  TEXHUYECKOW  3amuTe  HUH(popmanuu,
cocTaBJstonel koMMmepueckyto Taiiny. Y TBepxkaensl @CTOK Poccun 25 nexadps 2006r.

B) MporpaMMHoOe oOecredyeHHe: CIEeNUaIN3uPOBaHHOE MPOTrpaMMHOE obecrieueHue s
NOPOBEPKH 3AIUIIEHHOCTH TIOMEIICHUA OT YTeYKM HHPOPMALMU IO aKyCTHYECKOMY U
BUOPOAKYCTHUECKOMY KaHajlaM, CHEIHMaJIbHBIX HCCICAOBAHUM CPEICTB BBIYMCIUTEIHHON
TEeXHHKWU;

r) 0a3bl TaHHBIX, WH(OPMAIIMOHHO-CIIPABOYHBIE U MOUCKOBBIE CUCTEMbI: Www.fstec.ru;
www.gost.ru/wps/portal/tk362.

DJIeKTPOHHbIE HCTOYHHKH
1. ®epepanbHas ciayx0a TO TEXHHYECKOMY U HSKCHOpPTHOMY KoHTpoiw (PCTIK
Poccun) www.fstec.ru

2. HWudpopmannoHHO-CIIpaBOYHAs CHUCTEMa 10 JOKYMEHTaM B OOJIACTH TEXHUYECKOM
3anThl nHopMaru WWW.fstec.ru

3. OOpazoBareibHBIE TOPTAJIbl MO pa3IMYHBIM HANpaBICHUSM OOpa30BaHUS |
temaTuke http://depobr.gov35.ru/

4. CnpaBouHo-npaBoBas cucrema «Koncynsrant [Troc» www.consultant.ru

5. CnpaBouHo-mipaBoBas cucrema «['apant» » wWww.garant.ru

6. ®denepanpHbiil mopran «Poccuiickoe oopazoBanre WWW.edu.ru

7. ®enepanbHbiil mpaBoBoii moptai «lOpuanueckas Poccus» http://www.law.edu.ru/

8. @enepanbublii mopran «HMHPOpMALMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTHHM B
obpaszoBanum» htpp\\:www.ict.edu.ru

9. Caiit Hayunoii anektponHoii onbmmorekn Www.elibrary.ru

25


http://www.fstec.ru/
http://www.fstec.ru/
http://www.consultant.ru/
http://www.garant.ru/
http://www.edu.ru/
http://www.ict.edu.ru/
http://www.elibrary.ru/

4. KOHTPOJIb 1 OHEHKA PE3YJIBbTATOB OCBOEHHUAA
MMPO®ECCHUOHAJIBHOI'O MOAYJIA

Kon u HauMmeHOBaHUE
po(heCCHOHATBHBIX U OOIINX
KOMIICTCHITUH,
hopMupyeMbIe B paMKax
MOIYJIst

Kputepuu oneHku

MeToOb! OLIEHKHU

I1IK 3.1 OcyuiecTBasTh
YCTaHOBKY, MOHTaX,
HACTPOMKY U TEXHUYECKOE
00CITy’)KMBaHUE TEXHUUYECKUX
CPEJICTB 3alIUThI
uH(OpPMAIIUU B COOTBETCTBUU
¢ TpeOOBaHUSIMHU
AKCIUTYyaTallMOHHOM
JIOKYMEHTAIlUU

JleMOHCTpUpOBATh YMEHUS U
IIPaKTUYECKHE HaBbIKU B
YCTaHOBKE, MOHTaXe,
HACTPOMKE U IIPOBEICHUU
TEXHUYECKOTO 00CITy)KUBaHUS
TEXHUYECKUX CPEIICTB
3aluThl HH(QOPMALIUY B
COOTBETCTBUU C
TpeOOBaHUAMU
AKCIUTyaTallMOHHOM
JIOKyMEHTaluu

TECTUPOBAHUE,
9K3aMeH KBAIN()UKALMOHHBIMH,
SKCIIEPTHOE HAOIIOICHHE
BBITOJIHEHUS TA00PaTOPHBIX
pabor,

IKCIIEPTHOE HAOIIOACHUE
BBITIOJTHEHUS TPAKTUIECKUX
pabor,

OLICHKA PELICHUS
CUTYAIlMOHHBIX 3a]1a4,

OLIEHKa Tporecca u
pe3yIbTaTOB BBHIIOJTHEHUS
BUJIOB pabOT Ha NMPAKTUKE

[1K 3.2 OcyuiecTBasATh
AKCIUTyaTaIUIO0 TEXHUYECKUX
CPEJICTB 3alIUThHI
uH(OpMaIK B COOTBETCTBUU
¢ TpeOOBaHUSIMH
AKCIUTyaTallMOHHON
JIOKyMEHTalluu

[IposiBisATE yMeHUS U
MIPAKTUIECKOTO OTbITA B
IKCILTyaTalui TEXHUYESCKUX
CPEACTB 3alIHUTHI
nH(pOpMaILIUY B COOTBETCTBUU
¢ TpeOOBaHUSIMH
JKCILTyaTallMOHHON
JOKYMEHTAITU!

TECTUPOBaHUE,
9K3aMEH KBATU(PHUKAITMOHHBIH,
AKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS J1A00OPATOPHBIX
pabor,

AKCIIEPTHOE HAOII0ICHHE
BBITTOJTHEHUS TPAKTHYECKUX
pabor,

OLIEHKA PEelIeHUs
CUTYaIlMOHHBIX 3a]1a4,

OlIeHKa Tpoliecca U
Pe3yJIbTaTOB BBHIIOJIHEHUS
BUJIOB pabOT Ha NMPAKTHKE

1K 3.3. Ocy1iecTBasTh
U3MEpPEHUE MapaMeTpOB
MTOOOYHBIX
AJIEKTPOMArHUTHBIX
M3JIyYECHH 1 HAaBOJOK
(ITISMUH), co3zmaBaeMbIx
TEXHUYECKUMHU CPEACTBAMU
00paboTKH HHPOPMALIUU
OTrPaHUYEHHOTO JOCTYIIa

[IpoBoauTh pabOTHI 11O
U3MEPEHHIO TTapaMeTPOB
MOOOYHBIX
ANIEKTPOMArHUTHBIX
W3Jy4YE€HUH U HAaBOJIOK
(ITSMHUH), co3znaBaemMbIx
TEXHHUUYECKUMU CPEJICTBAMH
00paboTkK MHPOPMALIUT
OTPaHUYEHHOTO JOCTYIIa

TECTHPOBAHUE,
9K3aMEH KBAIU(PUKAIIMOHHBIMH,
SKCIIEPTHOE HAOIOICHHE
BBITIOJTHEHUS J1A00PATOPHBIX
pabor,

SKCIIEPTHOE HAOIOICHHE
BBITIOJTHEHUS MPAKTUYECKUX
pabor,

OIICHKA PEIICHUS
CUTYaI[MOHHBIX 3a]1a4,

OIIeHKa TIporiecca u
PE3YJIbTaTOB BBIOJHEHUS
BUJIOB pa0OT Ha MPAKTUKE
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1K 3.4 OcyuecTBisTh
U3MEpeHNEe NapaMeTpoB
(OHOBBIX LITYMOB, a TaK)Ke
(bU3UYECKUX MOJIEH,
CO3/1aBaCMbIX TEXHUYECKUMHU
Cpe/CTBaMH 3aIIUTHI
uHpopManun

[IpoBoauTh
CaMOCTOSITENIbHbIE U3MEPEHUs
napameTpoB (pOHOBBIX
LIYMOB, a Takke GU3HUECKUX
MOoJIeH, CO3JaBaEMbBIX
TEXHUYECKUMU CPEJICTBAMU
3alUThl HH(pOPMAIHN

TECTUPOBAHUE,
9K3aMeH KBAIN()UKALMOHHBIMH,
SKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS 1a00PaTOPHBIX
pabor,

IKCIEPTHOE HAOIOICHHE
BBITTOJIHEHUS TPAKTHYECKUX
pabor,

OLICHKA PELICHUS
CUTYallMOHHBIX 337134,

OLIEHKa Tpoliecca u
PE3YJIBTaTOB BBIMTOJIHCHUS
BUJIOB pa0OT HA MPAKTUKE

I1K 3.5 Opranu3oBbiBaTh
OTJeNbHBIC PaOOTHI IO
bu3nyeckoii 3aumre
00BEKTOB MH(POPMATH3AIIH

[IposiBisTh 3HaHMS B BEIOOpE
CIOCOOOB peLICHHS 33124 10
OpTraHU3aIMK OTIEIIbHBIX
paboTt 1o Gpu3nIecKo
3anIuTe 00BHEKTOB
nHpOpMaTU3aLUU

TEeCTUPOBaHUE,
9K3aMEH KBATU(PHUKAITMOHHBIH,
SKCIIEPTHOE HAOIIOCHHE
BBITTOJIHEHUS TA00PAaTOPHBIX
pabor,

AKCIIEPTHOE HAOJIIOICHHE
BBITTOJIHEHUS TPAKTHYECKUX
paboT, olleHKa peleHus
CUTYallMOHHBIX 33/1a4,

OIICHKA Mpoliecca u
PE3yJIbTaTOB BBINOJIHEHUS
BUJIOB pabOT Ha MPAKTHKE

OK 01. Beibupats criocoOsl
peleHus 3aaa4
npodecCHOHAIbHON
NeSITebHOCTH,
NPUMEHHUTEIHHO K
pa3INYHBIM KOHTEKCTaM

— 00OCHOBaHHOCTb
IIOCTAaHOBKH II€JIN, BI)I60pa n
MPUMEHEHUS METOJIOB U
CIOCO0O0B PEIICHUS
npodeccHoHaNbHBIX 3a1a4;

- aJIcKBaTHAas OIICHKA U
caMoOIIeHKa 3 PEeKTUBHOCTH
Y Ka4eCTBa BBITIOJTHCHUS

npodeccnoHanbHbIX 33724

OIT 02.0cyniecTBIATh MOUCK,
aHaJIU3 U HHTEPIPETAIHIO
uHpopMannu, HeoOXOAUMOM
JUTSL BBITIOJTHEHUS 32,149
npodecCuOoHaNBHOM
JeSITeTbHOCTH

— HCIOJIb30BaHUE
Pa3JIMYHBIX UCTOYHUKOB,
BKJIKOYAs! JIEKTPOHHBIE
pecypcChl, MEIUAPECYPCHI,
HNHTtepHeT-pecypcsl,
MIEPUOANYECKUE U3JaHUS 110
CHELNAIbHOCTH IS PELICHUS
npogeccCHOHABHBIX 3a/1a4

OK 03. ITitanupoBats n
peaTn30BbIBaTh COOCTBEHHOE
npodeccuoHaIbHOE U
JMYHOCTHOE Pa3BUTHE

- ICMOHCTpAIHsI
OTBETCTBEHHOCTH 34
MIPUHSATHIE PEIIECHUS

- 000CHOBAaHHOCTH
camMoaHaIn3a U KOPPEKIUS
pe3yJIbTaTOB COOCTBEHHOMN

WHTepnperanus pe3ysbTaToB
HaOJr0/1eHuH 3a IeSTeTbHOCTHIO
oOydaroIierocs B mporiecce
OCBOEHMS 00pa30BaTEIbHOM
IPOTPaMMBI

DKcrepTHOE HAOI0IeHNE
1 OLIEHKA Ha J1abopaTopHO -
MPAKTUYCCKUX 3aHATUAX, ITPHU
BBINOJIHEHUH PaboT
1o y4eOHOi
Y TIPOM3BOJICTBEHHOM
MpaKTUKaM

DK3aMeH KBaTU(UKAINOHHBIN
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paboThI

OK 04. PaboTaTb B
KOJIJICKTHUBE M KOMaH/IE,

3 pexTrBHO
B3aHUMOJCHCTBOBATh C
KOJUIETaMH, PYKOBOJICTBOM,
KJIIMEHTAMHU

- B3aMMOJICHCTBHE C
o0yJaronumMucs,
MPEToIaBaTeIsIMU 1
MacTepaMH B X0/1¢ 00yUYeHHH,
C PYKOBOJIUTEIISIMU Y4eOHOU
Y NPOU3BOACTBEHHOMN
MPAKTHK;

- 000CHOBAaHHOCTH aHAJIN3A
paboThI YWICHOB KOMaH/IbI
(IOUMHEHHBIX)

OK 05. OcyuiecTBisATh
YCTHYIO U TUCBMEHHYIO
KOMMYHHKAIIIO Ha
rOCYJJapCTBEHHOM SI3BIKE C
y4eTOM 0COOeHHOCTEeH
COIIMAIBHOTO U KYJIbTYPHOTO
KOHTEKCTa

-TPaMOTHOCTb YCTHOU U
NIACbMEHHOU peyH,

- ICHOCTh (pOPMYJIUPOBAHUS
H U3JI0KCHUS MBICIICH

OK 06. IlposBasaTh
rPaKIaHCKO-
MATPUOTHIECKYIO MTO3HUITHUIO,
JEMOHCTPHPOBAThH
OCO3HAHHOE MOBECHHE Ha
OCHOBE TPaUIIUOHHBIX
00IIIeYeIIOBEYSCKUX
LICHHOCTEH

- cOOJII0/IEHUE HOPM
MOBEJICHUS BO BpeMsi
y4eOHBIX 3aHATUN U
MPOXOXKACHHS Y4eOHOM U
MPOU3BOJACTBEHHON MPAKTHK

OK 07. CopeiicTBOBaTH
COXPAHEHUIO OKPYXKaroLEen
Cpebl, pecypcocOepexeHHmIo,
3¢ (PEeKTUBHO AEHCTBOBATH B
Ype3BBIYANHBIX CUTYAIIHIX

- 3(bpexTUBHOCTD
BbINTOJIHEHUS nipaBuil Th Bo
BpeMs yueOHBIX 3aHATHH, TPU
MPOXOKIACHUH y4eOHOU 1
IIPOU3BOJICTBEHHON ITPAKTHK;
- 3HaHHE€ U UCIIOJIb30BaHUE
pecypcocOeperarmmnx
TEXHOJIOTHI B 001acTH
TEJIEKOMMYHUKAIUI

OK 08. Ucnonb3oBaTh
cpencTBa GU3MUECKOM
KyJbTYPBI JUII COXPAHECHUS U
YKpETIEHUS 3J0POBBS B
nporiecce
npodeccCHoHaANBHOM
JIESITCIIBHOCTH |
noJJepKaHue HEOOXOAUMOTO
YPOBHS (PU3UIECKOM
MOJITOTOBJICHHOCTH

- 3(ppeKTUBHOCTH
BBINOJHEHUS TpaBuil Th Bo
BpeMs YUeOHBIX 3aHATHH, TTPU
MIPOXOXKICHUH YIeOHOU 1
MPOU3BOJCTBEHHOMN MPAKTUK
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OK 09. Mcnonb3oBaTh
nH(pOpMaIMOHHBIE
TEXHOJIOTHH B
npodeCcCuOHATHLHON
JESTEIIbHOCTH

- 3 pexTUBHOCTD
WCTIOJIh30BAHUS
nH(pOPMAIIMOHHO-
KOMMYHUKAITHOHHBIX
TEXHOJIOTHI B
npodecCuoHAIBHON
JEeSITeIbHOCTH COTJIACHO
(bopMHUpyEMBIM YMEHUSM U

HOJTy4aeMOMy
PaKTHYECKOMY OIIBITY
OK 10. ITonp30Batbcs - 3¢ (eKTUBHOCTH
npodeccruoHaNbHON UCTIOJIb30BAHUS B
JOKyMEHTaIUeH Ha npogeccuoHaTbHON

ToCyadapCTBCHHOM U
HHOCTPAaHHOM A3bIKax

JIeITEIbHOCTH HEOOXOIMMOM
TEXHUYECKOHN JOKYMEHTAIINH,
B TOM YHCJI€ Ha aHIJIHHCKOM
SI3BIKE

JIP 13-21

Beimonaenue padot B
COOTBETCTBUH C
YCTaHOBJICHHBIMHU
periaMeHTaMu ¢
COOJIIOJICHHEM TIPaBUIT
0e30macHOCTH Tpy/a,
CaHUTapHBIMA HOPMaMHU

IKCIEPTHOE HAOIOICHHE
BBITIOJTHEHUS MPAKTUYECKUX
pabor
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