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1. OBIIASI XAPAKTEPUCTUKA PABOYEM ITPOT'PAMMBI YYEEHOM
AN CHUIIIINHBI
«OcHOBBI HHPOPMALMOHHON 0€30IACHOCTH»

1.1 MecTo aucHMIIIMHBI B CTPYKTYPe 0CHOBHO 00pa30BaTe/IbHOI NPOrpaMMbI

VyeOnass aucuuiimiHa «OCHOBBI  HMH(OPMALIMOHHOM  OE30MACHOCTH»  SIBJSETCS
00s3aTeNbHOM  4YacThi0  00IIENpo(ecCHOHAIbHOTO IMKJIA OCHOBHOH mpodeccuoHaIbHON
obpazoBarenbHol mporpammbl B cooTBeTcTBHH ¢ PI'OC mo cnenumansHoctrn CITO 10.02.05
Obecnieuenne MHPOPMALIMOHHON OE€30MACHOCTH aBTOMATH3MPOBAHHBIX CHCTEM BXOJIALICH B
cocraB yKpyImHeHHOU rpynmsl cermanbHocTei 10.00.00 MuadopmannonHast 6€301acHOCTb.

1.2 I_[e.m, U NINTIAHUPYEMBIC PE3YJbTATbI OCBOCHUSA TUCHUIIINHBI

Kon ITIK,

OK, JIP YMenus 3HaHuA

OK 03 —  KJaccu(uIpoOBaTh — CYIIHOCTb u MIOHSITHE
OK 06 3alMIaeMyo  MHGopMaLuo Mo | HHGpOpMauOHHON 0€30I1acHOCTH,
(F)IEZOZ BUJAM TalHBl M  CTENEHSM | XapaKTEPHCTUKY €€ COCTABISIONINX;

P 4' CEKpPETHOCTH; — MecTo HH(POPMAITMOHHOW 0€301TacHOCTH
JIP 10 — KJaccu(uUIpoOBaTh B CHCTEME HalMOHaJIbHOM Oe30macHOCTH

JIP 13-21 | OCHOBHBIC YI'PO3bI 0e30IacHOCTH CTpaHbl;
nH(}OpMAIIHH. — BHUJIHI, HUCTOYHHUKH Hu HOCHUTEIIHN
3ammuIaeMon nHdopmaIuu;

— HCTOYHHKH yrpos 0e30IacHOCTH
nH(OPMAIIUY U MEPHI 10 UX MPETOTBPALICHHIO;

— ¢daxTopsl, BO3/IeHCTBYOIINE Ha
uHpopManuo mpu  ee  oOpaboTke B
aBTOMAaTU3UPOBaHHBIX (MH(pOPMAITMOHHBIX )
cucreMax;

— OKU3HEHHBIE  [UKIBI  HMH(pOPMALUH
OTPaHMYEHHOTO JOCTyHa B TIpolecce ee
co3zianusi, 00paboTKH, epeiadn;

— COBpPEMEHHBIE CPEICTBA W  CIIOCOOBI
o0ecrieueHus MH(POPMALMOHHOM
0C30IMacCHOCTH;

— OCHOBHBIC METOIMKH aHallu3a Yrpo3 H

PHUCKOB MH(POPMAIIIOHHON 0€3011aCHOCTH.




2. CTPYKTYPA U COJIEP)KAHUE YUEBHOM JUCIHUILIMHBI

2.1 O0beM y4eOHOM TMCHUILIMHBI U BUAbI Y4eOHOI padoThI

Bun yueOHo# padoThl O0BLeM B yacax

O0bem o0pa3oBaTeIbHOI NPOrpaMMbl Y4eOHOM JMCIUIITHHBI ol
B T.4. B popMe NPaKTHYECKOH MOATOTOBKH 16
B TOM YHCIIE:

TEOPETUUECKOE 00yUueHue 21
MIPaKTUYECKHE 3aHATHS 16
CamocrosTenpHas pabora 5
IIpomeskyTouHas arrecTauus B popmMe dK3aMeHa 9




2.2 TemaTnyeckuii IJIaH U cojiep:KaHue y4eOHOH TUCHUILIHHBI «OCHOBBI HH(POPMAIMOHHOI 0€30MACHOCTH

Koabt
KOMIIETCHIIUI 1
JIMYHOCTHBIX
Oo0bem pe3yJbTaToOB,
HaumenoBaHue
pa3IeI0B 1 TeM Coaeprxanue yueOHOro Mmareprasa U GopMbl OPraHM3aNMH 1eSITeIbHOCTH 00yYAIOIINXCS B ¢popmupoBanuro
yacax KOTOPBIX
crnocodcTByer
3J1eMeHT
NPOrpaMMBblI
1 2 3 4
Pa3znea 1. Teopernyeckue 0CHOBbI MH()OPMAIMOHHOI 0€30I1ACHOCTH 16
Tema 1.1 Coaep:xaHue y4eOHOro MaTepuaJia 6 OK 01-OK 11,
OcHosuble noHATHA U | Th. [TonsTHe nHOpMaOHHON Oe30macHoCTH. MecTo nHGOPMAIMOHHON 0€30IacCHOCTH B 4 [IK 2.4,
3a1a4u CHUCTEME HAIMOHAIBHOM 0€301aCHOCTH CTPaHbI (OCHOBHBIE COCTABJISIONINE HAIIMOHATIBHBIX JIP 10, JIP 15
UH(POPMALIMOHHOM uHTepecoB PO, nonoxeHust rocyAapCTBEHHOM MOIUTUKY, HATIPABIEHUS! MEKTyHAPOIHOTO
0€30MacHOCTH cotpyaHudectsa PD)
OcHOBHBIE BU/IbI U UCTOYHUKH yTPO3 HHPOPMALMOHHOH Oe3omacHocTH PD
(3meMeHTBI OpPraHU3allMOHHON OCHOBBI CUCTEMbI 00OecieueHUs] HHPOPMALOHHON 0e30MacHOCTH
POD).
B ToM unciie NPAKTHYECKUX 3aHATHI 2
[ToaroroBka coobmienuii Ha Temy: «MHbopManronHas BoitHa. UHpopManimoHHOE OpyKHeE.
PagunosnexkTpoHHas 60pb0ay
Tema 1.2 Coaep:xaHue y4eOHOro MaTepuaJia 8 OK 01-OK 11,
OCHOBBI 3aIIUTHI Nudopmarus. Ku3HeHHbIE HUKIIB KOHGHICHINATEHON HHPOpMauu (LIeJT0CTHOCTb, 2 I1IK 2.4,
uHpopmanuu JOCTYITHOCTh ¥ KOHGHUASHIIHATLHOCTh nHMopMarwn). Kimaccubukarus. JIP 4, JIP 10, JIP
B ToM 4nciie IPaKTHYECKHUX 3aAHATHH 6 13-21
[ToaroroBka coobuieHnii 00 oxpaHe pa3IMUHbIX BUJOB TallH (TOCYIapCTBEHHOM, KOMMEPUECKOH,
0aHKOBCKO#1, poecCHOHANBHOMU, CIY)KeOHO! TaliH, MEAMIIMHCKON U MEPCOHAIBHBIX JaHHbBIX)
ABTOpPCKOE MPaBO M MHTEIUIEKTYaIbHasi COOCTBEHHOCTb
Cucrema nuueHzupoBanust U cepruduxarpn PO B obaactu 3amuThl HHGOpMaLUU
CamocrosiTeibHas padora 2

Pabota B cripaBOYHO-TIPABOBOI CHCTEME C TOKYMEHTaMH 110 MH()OpMAITMOHHOM 0€301TacCHOCTH




Pasznen 2. COBpeMeHHbIe cpeacrea 1 METOAbI o0ecrneyeHUus I/IH(l)OpMaIII/IOHHOﬁ 0e3omacHoOCTH

26

Tema 2.1

3amura

uHpopmaruu B
ABTOMATHU3UPOBAHHBIX
(nHGOPMAITMOHHBIX )
CUCTEMax

Conep:kanue y4eOHOTr0 MaTepHuaJia

23

DJIeMEHTHI U 00BEKTHI 3alllUThI. MGTO[[I)I, CpCACTBA U MCXAHWU3MbI 3alIIUThHI.

TexHo0rMK IPEAOTBPAICHHUS, TAPHPOBAHUS U HERTPAIU3alUU YIPo3 HH(HOPMAITHOHHOM
0€E30I1aCHOCTH.

Kpunrorpadus. Knaccubukanus MeTo10B KpUITOrpadhudecKoro 3aKphITUsl.

Cucremsl ¢ OTKPLITBIMHU KJIHOYdMMU. BHCKTpOHHaﬂ HI/I(i)pOBaH IIOAIINUCH.

Knaccudukanus BupycoB. Texnosoruu 00ppObl. AHTUBHPYCHBIE TPOTPAMMBI.

OcHoBHBIe MexaHU3MbI 3aUTHI [IK 0T HECAHKIIMOHMPOBAHHOTO OCTYTIA ((pU3UUECcKas 3allnTa,
ayTeHTU(UKAIHS, pa3TpaHUICHUE JOCTYIIa, KPUITOTpadhUIeCKOE 3aKPBITHE, PETUCTPALIHS
oOparnieHui).

WmkeHepHas 3alIMTa M TEXHUYECKasi OXpaHa 00beKTOB HH)OpMaTH3AIHH.

ABTOMaTH3UpPOBaHHbIE cucTeMbl KOHTpOJIs noctyna (ACK/) (ucnonp3oBaHue MIIACTUKOBBIX
UICHTH(PUKAITMOHHBIX KAPTOUYCK, CMAPT-KAPT, JIOTOTUIIOB, SMOOCCUPOBAHUS U OMOMETPHUSCKUX
CUCTEM UIACHTU(DUKAIUN).

15

B ToMm uncae NMPAKTUYICCKHUX 3aHATHIl

Knaccudukarms yrpo3 6e3omnacHocT HH()OPMAIMH Ha THIIOBOM 00BEKTe HH(POPMAaTH3AIMN

Br160p Mep 3anutel HHGOpPMAIH, HEOOXOIMMBIX B KOJIICIDKE

Pabota Ha Temy: «Mos 1oMallHssi aHTUBUPYCHas TporpaMMa. [0kl 1 MUHYCBDY

38.H_[I/IT8. q)aﬁHOB U TAIIOK Ha MCPCOHAIIbHOM KOMITBIOTEPE.

CamocrosiTesibHas padoTa

IloaroroBka gokiama Ha TEMY: ((COBpeMeHHLIC CHUCTCMBbI KOHTPOJIA YITPABJIICHUA JOCTYIIOM)).

OK 01-OK 11,
TK 2.4,

JIP 4, JIP 10, JIP
13-21

Hroro

42

HpOMEH(yTO‘IHaﬂ aTrecranusa

Bcero

o1




3. YCJIOBHUA PEAJIN3AIIMA TIPOT'PAMMBI YYEBHOM JUCHUTIINHBI

3.1 Jlas peaau3anmum NPOrpaMMbl Y4eOHOH JUCHHUIUIMHBI JO/LKHBI  OBITH
NpPeIyCMOTPEHbI CJIeAYy0IINe crelHaAJIbHbIe TOMeIleHNs :
JlabopaTopuu nHGOPMAITMOHHBIX TEXHOJIOTHA.

O6opynoBanre  y1abopaTtopuu  MH(DOPMAIMOHHBIX  TEXHOJOTHH:  MEPCOHATBHBIN
KOMITBIOTEp, TMPOCKTOp, MPE3CHTAIlMH YPOKOB, CTEHbI, IUIAKAThl, METOAMYCCKHE IOCOOWMS,
NOCAJIOYHbIE MECTa MO0 KOJMWYECTBY OOYyYaloUIMXcs, padodee MeCTO MpenojaBaTels,
MYJIbTUMEINIHOE 000pyI0BaHUE.

3.2 UudopmaiiuonHoe odecrieueHne peaju3aliu NporpaMmal
Jns peanuzanuu mporpammbl OUOIMOTEUHBINH (QoHI 00pazoBaTeabHONW OpraHU3alMK JO0KEH
UMETh T[eYaTHble W/WIM OJJIEKTPOHHBIE OOpa3oBaTeibHble U HHPOPMAIMOHHBIE PECYPCHI,
pexomennoBanHple @YMO, nns ucnonb3oBaHusi B oOpasoBarenbHOM Imponecce. llpu
dbopMupoBaHur OHOIMOTEYHOTO POHIA 0Opa30BATEIIFHON OpraHu3alyeil BHIOMpPASTCs He MEHEE
OIHOTO U3JaHus U3 MECPCUUCICHHBIX HUKC IICUATHBIX I/I3I{21HI/II>1 n (I/IJII/I) SJICKTPOHHBIX I/I3[[aHI/Iﬁ B
Ka4CCTBC OCHOBHOI'O, ITPU 3TOM CIIMCOK, MOXKCT 6I)ITB JOIIOJIHEH HOBBIMU U31aHUSAMU.

3.2.1 OcHOBHBIE ITeYaTHBIE U3TAHUSA
1. by6noB, A. A. OcHoBbl nHpopmannoHHon OezonacHoctu [Tekcr]: yueOHuK/ A. A.

by6nos, B. H. [lpxeropmunckuii, O. A. CaBunkun. - M.: Axagemus, 2018. - 256 c.: un. -
(ITpodheccuonanpHoe oOpazoBaHuE).

2. Undopmanmonnas 6e3onacHocTh: yuyeOuuk / MensuukoB B.I1., nmox pexn., KynpusHos
AN., BacunseBa T.FO. — Mocksa: KnoPyc, 2020. — 371 ¢. — (mns 6akanaBpoB). — ISBN
978-5-406-07695-8. — URL.: https://book.ru/book/932908 — TekcT: 37eKTPOHHBIIA.

3.2.2 JlonoJHUTEIbHbIE MeYATHbIE HCTOYHUKHT

1. BonkoBa H.M. UndopmaninonHas 6e30macHOCTh: y4eOHO-METOUYECKOe Mocodue. -
HoBocubupck, 2011. — 56 c.

2. Menbnukos, B. I1. Mnpopmanronnas 6e3onacHocts [Tekct]: yue6HOoe mocodue/ B.II.
MenbHUKOB, C.A. Kneiimanos, AM. Ilerpaxos; oJ pen.
C.A. KneitmanoB. - M.: Axkamemus, 2005. - 333 c.: un. - (Cpennee mpodeccroHambHOe
obOpasoBaHmue).

3. Iapteika T.JI., IMomoB WN.W. Mudopmanmonnas OezonacHocTh [Tekct]: yueOHOE
nocoOue JJsi CTYACHTOB YUPEXKIACHHUN CpPeIHEero MpoecCHOHAIIBHOTO 00pa3oBaHUs — 9-€ H3I.,
nepepad. u gom. - M.: ®OPYM: UHDOPA — M, 2016. — 432 c.: un. — (I[Ipodeccuonanbuoe
oOpa3oBaHue).

4. Hansrun B. &. MHWudopmannoHHas 0€30MaCHOCTh KOMIBIOTEPHBIX CHCTEM
u cereil [Tekct]: yueOnoe mocobue - M.: U]l ®OPYM, HUIL] UHDOPA-M, 2016. - 416 c. -
(ITpotheccronansHOE 0Opa3oBaHUe).

3.2.3 llepuoauveckue u3xaHus

1. Kypuaner Chip/Yun: XypHall 0 KOMIBIOTEpHOW TEXHUKE ISl MPOPECCHOHAIOB U
OMBITHBIX MOJIb30BATEINIEH;

2. XKypnans! 3ammra unpopmanuu. Uucaiin: MapopMarmoHHO-MeTOJMUECKUH Ky pHAI

3. Mudopmanunonnas 6e30nacHOCTh peruoHoB: HayuyHO-TIpakTHYeCKUi sKypHaI



4. Bompocel kubepOezonacHocTd. Hayunbiii, mnepuoandeckuii, HHPOPMAIIMOHHO-
METOAMYECKH JKypHal ¢ 0a30BOM coenuaiu3anmued B o0sacTH  MH()OPMAIMOHHOU
oe3omacHoctr.. URL: http://cyberrus.com/

5. be3zonacHocts MH(POPMALMOHHBIX TexHONOTUH. [lepuonnyeckuil pereH3UpPyeEMBbIi
Hay4HbIi xxypHan HUAY MU®U. URL: http://bit.mephi.ru/

3.2.4 JlonoJIHUTEIbHbIE HCTOYHUKH
1. @enpepanpHas ciyx0a MO TEXHHMYECKOMY M OSKCHopTHOMY KoHTpomo (PCTIOK

Poccun) www.fstec.ru

2. HudopmanmoHHO-CIIpaBOYHAsi CUCTEMa IO JOKyYMEHTaM B 00JacTU TEeXHHUYECKOH
3amuThl HHpopmaruu WWw.fstec.ru

3. OOpazoBareibHbIE TOPTAJIbl MO pa3IMYHBIM HANpPaBICHUSAM O0Opa3oBaHUS U
temaTuke http://depobr.gov35.ru/

4. CnpaBouHo-npaBoBas cucrema «Koncynsrant [Tiroc» www.consultant.ru
CrpaBouHo-mipaBoBas cucrema «l apant» » Www.garant.ru
DdenepanbHblil mopran «Poccuiickoe odpaszoBanne WWw.edu.ru
®enepanbHblil mpaBoBoii nopran «KOpuanueckas Poccus» http://www.law.edu.ru/
Poccuiickuii GuoMeTprudeckuii mopraa WWw.biometrics.ru

© N o o

9. ®epepanbublii moptan «MHPOPMAIMOHHO- KOMMYHHKAIIMOHHBIC TEXHOJOTHH B
obpaszoBanum» htpp\\:www.ict.edu.ru
10. Caiit HayuHoii sanexTpoHHO# Oubaunorexu Www.elibrary.ru

B YCJIOBHUAX AUCTAHIIMOHHOI'O O6V‘-I€HI/I$IZ

- HMHCTPYKT@X M BBlAaYa 33JaHUS MPOU3BOAUTCS B (opMe TelnekoHpepeHInn B
nporpamme Zoom,

- BCsL HE0OX0IuMast JOKYMEHTALUs BBICBIJIAETCS 110 3JIEKTPOHHOH 1ouTe;

- oOpaTHas CBA3b U KOHCYJIbTAIlMM OCYLIECTBISIOTCS B mpuioxeHun Bouan, BkoHTakTe
U I10 DJIEKTPOHHOM I10YTE;

- BBIIIOJIHEHHBIE 33JIJaHUSI COOMPAIOTCS B apXUB U OTIIPABJISIOTCS Ha 00J1aKo;

- 9K3aMEH OCYIIECTBIAETCA B (POpME TEIEKOH(PEPEHINH B ITporpaMme Zoom.


http://www.fstec.ru/
http://www.fstec.ru/
http://www.consultant.ru/
http://www.garant.ru/
http://www.edu.ru/
http://www.biometrics.ru/
http://www.ict.edu.ru/
http://www.elibrary.ru/

4. KOHTPOJIb 1 OLIEHKA PE3YJbTATOB OCBOEHUSI YYEBHOM

JTACIATITAHBI

Pe3ysabTarhl 00y4eHus

Kpurepum oueHku

MeTtoabl OLICHKH

3HaHus:

— CYIIHOCTH U MOHSTHE
nH(OPMAIIMOHHON 0E30MaCHOCTH,
XapaKTEPUCTHKY €€
COCTaBJISFOLIHX;

— MecTo HHPOPMAIIMOHHON
0€30MaCHOCTH B CUCTEME
HAlMOHAIFHON 0€30MacHOCTH
CTpaHbl;

— BUJIbI, ICTOYHUKH U HOCUTEIH
3anmaemMoi nadopmamm;

— HCTOYHUKH yrpo3 0€30MacHOCTH
UH(POPMALIUU ¥ MEPHI 110 UX
IPE0TBPALICHHIO;

— (bakTopbI, BO3/ICHCTBYOLIHE HA
uH(popMalLuio Ipu ee 00paboTKe B
ABTOMATH3MPOBAHHBIX
(uH(MOPMAIIOHHBIX) CHCTEMAX;

— KU3HEHHBIC [IUKIIBI
UHPOPMALIUN OTPAHUYEHHOTO
JIOCTYTIA B TIPOLIECCE €€ CO3aHMUs,
00paboTKu, nepeaauu;

— COBPEMEHHBIE CpPeJICTBA U
croco0bl o0ecrieueHus
UH(POPMALIMOHHOM 0€30MacHOCTH;
— OCHOBHBIE METO/IMKH aHAIIN3a
yIpo3 U pUCKOB HH()OPMAITHOHHOMH
0€30MacHOCTH.

JleMoHCTpanus 3HaHUM 110
Kypcy «OCHOBBI
MH(POPMAIIMOHHOH
0€30MacHOCTH» B
HOBCEIHEBHON U
npodecCuoHAIbHON
NeSITeIbHOCTH.

DKcrepTHas OlICHKa
pe3yabTaTOB
NeSATETbHOCTH
oOyuJarolerocs npu
BBIMIOJTHEHUH U 3alUTE
pe3yNbTaToB
MPAKTUYECKUX
3aHATHIM.
TectupoBanue
DK3aMeH

Ymenus:

— KJ1accuuIupoBaTh
3alUIAeMYI0 HHPOPMALUIO 110
BUJIaM TaliHBI U CTENICHSIM
CEKPETHOCTH;

— KJ1accuUIIUPOBATH OCHOBHBIE
yTpo3bl 6E30MaCHOCTH
uH(pOopMaLnu;

YMeHus npoBOIUThH
KJaccuuKanuo HHGOpMaIuu
110 BUJIaM TaiHbBI U CTETIEHU
CEKPETHOCTH, OCHOBHBIX yTPO3
nHpopmanuy B
npodecCuoHATBHON

TSI TeTbHOCTH

DKCrnepTHOe
HaOI0IeHUE B
npoiecce
MPAaKTUYECKUX 3aHITUI
DK3aMeH
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