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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOI'PAMMBbBI
MNPO®ECCHUOHAJIBHOI'O MOAYJIA
«IIM.02 3amura nHpopMauuy B AaBTOMATH3HPOBAHHBIX CHCTEMAaX POrPAMMHBIMU H
NPOrPpaMMHO-aNNAPATHBIMHU CPEICTBAMM»

1.1. Heap 1 ni1aHupyemMblie pe3yabTaThl 0CBOCHHS PO eCCHOHATBLHOT0 MOXYJIS

B pesynprate m3ydenus mpodecCHOHATBHOTO MOMIYJSI CTYIAEHT JOJKEH OCBOUTH BH]
nesTenbHOCTH [IpuMeHeHne nporpaMMHO-anmnapaTHbIX CPeACTB o0ecrieueHns HHHOPMAIMOHHON
0€30MacHOCTH B aBTOMaTU3UPOBAHHBIX CUCTEMAaX U COOTBETCTBYIOIINE €My MPO(ECCHOHATIbHBIE
KOMIICTCHIIUN

1.1.1 IlepeyeHnnb 00IIUX KOMIIETEHLIM I

Kon HanmeHoBaHMe 001X KOMIIETEHIUI

OK'1 Br16upath crioco0Obl penienus 3aa4d npodecCuoHaIbHOM 1eATeNbHOCTH,
MPUMEHHUTENIBHO K Pa3JIMYHbIM KOHTEKCTaM.

OK 2 OcymiecTBIATh MOUCK, aHAJIW3 U UHTEPIIPETALNIO HH(pOpMaLK, He0OX0JUMON AJIst
BBINIOJIHEHUS 33]1a4 PO(heCCHOHATIbHOM eI TEIbHOCTH.

OK 3 [InanupoBaTh U peann30BbIBaTH COOCTBEHHOE MPO(ECCHOHAIBHOE U TMYHOCTHOE
pa3BUTHE.

OK 4 PaGorarp B KOJJIEKTUBE M KOMaHAe, J(PQPEKTUBHO B3aUMOJEHCTBOBATH C
KOJUIEraMH, PYKOBOJICTBOM, KJIMEHTaMH

OK 5 OcymiecTBiATh YCTHYIO M NHCbMEHHYI0 KOMMYHHKAIMIO Ha TOCYJapCTBEHHOM
SI3BIKE C YUETOM 0COOEHHOCTEH COIMAIbHOTO U KYJIbTYPHOIO KOHTEKCTA.

OK 6 [IposiBSITH rpaXAaHCKO-NATPUOTHUECKYIO TO3UIUIO, IEMOHCTPUPOBATh

OCO3HAHHOE [IOBE/ICHUE Ha OCHOBE TPAUIIMOHHBIX OOIIEYEI0OBEUECKUX LIEHHOCTEH,
IIPUMEHATH CTAHIAPThl AHTUKOPPYNIIMOHHOIO ITOBEICHUS.

OK 7 ConeiicTBOBaTh COXPAHEHHUIO OKPYXKAIOIIEH CPEIbl, PECYPCOCOEPEKEHUIO,
3P PEeKTHBHO AEWCTBOBATH B UYPE3BBIYANHBIX CHUTYAIIHSX.
OK 8 Hcnonb3oBath cpencTBa (pU3HUECKON KYJAbTYPhI JUIsl COXpAaHEHUS U YKpEIUICHUs

3J10pOBbsI B Ipoliecce MpohecCHOHATbHON JeSITENbHOCTH U TOIIepKAHUS
HEO0OXO0MMOTO YPOBHS (PU3NUECKON MOATOTOBICHHOCTH

OK9 Hcnonb3oBarh nHGOPMALIMOHHBIE TEXHOJIOTUU B MTPO(ECcCHOHAIBHON
JEATENbHOCTH.

OK 10 [Tonb3oBatbest MpodeccnoHanbHON JOKYMEHTAlUENH Ha TOCYJapCTBEHHOM U
MHOCTPAaHHOM $sI3bIKaX.

OK 11 Hcnonb3oBaTh 3HaHUS 110 PUHAHCOBOM IPaMOTHOCTH, IJIAaHUPOBATH

MPEANPUHIMATENBCKYIO ACSITEIHHOCTH B TPo(eccCHoHaIbHOM cdepe.

1.1.2 Ilepeyennb npogeccHOHATIBLHBIX KOMIIETEHIUI

Kon HanMeHoBaHMe BU/IOB IeATEJIbHOCTH U MPO(eCCHOHATbHBIX KOMIIETEeH M

B 2 [IpumeHeHue nporpaMMHO-anmnapaTHbIX CPEACTB 0OeciedeH s] HHPOPMAITMOHHON
0€30MaCHOCTH B aBTOMaTU3UPOBAHHBIX CUCTEM

K 2.1 OcymiecTBIATh YCTAHOBKY U HACTPOMKY OT/AEIbHBIX IPOTPAMMHBIX, IPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3alUIUThl HHPOPMAIUK.

[IK 2.2 ObecrnieunBaTh 3alIUTY HHPOPMALMU B aBTOMAaTU3UPOBAHHBIX CUCTEMAX
OT/EJIbHBIMU IPOTPAMMHBIMH, IPOIPAMMHO-AIIIIAPATHBIMU CPEJACTBAMH.

K 2.3 OcymiecTBiATh TECTUPOBaHNE (DYHKIMM OTJENbHBIX MPOIPAMMHBIX U IIPOTPaMMHO-
annapaTHbIX CPEJCTB 3alUIUThl HHPOPMAIUK.

1K 2.4 OcymiecTBiiTh 00pabOTKy, XpaHEHUE U Niepesady HHPOpMauu OrpaHUYE€HHOTO
JOCTYTIA.




[IK 2.5 YHuuToXath UHGOPMALIMIO U HOCUTENU HHPOPMAIUH C UCIIOJIb30BAHUEM
IIPOrPaMMHBIX U IPOrPaMMHO-AIAPATHBIX CPEJICTB.
[IK 2.6 OcymiecTBISTh PETUCTPAIIMIO OCHOBHBIX COOBITUI B aBTOMATH3UPOBAHHBIX

(mH(MOPMAITMOHHBIX) CHCTEMAaX, B TOM YHCJIE€ C UCIIOIB30BAHUEM MPOTPAMMHBIX U
MIPOTrpaMMHO-aNNapPaTHBIX CPEJICTB OOHAPYKEHUS, TPEAYIPEIKICHUS U JIUKBUAIIAN
MOCJICACTBUN KOMITBIOTEPHBIX aTaK.

1.1.3 IlepeyeHb JMYHOCTHBIX Pe3yJIbTATOB:

JIP 13

JIeMOHCTpHUPYIONTU TOTOBHOCTh U CITOCOOHOCTH BECTH JUAJIOT C IPYTUMHU
JIFOJIbMH, IOCTUTAaTh B HEM B3aMMOTIOHUMAHUS, HAXOAUTH OOIIHE eI 1
COTPYIHHMYATD ISl UX TOCTHKEHUS B MPOPECCUOHATHHOU IEATEITLHOCTH

JIP 14

[IposiBnsromIniA CO3HATEILHOE OTHOIIIEHHE K HEPEPHIBHOMY 00pa30BaHUIO KaK
YCJIOBHIO YCTIEITHON MPO(heCCHOHATBHOM U 00IIeCTBEHHOM JIEATEIbHOCTH

JIP 15

[IposiBisiromuii rpa)aaHCKOe OTHOIIEHKE K TPO(ecCHOHAIbHOM 1eSTeNbHOCTH KakK
K BO3MOXXHOCTH JIMYHOTO YYacTHs B PELIEHUHU OOIIECTBEHHBIX, TOCYJapCTBEHHBIX,
0O0IIeHAMOHAJIBHBIX POOJIEM.

JIP 16

BeIpaxaromuii akTUBHYIO TPaXJaHCKYIO ITO3ULUIO, YY4aCTBYIOIIHM

B (popMHpOBaHUM YCIIOBUM I YCIIEITHOTO Pa3BUTHS NMOTEHIMAJA
MOJIOJIE)KH B MHTEPECAX COLIMATBHO-3KOHOMUYECKOT0, 0OLIECTBEHHO-
ITOJIMTUYECKOT0 Y KYJbTYPHOTO PA3BUTHSI PETHOHA

JIP 17

CriocoOHBIN reHepupoBaTh HOBBIE WU JUISl PELICHUS
npodeccroHaIbHBIX 33Ja4, IepecTpanuBaTh CIOKUBIINECS CIIOCOObI

WX PELIEHHUs, BBIJIBUTaTh aJIbTEPHATUBHBIE BAPUAHTHI JEHCTBUN C LIETIBIO
BbIPA0OOTKM HOBBIX ONTHUMAaJIbHBIX AJIFTOPUTMOB; MO3ULIMOHUPYIOIIHUN KaK
pe3yIbTAaTUBHBIN U ITPUBJIEKATEIbHbIN YIACTHUK TPYIOBBIX OTHOIICHUI

JIP 18

['mbxo pearupyromuii Ha MOSBICHUE HOBBIX (POPM TPYHAOBO
JESITETbHOCTH, TOTOBBIM K X OCBOCHUIO

JIP 19

['oToBBIi K TpodeccnoHaNIbHON KOHKYPEHIIMN U KOHCTPYKTUBHOM
peaKkuyu Ha KPUTUKY

JIP 20

CaMocCTOSATENbHBIA U OTBETCTBEHHBIN B IPUHATUM PEILIEHUN BO BCEX cepax cBOeH
NEeSITeIbHOCTH, TOTOBBIN K UCIIOJIHEHUIO Pa3HOOOPa3HBIX COLUANIBHBIX POJIEH,
BOCTpEOOBaHHBIX OM3HECOM, OOIIIECTBOM

Y FOCYAapCTBOM

JIP 21

DKOHOMHMYECKH aKTUBHBIN, IPEANPUUMYNBBINA, TOTOBBIA K CaMO3aHATOCTH

1.1.4 B pe3yJibTaTe ocBOeHHs PO ecCHOHATBHOT0 MOAYJIS 00YUYAIOIIUIICS T0JI/KEH:

Nwmets - B YCTAaHOBKE M HACTPOMKE MPOrPAMMHBIX CPEJICTB 3aLUThl HH(OPMaALUY;
IPAKTUYCCKUM | - TecTUPOBAHMM  (YHKLUMN, JAUArHOCTUKE, YCTPAHEHUM OTKa30B H
OTIBIT

BOCCTaHOBJICHUU  Pa0OTOCIIOCOOHOCTH IMPOTPAMMHBIX W IPOTPaMMHO-
armapaTHbIX CPCACTB 3alllUThI I/IH(i)OpMaHI/II/I;
- yuere, o0OpabOTKe, XpaHEHHH M Tiepedade HHPOPMAIMH, IS KOTOPOM

YCTAHOBJICH PCXKUM KOH(i)I/II[eHHI/IaHI)HOCTI/I.




VYmern

- yCTaHaBIIMBaTh, HACTpaWBaTh, MPUMEHSITh MPOTPAMMHBICE U MPOTPAMMHO-
anmnapaTHbIe CPeICTBA 3alllUThl HH(OpMALINK;

- IMarHOCTUPOBATh, YCTPAHATh OTKa3bl, 00ecreynBaTh paboTOCIOCOOHOCTh U
TECTUPOBATh  (PYHKIMH  IPOrpaMMHO-AMMApPATHBIX  CPEACTB  3allUThHI
uHpopmanuy;

- IpOBEpATh BBINOJHEHUE TpeOoBaHWM 1O 3amure UHQOpPMAIUU OT
HECaHKLMOHUPOBAHHOTO JocTyna npu aTTecTaluu 00BEKTOB
nH(pOopMaTH3aIUU 110 TPEOOBAHUSAM 0€301TaCHOCTH HHPOPMAIIIH;

- HCTI0JIb30BaTh TUIIOBbIE MPOrpaMMHbIE KpUIITOrpadudecKue cpeacTBa, B TOM
YHClIe JIEKTPOHHYIO TOJIIUCH;

- yCTaHaBIMBaTh W HAacTpauBaThb CpEACTBAa AHTUBHUPYCHOM 3alllUThl B
COOTBETCTBHUU C MPEABIBISIEMBIMHU TPEOOBAHUSAMU,

- OCYILECTBJISATh MOHUTOPUHI M PETUCTPALUIO CBEACHUN, HEOOXOAUMBIX IS
3alIUThl OOBEKTOB HMH(pOpMATU3alMU, B TOM YHCIE C HCIOJIb30BAHUEM
MPOTPaMMHBIX W TPOTPAMMHO-AIIAPAaTHBIX  CPEICTB  OOHApYKEHHS,
MPEAYNPEXKACHHS U JIMKBUIAINH ITOCIEACTBUN KOMITBIOTEPHBIX aTak.

3HaTh

- OCOOGHHOCTH U CIOCOOBI MPUMEHEHUS MPOrPaMMHBIX M IMPOTPAMMHO-
anmapaTHBIX CPEACTB 3alIUThl HHPOPMAIIMH, B TOM YHUCJE, B ONEPAIIMOHHBIX
CUCTEMax, KOMITBIOTEPHBIX CETSX, 0a3ax IaHHbBIX;

- TUTIOBBIE MOJICTIM YIPABICHUS JTOCTYIIOM, CPEJICTB, METOJIOB U MPOTOKOJIOB
UIEeHTU(DUKAIIMN U ayTCHTH(UKALINY;

- TUTIOBBIE CPEJICTBA M METObI BEACHHS ayauTa, CPEACTB U CIIOCOOOB 3aIIUTHI
MHPOpMalUM B JIOKAJTBHBIX BBIYMCIUTEIBHBIX CETSIX, CPEICTB 3aIIUTHl OT
HECaHKITMOHUPOBAHHOTO JIOCTYIIA;

- OCHOBHBIC TIOHATHSA KpUNTOTpaduu MW THUIIOBBIX KPUIITOTpaPUUIECKUX
METOJIOB ¥ CPEJICTB 3aIIUTHl HH(DOPMAIUH.

1.2 Ko1n4ecTBO 4YacoB HA OCBOEHHE MPOrpamMMbl NPo¢ecCHOHAILHOT0 MOIYJIsI

Bcero 527 gaca

B TOM uucIie B (popmare NpakTHUECKON NOArOoTOBKU 224 yaca
N3 uux Ha ocBoenne MJIK.02 344 gaca

B TOM YHCJIE CaMOCTOsITeIbHAs paboTa 55 yaca

IIPaKTUKHU, B TOM 4Hclie ydyeOHas 36 qacos
poun3BoACTBeHHAs 108 wacos
[Ipomexyrounas arrectauus 39 yacos




2. CTPYKTYPA U COAEP KAHUE NPO®ECCHUOHAJBHOI'O MOAYJIA
2.1 TemaTn4yeckuii MJ1aH NPO(PecCHOHAIBLHOT0 MOAYJIA

O6BeM npohecCHOHANBHOTO MOIYIIS, aK. yac.

o Pabota oOyuaronuxcst BO B3aMOJICHCTBUY € TIPETIOAaBaTelIeM Camocros
& -TCJIbHaA
Komst g O6yuenne mo MJIK 1
npoheCCUOHATBHEIX HaumenoBanus pas3aenos CymmapHbii ; % B ToMm umcie TpakTuku padora
00X PO ECCUOHATHFHOTO MOTYJIS o0bem 2 g -
KOMIeTeHM Harpysi, = & | Beero % £ | Jlaopar. u | Kypcosbix poussosict- | KoHcyiis-
Hac. ; 2 = E MIPAKT. pabot Yuconas BEHHAs TaImm’
5 [::3 ® | zamarwii | (IpoekToB)
1 2 3 4 5 6 7 8 9 10 11 12
IIK 2.1 MJIK.02.01 Pa3gea 1. 272 166 236 130 30 36 37
IIK 2.2 3amura nHGOpMAaILIUH B
IIK 2.3 aBTOMAaTU3UPOBAHHBIX
IIK 2.5 CUCTEMAax  IPOrPaMMHBIMHU U
IIK 2.6 IIPOrpaMMHO-aNIapaTHBIMU
JIP 13-JIP 21 CpelICTBaMHU
IIK 2.4 MJK 02.02 108 58 108 58 18
Pa3nea 2. Kpunrorpaguueckue
CpEeICTBa 3aIIUTHl HHPOPMAIUH
IIpon3BoacTBeHHAs] IPAKTHKA 108 108
IIpomexyTouHasi aTTecCTALMS 39 39
Bcezo: 527 224 344 39 188 30 36 108 55

! CamocrosarensHas pabota B paMKax 00pa3oBaTeIbHON NporpaMMBbl INIAHUPYETCs 00pa30BaTeNbHOM opranu3anueil B cootserctBur ¢ Tpedosanusamu GI'OC CIIO B npemenax obbema
PO ECCUOHATHFHOTO MOIYJIS B KOJIMYECTBE YACOB, HEOOXOMMOM JIUIsl BHITIONTHEHUS 3aJIaHUi CaMOCTOSATEIFHONW PabOThI 00yJIarOIIUXCsl, IPETYCMOTPEHHBIX TEMATHYECKUM TUIAHOM U

CoJIepIKaHUEM MEXKIUCIUILUTHHAPHOTO Kypca.
! KoHCynbTaluu BCTABJISIOTCS B CJIydae OTCYTCTBHS B Y4EOHOM ILIAHE HEJIEND Ha TIPOMEXKYTOUHYHO ATTECTALMIO TI0 MOTYJTIO.

! JlaHHast KONOHKA yKa3bIBaeTCs TONbKO A crenuanbHocteit CI10.




2.2. Conepxanue 00y4yeHus no npodeccuoHaabuomy moayJaio (IIM)

HaumenoBanue pa3aesioB u Coaepixkanue yueOHOIro MaTepuaJa, JaboparopHblie padoThl M NPAKTHYECKHE 3AHATHS, O0bem B
TeM NpodecCHOHAIBLHOT0 caMocTosiTe/IbHAasi padoTa o0yuyaommxcsi, Kypcopasi padoT (IpoeKT) yacax
moayas (ITM),
MeKIUCHUIINHAPHBIX
kypcoB (MJIK)
1 2 3
MJIK.02.01 3ammTa nHopManyu B ABTOMATH3HPOBAHHBIX CHCTEMAX MPOTrPAMMHBIMHU U IPOTPAMMHO-ANNAPATHBIMHU CPEACTBAMH
Pa3nea 1. 3amura nndopmanuu B aBTOMaTH3MPOBAHHBIX CHCTEMAaX NPOrPAMMHBIMHU U POrPAMMHO-ANNAPATHBIMH CPeACTBAMH 206
Tema 1.1 1 | Uucrpykrax o Th. O630p kypca.
Haznauenue u BO3MOXXHOCTH KomnbloTepHast cucteMa Kak 00beKT 3alUThl HH)OPMAIHH.
[IPOrpaMMHO-aNMnapaTHbIX 2. | Kareropuu ataxk.
CPEJICTB 3aLIUTHI 3 | CnocoObl BBISIBJICHUS] XaKEPCKUX aTaK.
MHpOpMaKH 4 | Cnyx0651 nunpopmanronHoit 6e3omnacHoctu. [laccuBHasi M akTUBHAs 3allUTA. 18
5 | 3agauu obecrnieueHHs] TPOrpaMMHO-AINIAPATHOMN 3aIUTHI.
6 | HecanknmonupoBaHHbIA qoctyn K nH(-u. CucreMa ynpasieHHs JOCTYIIOM.
7 | Cpenctsa 3amutsl uHopmarmu ot HCJI.
8 | Merogonorus pa3paboTKH MOJUTUKH HHOOPMAIIMOHHOH 0€30aCHOCTH MPEATPUSITHSL
9 | Ayaut nadopmanmoHHo# 0e30nacHOCTU. MeXaHU3MBbl U CITY>KOBbI 3aIIUTHI.
B ToM 4unciie NpaKTHYeCKHUX 3aHATHI
1. | [lonHOMOYHOE ¥ MaHAATHOE YIPABJIEHUE TOCTYNOM. YTIpaBJIeHHUE JOCTYIa HA OCHOBE POJIEH. 6
2. | Pa3paboTka MOJIUTUKU OE30TTaCHOCTH.
3. | Peructpanust coObituii (ayaur).
Tema 1.2 Conepxanue
3amunieHHas 1. | ABromaTm3amus nporecca 00padboTku nHpopmarmu. OyHKIHOHATBEHAS MOAETh CUCTEMBbI 3aIlUTHI. 4
aBTOMAaTHU3UPOBAHHAS Knaccugukamus TeXHH4eCKHX KaHaJIoB yreukd nHpopmarum, oopadareiBaemoit TCITN u nepenaBaemoii
cucTema 110 KaHaJIaM CBSI3H.
B ToM 4unciie NpaKTHYeCKHUX 3aHATHH
1. | IlpumeHeHne cpeACTB 3alUThl HHPOPMALIUU OT yTeuku 1o kaHanam [IDMUH, no cetn snexTponuTaHus,
JIBC u OBM.
MeTo1bl pa3rpaHuyeHMst J0CTyna. TUIIOBbIE MOJIENH YIIPABICHHUSI IOCTYIIOM. 12

AHanu3 pa3IMYHbIX NPOTPAMMHBIX PEHIEHUH JUIs 3alIUThl CETEBOTO NEPUMETPA.

CpeZ[CTBa JUArHOCTHKH CCTH. OCHOBEI TMOCTPOCHUA 3AINUIICHHBIX CETeH.

bl Pl el g

Cucrembl 00HApYKEHMSI BTOPKEHHI.




CamocrosiTesibHas padoTa

1.

ITporpammuo—anmnaparasie C3U no TEXHUYECKUM KaHAJaM yTEUKH.

2.

3amuTa nHGOPMAIIMK OT YTEUKH 0 CETH JISKTPONUTaHus U 1o kanaigam [I19MUH.

3.

Wnentudukanus u ayrentudukamnyst. Crporast 1 OnomMeTpuueckasi HAeHTU(OUKAIUS T0Ih30BaTENeH.

Tema 1.3
3amura nHPOpMaIIH B
OTIEPAIMOHHBIX CHCTEMaX.

Conepxanue

B Tom uncie MPAKTUICCKUX 3aHATHH

3amura naposeid B Windows.

@uibTpalys cayx0, IOUCK KIOYEBBIX CJIOB B TEJIE MAKETOB HAa CETEBOM YPOBHE.

Hacrpoiika nomutuku 6e3onacHoctt OC Windows.

Kondurypuposanue u HacTpoiika cpeacts 6ezomacHoctu OC.

AnvmunuctpupoBanue OC. Hactpoiika MexxceTeBoro skpana Windows.

3amuTa oT B3JIOMA JIOKAIBHBIX YUETHBIX 3anmuceil. KonupoBanue M yHHUITOKEeHHE HHPOPMAITUH.

Padora B OC Windows Server 2012.

Co3nanue nomena B Active Directory.

AR I Rl Pl Bl Il e

@aiinosas cucrema OS Linux. 3arpyska, nepBUYHbIE HABBIKK paboThl. DOpMaTHPOBAHUE CUCTEMHOTO
BBI30BA.

10

OcHoBHBIE KOMaHIbI 17151 paboThI B TepMuHase Linux.

11

VYnpasneHue nonb3oBaressiMu, ceThro. Pabora ¢ nponeccamu.

34

CamocrosiTesibHas padora

I.

Oo6mue ceeaenus 00 OC. dDaiinossie cucrembl Windows FAT32, NTFS, EFS. ®aitnoBsie cUCTEMBI
FXT2.

Tunossie 3agaun agmuaUCTpUpoBanust. CriocoOs! B3moma OC Windows.

Knaccugukanmst cmoco0oB 3amuThl. 3aMTa OT OTJIAAKH U AU3aCCEMOTMPOBAHMUS.

Texnosnornu mexxceTeBbIX dkpaHoB. Knaccudukarus firewall-os.

¥Yrpo3sl 0ezonacHocTu B OC. IDS-cucrembl. OcHOBHOE HazHaueHue cepsrcoB DNS.

3amura napopmarmu B OC Windows Server. Active Directory.

SO U [R W

@aiinosas cucrema OS Linux. OcHOBHBIE KOHIENINH, TPUHIIUIIBL.

14

Tema 1.4
[IporpamMmMHoO-annapaTHsie
CPEZICTBA 3aLUTHI
MH(pOpPMAIINU OT yTeUeK.

Conepxanue

B Tom uncie MPAKTHICCKUX 3aHATHIH

Hacrpoiiku BupTyanpHoii cpezpl Virtual Box.

3amyck rocreBbix BUpTyanbHbIX MamuH - OC CentOS u Red Hat Linux.

Ycranoska CK3 ot BHyTpennux yrpo3 InfoWatch Traffic Monitor.

Ycranoska u Hactpoiika CYB]] PostgreSQL.

Vcranoska kommnonenTsl CK3 ot BY InfoWatch Device Monitor.

NN || =

Hacrpoiika [10 InfoWatch Traffic u Device Monitor.

48

9




7. | YcranoBka komnoneHTsl CK3 ot BY InfoWatch Crawler.
8. | M3yuenue Hactpoek BeO-koHcomm DLP-cuctemsr Info Watch.
9. | CxanupoBaHme CeTeBOTO Tpaduka.
ITepenaya nHOpMAIIK OTPAHUYESHHOTO JJOCTYIA.
10. | MonutopuHr pabotsl nosub3osareneil. Hactpoiika peructpauuu coObituii B CK3U.
11. | Co3nmanue u nmpoBepka mMoJuTUK B KoHcosn Info Watch Device Monitor.
12. | Coznanue u pazpeumienue nHuuaeHToB B IWTM, ncnons3ys ['eneparop Tpaduka.
13. | KonTpousb u ananu3 nHGOOPMAIIMOHHBIX TOTOKOB.
CamocrosiTesibHast padora
1. | DLP-cucrembl. Cxema pa3BeptbiBanusi DLP-cucTteMsl.
2. | DLP-cucrema InfoWatch. Cocras, ocoOeHHOCTH. 10
3. | O «InfoWatch Traffic Monitor» u «InfoWatch Device Monitory.
4. | YcraHoBKa M KOH(QuUrypupoBaHue komnoHeHToB DLP-cuctemsl. Mephl mpeaocTOPOKHOCTH.
5. | Bonpocs! Buptyanusanyu. CoBpeMeHHbIE THIIEPBU30PBI.
Tema 1.5 Conepxanue
[IporpamMmMHsbIe 1 1. | Peamuzanus C3U. Ctpykrypa C3M 0T HECAHKIIMOHUPOBAHHOTO KOITMPOBAHUSI. 8
anrapaTHele CPEICTBA 2. | Knaccudukanusi CHCTEM 3alIUThl HHOOPMAIMH OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
3aIUTHI KOMITBIOTEPHBIX 3. | Cucrema 3aunmutsl uHGopMmaiuu ot HC/I - SecretNet. OcHOBHBIE (PYHKIIMH ¥ BO3MOKHOCTH.
MH(QOPMALMOHHBIX CHCTEM 4. | Ilogxoapl K 3anuTe HHGOPMAIIMOHHBIX CHCTEM. ATIITApaTHBIE KITFOYH.
OT HCCAaHKIHOHUPOBAHHOTO | B ToM 4mc/ie NPAKTHYECKUX 3aHATHI
AOCTYIIA. 1. | CnocoObl YCTAaHOBKH 3aIlIMTHBIX MEXaHMW3MOB B 3alllMIIA€MbI€ IPOTPAMMHBIE MOJTYJIH.
2. | Ipumenenune C3U ot HCJl 1 HECAaHKIITMOHUPOBAHHOTO KOTMPOBAHMSL.
3. | [lpumenenne cpencts 3anuThl nHGopMmaruu ot HCJL «Secret Nety. 16
4. | 3anyck u peructpanus B cucTeMe 3ainThl. Peanuzamnus Moieneld pa3rpaHu4eHtst JOCTYIA.
5. | llpumenenue C3U ot HCJI nocryna «ITAK CoGoiby.
6. | YnpapiieHne KOMIOHEHTaMH KoMmIuiekca «Co0oby.
Tema 1.6 Conepxanue
MoOHUTOPHHT cUCTEM 1. | CereBble anasn3atopbl. CKaHephl YI3BUMOCTEN.
3aIUTBI 2. | Hoaxmrouenue k OC 1o 3aJaHHOMY CETEBOMY IPOTOKOJTY. 9
3. | Kommbrotepasie Bupychl. Kiaccudukanus u XxapakKTepuCTHKH.
4. | MexaHu3MBbI 3apaKeHHsI KOMIIBIOTEPHBIMU BUpycaMu. MeTobl U CpeACTBA 3alUThl OT KOMITBIOTEPHBIX
BHUPYCOB.
5. | Bamura nndopmaruu B 6a3ax JTaHHBIX.
B ToM yunciie NPaKTHYeCKHUX 3aHATHI 10

1. ‘ CTpyKTypa aHTUBUPYCHOM 3aluThl npeanpusTus. OyHKIMoHaIbHBIE TPEOOBAHMSL.
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2. | YcraHoBKa U npeABapuTelibHas HacTpoiika AHTuBupyca Kacrnepckoro.

3. | Anaims mupoBsix SIEM-cuctem.

4. | Pa3BeproiBanue VPN.

CamocrosiTesibHas padora

1. ‘ Bupryanbnas yactHast cetb VPN.

Tema 1.7 Conepxanue

HOpMaTI/IBHO-HpaBOBBIC B Tom uncie MPAKTHICCKUX 3aHATHH

aKThl B 00JIaCTH 1. | PaboTa ¢ rocyapcTBEHHBIM peecTpoM cepTuduimpoBannsix C3H.

MH()OPMAIMOHHOM CamocrosiTebHasi paGoTa

ACATCITBHOCTH 1. | IIpaBoBsle u KoHCTUTYIIOHHBIE OCHOBHI 0Oecnieuenust b
ACATCIIBHOCTH II0 3aIIUTE JIMYHOCTH U rOCyJIapCTBa.

HH(popMAaIHH 2. | Buapl HOpMaTUBHO-IIPABOBBIX aKTOB B 00JI1ACTH 3aIIUTHI HHPOPMAITHH.

3. | T'oc.peectp cepTHHUIIMPOBAHHBIX CPEACTB 3AIIUTHI HHOOPMAIIUH.

YueOHas npaxkTuka no Pazneny 1

Buawi pador

[pumMeneHre porpaMMHO-aITapaTHBIX CPEJICTB oOecTieueHust HHpOpMaIoHHOH O0e3omacHocTr AC.

JlnarsHoctrpoBaHue M 00ecTieueHre paboTOCTIOCOOHOCTH IMPOTPpaMMHO-AIMIAPaTHBIX cpecTB obecniedeHus Ub.

VYuactue B obecrieueHnn yaéra, 00pabOTKH, XpaHEHUS U Tiepeiadn KOH(DUIeHIMATLHOM HH(OpMAIHH.

KopropatuBHas 3amura oT BHyTpeHHHX yrpo3 Ha 6a3e DLP—cuctems InfoWatch Traffic Monitor.

Pa3paboTka monmuTuk 6€30TaCHOCTH B iepuMeTpe opranmu3anun Ha ocioBe DLP—cuctemsr InfoWatch Traffic Monitor.
MOHUTOPHUHT U PErUCTpAIUs CBEJCHUI, HCOOXOAUMBIX IS 3AIUThI 00BEKTOB MH(POPMATH3ALIUH, C UCTIOJIF30BAHUEM TPOTPAMMHBIX U
POrpaMMHO-AITIAPATHBIX CPEJICTB OOHAPYKCHUS, TPEAYIPEKACHHUS U TUKBUIAIMH TIOCICICTBHN KOMIBIOTEPHBIX aTaK.
AyteHTH(HUKAIS/ ISHTU(DUKALHS TTOTB30BATENEH.

AJIMUHHCTPUPOBAHHUE CUCTEMBI KOPIIOPATHBHOM 3aIIUTHI HH(OPMAITIH.

36

Kypcosoii npoexTt (padora) no MJIK 02.01

TemaTnka KypcoBOro npoexkra

1. Ouenka 3ammménnoct OC Windows XP Professional (Windows 10) B cootBercTBrm co cranaapramu [SO.

2. AHaM3 METOIOB M3YUCHHSI ITOBE/ICHUS HapyIIHUTEN e 0€30MaCHOCTH KOMITHFOTEPHBIX CHCTEM.

3. IIporpamMMHO-anmapaTHble CPeICTBA 3AIUTH HHPOPMAIMOHHBIX PECYPCOB OT HECAHKIIOHMPOBAHHOT'O MCIIOIb30BAHNUSI M KOIIMPOBAHUSL.
4. BapuaHThb! pellieH!s] aHTUBUPYCHOM 3alliUThl KOPIIOPATUBHOM CETH.

5. AyreHTr(uKaIms MoJbp30BaTeseil Ha 0CHOBE UX CIIOCOOHOCTEN K 3aTIOMUHAHHUIO OTOOPaKaeMOi Ha KOPOTKOE BpeMst MH(OpMAIHHL.

6. KopnoparuBHas 3amuTa OT BHYTPEHHUX yrpo3 Ha 6aze DLP—cucremsl.

7. PazpaboTka moIUTHKH O€30MacHOCTH TIPEPHUSTHSL.

30
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MJIK.02.02 Kpuntorpajgpuieckue cpeacTBa 3aliuThl HHpopManun

Pa3nea 2. Kpunrorpaguyeckue cpeacrsa 3amuTbl MHGpOpMaun 108
Tema 2.1 OcHoBHBIE Conepxanue
MOHATHS 1. | MHCcTpyKTaX No TexHuKe Oe3omacHocTu. Kpunrorpadus, Kpunroanaians, creHorpadusi, KOIUpOBaHHUE. 8
KpUINTOrpapuieckoit 2. | OcHOBHBIC IOHTHS KpUTITOrpaduuecKoi 3ammThl HHYOPMAIIHH.
3aIIUTHI MHPOpMAIHH 3. | Onenka Hai€KHOCTU KPUITOAJITOPUTMOB.
4. | Knaccudukanus KpunrorpaguuecKiux METOI0B 3allUThl HHPOPMALIUH.
B ToM yunciie NPaKTHYeCKHUX 3aHATHIH
1. | Iudposanue meronom Bmxunepa.
2. | llIudpoBaHue METOIOM MEPECTAHOBKH.
3. | Hludposanne meronom Beprama.
4. [ITudpoBanue METOJOM TAMMHUPOBAHHSL. 16
5. | AnroputMm EBkiuna s HaxoxaeHus HOJL yucenn.
6. | IlpoBepka yucen Ha MPOCTOTY.
7. | UccnenoBanue pa3audHbIX METOJOB 3aIIUTHl TEKCTOBOM MH(OPMALIMU U UX CTOUKOCTH Ha OCHOBE
mo00pa KIroveil.
8. | AnroputmM OBICTPOrO BO3BEAEHUS B CTENIEHB 10 MOYJIIO.
CamocrosiTenbHast padoTa
1. | MeTonpl nepecTaHOBKH (TPAHCIIO3ULIUN). 4
2. | Hludposanue meTonom rammupoBanus. Meron Beprnama.
Tema 2.2 CumMeTpUuHbIE Coaepixkanue
KPUIITOCUCTEMBI 1. | IloHSATHS CUMMETPUYHOU KPUIITOCUCTEMBI. 4
¢ poBaHUS 2. | [loTounsle u OJ0YHBIC THQPEI.
B ToM yunciie NPaKTHYeCKHUX 3aHATHI
1. | TlpakTHuecKue peaan3alii UTEPATMOHHBIX OJIOUHBIX MU(POB. 10
2. | Poccuiickuii crangapt mmmdposanus 'OCT 28147-89.
3. | Cxema mudposanus B anropurme 'OCT 28147-89.
4. | Crangapt cummerpuysaoro mudposanus AES RIINDAEL.
CamocrosiTe1bHasi padoTa
1. | Aaropurm mugposanus DES. 4
2. OcHOBHBIE PeXUMBI pabOTHI OJJOYHOTO CUMMETPUYHOIO aJITOPUTMA
Tema 2.3 Acummerpuunsle | Coaepaxanue 8
KPUIITOCUCTEMBI 1. ‘ [ToHATHS AaCUMMETPUYHON KPUITOCUCTEMBI.
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mmdpoBaHus 2. | AnroputM mudponanusi RSA.
3. | ®yHKUHMS XEIIHPOBAHMSL.
4. | I'enepaTopsl N1ceBAOCTYYAHBIX YUCEIL.
B ToM 4unciie NpaKTHYeCKHUX 3aHATHH
1. | Iludposanue c momompto anroput™MoB Jduddu-Xennmmana u b [Namas.
2. | lIudposanue merogom RSA. 14
3. | llomyyenue x11-KoJ1a COOOIEHUSI.
4. | Cxema xemmpoBanus no ainroputmy 'OCT P 34.11-94.
5. | 'enepanus nceBiocaydaHbIX YUCEI Pa3IMYHBIMU METOJAMU.
CamocrosiTe1bHasi padoTa
1. OteuectBenHbIN cranaapT xemupoBanus I'OCT P 34.11-94. 4
2. | Aaroputmsl uddu-Xemmana u Oap ['amans.
Tema 2.4 DnexTpoHHast Coaepixanue
ugpoBast MOANUCH 1. | DnekTpoHHas 1uppoBast MOAINHUCE. 8
2. | CraHgapTsl Ha aNTOPUTMBI IIUQPPOBOI MOAUCH.
3. | Poccwmiickuii crannapt mudposoit noamucu 'OCT P 34.10-94.
4. | Hossrii Poccutickuii cranmapt mudposoit noamucu 'OCT P 34.10.2001.
B ToM yunciie npaKTHYeCKHUX 3aHSATHH
1. | ®opmupoBaHue AIEKTPOHHOM MOJMUCH Ha OCHOBE aIropuTMOB Oiib ["amans u RSA. 1
2. | @opMupoBaHue NeKTpoHHOM noanucyu Ha ocHoBe airoputMoB ['OCT P 34.10-94 u 34.10-2001.
3. | UcnonwzoBanue nporpammbl PGP it popmMupoBaHusi M MPOBEPKH AIEKTPOHHON TOJIHCH.
CamocrosiTe1bHasi padoTa
1. ‘ YcuienHas KBalnUUMpPOBaHHAs AEKTPOHHASI IOANINCH 2
Tema 2.5 Conepxanue
HogBele Bo3MOXHOCTH 1. | CoBepIIEHHO CEKPETHBIE KPUIITOCHCTEMBI. 4
KpUNTOrpaguu 2. | ludpoBanue, mMOMEX0yCTONUNBOE KOAMPOBAHUE U CHKATUE MH(OPMAITHH.
B ToM yunciie NpaKTHYeCKMX 3aHSATHH
1. | CoBeplieHHbIE KPUIITOCUCTEMBI.
2. | Ananmu3 6€30MacHOCTH MPOTOKOJIOB OOMeHa HH(POPMAIIHCH. 6
3. | IlepcriekTuBBI pa3BUTHUS KpUNTOTpahUIECKUX METOJOB 3alIUTHL. [[pudarHbI HeHaIEKHOCTH
kpunrocucrteM. KBanroBast kpunrorpadgusi.
CamocrosiTe1bHasi padoTa
1. | Ilpobnema ayrentudukarmn. MHOpacTpyKTypa OTKPBITHIX KIIOUEH. 4

2.

DnekTpoHHas M(poBas MOANKUCH HA OCHOBE anropuTMoB b ['amans u RSA.
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IIpousBoacTBenHas npakTuka no Pasnery 2
Buawi pador

PaccmoTpeTs Ha IpakTUKE OCHOBHBIE MOJI0KEHUS TOJUTUKA HH(POPMALIMOHHOM 0€3011aCHOCTH NPEANPUATHSI.

AJIMHHHCTPUPOBAHUE MOJICHCTEM 0€30IIaCHOCTH aBTOMATH3UPOBAHHBIX WH(OPMAIIMOHHBIX CHCTEM.
AHanmm3 1 ygactre B o0ecrieueHn yuaéra, 00pabOTKH, XpaHEeHHsI U TTepeaaur KOH(HICHIMATEHON HH(OPMAIIHHL.
[IprmeHeHne nporpaMMHO-aIapaTHBIX CPEACTB o0ecTiedeH s HH(OPMAIMOHHOM Oe30MacHOCTH.

Hacrtpoiika MexkceTeBbIX 3KpaHOB.

PazpaboTka anropurma u uHTepdeiica mporpaMmbl aHaIH3a HHPOPMAIIMOHHBIX PUCKOB H €€ TEeCTHPOBAHUE.
[TpoBepka mail u web Tpaduka Ha Hamuune BpenoHocHOro [10 ¢ MOMOIIBI0 aHTUBHPYCHBIX CPEJICTB.
AHanmm3 BXOJAIIEro 1 ucxoasmiero tpaduka. KoHTposs yreukn KoHQUASHINAIBHOW HHPOPMALIUH.
KopropaTuBHas 3ammra OT BHyTPEHHHX YTPO3.

DLP-cucrembl. Cxema pa3BepTbiBaHus U ycTaHOBKM DLP cucreMsl.

CkanupoBanue ceteBoro tpaduka. KoHTposs nepegaun nHGOpMALUN OTPaHUYSHHOTO JIOCTYIIA.
SIEM-cuctemsl. CpesicTBa aHaJIM3a U yIIPaBJIEHUS JaHHBIMU.

Hcnonb3oBanue 1 0opMIIeHHE TEXHHYECKON TIOKYMEHTAITUH B COOTBETCTBHU C JICWCTBYIOITUMHA HOPMATUBHBIMHU aKTaMH.
[prmMeHeHre HOpMAaTUBHO-TIPABOBBIX AKTOB, HOPMATHBHO-METOIMIECKUX JIOKYMEHTOB TI0 00eCIIeUeHHI0 MH(DOPMAITMOHHON 0€30TTaCHOCTH IPOTPaMMHO-

anmnapaTHbIMK CPEACTBAMH.

108

HpOMe)KyTO‘lHaﬂ arTrecrauus

39

Bcero

527
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3. YCJI0OBUs PEAIM3ALIUU TPOI'PAMMBI IIPO®ECCHUOHAJIBHOI'O MOAY JIA

3.1 Jlnsg peanu3auuM NporpaMMmbl  MPo(PecCHOHATBLHOI0 MOAYJSA [J0JIKHbI ObITh
NpeayCMOTPEeHbI cJIeAyIolue crielialbHble NOMelleHUs:
nabopartopusi  MPOrpamMMHO-aNNapaTHIX CPEIICTB obecrieueHus nHOOPMAITMOHHOM

0€30MacCHOCTH.

Ob6opynoBanue Jsabopatopun u pabouunx wmect Jgaboparopun «lIporpaMMHo-anmapaTHbIX
cpencTB obecrieueHuss UHPOPMAIMOHHON O€30TTaCHOCTH:

— KOMIBIOTEPHI — pabodyee MECTO CTY/ICHTA;

— MYJIbTUMEIUIHBIA KOMIBIOTEP — pabouee MECTO MPEIoaBaTers;

— MYJIbTUMENA IIPOEKTOP, MPOEKIIMOHHBIN IKPaH;

- J0CKa;

— IIPUHTED JIa3€PHBIN;

— CKaHep;

— JIOKaJIbHAs CeTh KOJUIEKA, SJIEKTPOHHAS 110YTa, BEIX0 B IHTEpHET;

— porpaMMHOe obecrieueHre 001ero u mpohecCuoHaTbHOTO HA3HAYCHNS,

— KOMIIJICKT yLIe6HO-MCTO)II/ILICCKOI71 JAOKYMCHTalWH.

3.2 UudpopmanoHHOE o0eceyeHUe peain3aluy MporpaMMsl
Jlia peanuzauuu mporpaMMbl 0MOaMoTeuHbId (GOHIT 00pa3oBaTEeNbHON OpraHU3aluu JI0JKEH

UMETh TICYaTHBIE W/WIM DJIEKTPOHHBIE 00pa3oBaTelbHbIE ¥  HH(POPMAIMOHHBIE PECYPCHI,
pexomenaoBanupie @YMO, i ncnolib30BaHus B oOpa3oBaTenbHOM Ipouecce. [Ipu popmupoBanumn
oubmuoTeyHoro ¢oHaa oOpa3oBATEIbHON OpraHU3aIlMi BBHIOMPAETCS HE MEHEE OJHOTO HW3JaHUs W3
MEPEYHCICHHBIX HIDKE TICUYaTHBIX U3JaHUN U (WJIH) 3JICKTPOHHBIX U3JAHUI B Ka4eCTBE OCHOBHOTO, ITPH
ATOM CITHCOK, MOKET OBITh JOTMOJTHEH HOBBIMH U3/IaHHSIMH.

3.2.1 OcHOBHBIE TeYATHbIEC U3IAHUSA

1. Tarapuna JLI'. Pa3pabGoTka u 3Kciulyatanus aBTOMAaTH3UPOBAHHBIX HMH(POPMAIMOHHBIX
cucteM: ydeOHoe mocobume. — M.: WUJ DOPYM, HUI[ HMHOPA-M, 2016. — 384 c. -
(ITpodeccuonanbHOE 00pazoBaHuE)

2. Undopmanmonnas 6e3omnacHocTs: yuebuuk / Menbaukos B.I1., nox pen., Kynpusunos A1,
BacwibeBa T.}HO. — Mocksa: KnoPyc, 2020. — 371 c. — (mns 6akanaBpoB). — ISBN 978-5-406-
07695-8. — URL.: https://book.ru/book/932908 — TekcT: 351€KTpOHHBIH.

3. Tlapteika T.JI., Ilomo WM.W. Muadopmamnmonnas O6e30macHOCTh: y4eOHOE MocoOme ist
CTYJIEHTOB YUYPEXKJEHUNU CPEIHEro Mpo(eCcCHOHAIILHOTO 00pa3oBaHus. — 5-€ u3l., nepepad. u J0I. -
M.: ®OPYM: UHOPA — M, 2016. — 432 c.: un. — (Ilpodeccuonansuoe oOpazoBanue).

4. Hlansrun B. @. UnpopmanmonHast 0e30macHOCTh KOMITBIOTEPHBIX CUCTEM U CeTel: yueOHoe
nocobue - M.: Ul ®OPYM, HULL UHDPA-M, 2016. - 416 c. - (IIpodeccuonanpHoe 00pa3oBaHue).

3.2.2 JlonoiHUTEIbHbIE HCTOYHUKH

1. I'puminn, B. H. VHpopmainuoHHble TEXHOJOTUH B NPO(ECCHOHATBHOU JeATENbHOCTU
[Tekcr]: yuebnux/ E. E. Ilandunosa. - M.: ®OPYM: HNHO®OPA-M, 2005. - 416 c.: wi -
(ITpodeccuonanbHOE 00pa3oBaHUE).

2. Nudopmanmnonnsie TEXHOJIOTUH [Texcr]: yaeOHUK/ O.JL lNonuuprna,
H.B. Makcumon, T.JI. Ilapteika, W.M. IlonoB. - M.:. ®OPYM: HHODPA-M, 2006. -
544 c.: ni. - (IlpodeccronansHoe 0OpazoBaHue).
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3.  MakcumoB, H. B. Kowmmsiorepusie cetn  [Tekcr]:  yueOHoe  mocobue/
H. B. Makcumos, U. Y. TTonos. - M.: ®DOPYM: UHD®PA-M, 2004. - 336 c.: ui. - (IIpodeccnonanpHoe
obpaszoBaHue).

4. MuxeeBa, E. B. VMHpopmairioHHble TEXHOJOTUU B MPO(EecCHOHAIBHON AeATeNbHOCTU
[Texct]: yaueOnoe mocobue/ E. B. Muxeesa. - 2 u3a., crepeot. - M.: Akanemus, 2005. - 384 c.: wi. -
(Cpennee npodeccronanbHoe 00pa3oBaHKE).

5. Pymsnnesa, E. JI. HMudopmanunonnsie texHonoruu [Tekcr]: ydeObHoe mocobue/
E. JI. Pymsnuesa, B. B. Cimrocaps; pen. JI. I'. I'arapuna. - M.: @OPYM: UH®PA-M, 2007. - 256 c.:
ui. - (IlpodeccuonanbHoe oOpa3oBaHue).

6. Menbuukos, B. [1. Uudpopmanmonnas Oe3omacHocts [Tekcr]: yueOHoe mnocobue/ B.IL
MensuukoB, C.A. Kneiimanos, A.M. Ilerpakos; mox pen. C.A. Kneitmanos. - M.: Akagemus, 2005. -
333 c.: mi. - (Cpennee npodeccnoHaabHOe 00pa3oBaHue).

IMepuonnyeckue U3aaHust
1. Nudopmarnmonnas Oe3omacHocTh [TekcT]: HayuyHbI xypHan. - M.: [6. u.], 2016. -

BrIxoauT exxexkBapTaibHO.

2. Undopmartuka - nmepBoe ceHTsO0ps [TekcT]: ydeOHO-METOOMYECKU KypHAT IJIsl yduTesei
unpopmaruku. - M.: [lepBoe centsiOps, 2016. - BIXoAUT exKEMECIUHO.

3. Moii apyr kommbioTep [TeKcT]: mpoCThIMU CIOBaAaMH O TOM, YTO BaM Ka)ETCS CIIOKHBIM;
razera. — Hwkuuiit Hosropoa: OOO "UznatenscrBo "["azernsiit mup”, 2016. — BeIX0auT exxeMecsyHo.
JIEKTPOHHbIE HCTOYHUKH

1.ITouckoBsie cucremsl MuTepuer: Annekc, Google, Rambler

2. http://fstec.ru - ['ocynapcTBeHHBIN peecTp cepTUPUIMPOBAHHBIX CPEACTB 3AILUTHI
unpopmauuu N POCC RU.0001.016M00

®opMbl IPOBEACHUS YUEOHBIX 3aHATUN U MPAKTUKU - JIabopaTOpHasi, KOMIBIOTEPHBIN Kilacc,
npeAycMOTpeHa AucTaHImoHHas ¢popma (pabota yepe3 MIHTEpHET-pecypChl).

B vcII0BUSAX IWCTAHIIMOHHOTO OOVUECHHUS:
- MHCTPYKTQX W BbIJada 3aJaHusl MPOU3BOIUTCA B (opMme TeleKOH(PEpPEHIIMH B MPOTpaMMe

Zoom;

- BCSI HEOOX01MMasl TOKYMEHTAIUS BbICBLIAETCS MO AIEKTPOHHOU MOYTE;

- oOpaTHasi CBsI3b M KOHCYJbTAllMM OCYILECTBISIIOTCA B mpuiiokeHuu Borcam, Skype,
BxoHTakTe 1 M0 3JE€KTPOHHON MOYTE;

- BBIIIOJIHEHHBIE 33/1aHUs COOUPAIOTCS B apXMB U OTHPABIISAIOTCA Ha 00J1aKo;

- OTYETHI 10 IPAKTUKE PacClevyaThbIBAIOTCS;

- 3aIIMTa y4eOHOU MMPaKTUKHU, 3a4eTa, SK3aMeHa OCYIIECTBIISIETCA B opMe TeIeKOH(DEPEHIINH B
nporpamme Skype unu Zoom.
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4. KOHTPOJIb U OHEHKA PE3YJbTATOB OCBOEHUSA NTPO®ECCUOHAJIBHOI'O

MOJY.JISA

Koa n HaumeHoBaHue
podecCHOHATBHBIX U 00X
KOMIETEHITUH, (JOPMHUPYEMBIX B
paMKax MOyt

Kpurepun onenku

MeTtoapl OLIEHKH

[1K 2.1 OcymiecTBisiTh YCTAaHOBKY
Y HaCTPOMKY OTIEIBbHBIX
IIPOTrPaMMHBIX, IPOTPAMMHO-
anmapaTHbIX CPEICTB 3alUThI
uH(popMaLnH.

- o0ecrieuenne OE€30aCHOCTH B
aBTOMaTI/I3I/IpOBaHHBIX CUCTEMAaXx

I1K 2.2 O6ecnieunBath 3alUTy
uH(popmMaluy B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX
OT/JI€IbHBIMU IIPOTPAMMHBIMH,
[IPOrpaMMHO-aNMapaTHBIMU
cpeAcTBaMu

- cOOMI0ICHUE CPOKOB
BBITIOJTHCHUS 3aJaHUS
- paboTOCTIOCOOHOCTD
MIPOrPaMMHOTO 00€CTICUECHUS

[1K 2.3 OcyiiecTBasTh
TeCTHpOBaHUE (QYHKIUI OTACTHHBIX
MIPOTPaAaMMHBIX M IIPOTPaMMHO-
anImapaTHbIX CPEJICTB 3aIIUTHI
uH(popMaLnH.

- COOTBETCTBHE OTYETAa IIPOBEPKU
3¢h(HEeKTUBHOCTH CTaHIApTaM U
HOPMATHBHOM TOKYMEHTAIIHH I10
o0ecrieueHn0 UHPOPMAIIHOHHOM
0€30MacHOCTH POTrpaMMHO-
anmapaTHBIMH CPEJICTBAMU

- cOOMI0ICHUE CPOKOB
BBITIOJTHEHUS 3/1aHUS

- paboTOCTIOCOOHOCTD
MIPOrPaMMHOTO 00€CTICUCHUS

[IK 2.4 OcymectBiusith 00pabOTKY,
XpaHEHHUe ¥ repenady nHhopMaIim
OTPaHWYEHHOTO JIOCTYIIA.

- cOOMI0ICHUE CPOKOB
BBITIOJTHCHUS 3a]JaHUS
- paboTOCTIOCOOHOCTD
MIPOrPaMMHOTO 00€CTICUCHUS

[IK 2.5 YHuuroxars uHhopMaLuio
Y HOCUTEIN UH(OpMALUU C
HCII0JIb30BAHUEM MTPOIPAMMHBIX U
IIPOrpaMMHO-aMIMapaTHBIX CPE/ICTB

- paboTOCTIOCOOHOCTD
MIPOrPAMMHO-AIITAPATHOTO
obecrieueHus

Texymuii KOHTPOJIb B
dhopwme:

- 3AIIUTHI TAOOPATOPHBIX U
MPAKTUYECKUX 3aHATHUH;

3aueTsl 10 yueOHOM
MPAKTHUKE U TI0 KXKIOMY
U3 Pa3eoB
poQeccuoHaIbHOTO
MOTyIIS

Kpanuduxanmonsslit
9K3aMeH 110 MOYII0

3ammTa KypcoBOM pabOThI

[1K 2.6 OcyiiecTBasTh
PErucTpaIio OCHOBHBIX COOBITUH B
aBTOMAaTH3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEMAX, B
TOM YHCJI€ C UCIOJIb30BaHUEM
MIPOTPaAMMHBIX M IIPOTPaMMHO-
anmnapaTHbIX CPECTB
oOHapyXeHHUsl, IPEAYIPEKICHUS U
JIMKBUJIALIUU TTOCIEICTBUN
KOMIIBIOTEPHBIX aTaK

- COOTBCTCTBUEC HOPMATHBHBIM
IIPaBOBLIM aKTaM I10
obecnieueHn0 UHPOPMAIIHOHHOM
0€30MacHOCTH POTrpaMMHO-
armapaTHbIMH CPEACTBAMHA
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OK.01 Bei6bupats crmocoosl
pereHus 3a1a4 mpohecCHOHATEHON
JESITEILHOCTH, TPAMEHHUTEILHO K
Pa3IUIHBIM KOHTEKCTAM.

- ICMOHCTpalusa HHTEPECA K
Oynmymeit nmpodeccun

OK.02 OcyecTBiaTh MOUCK,
aHaJIN3 U UHTEPIIPETAIIIO
nH(popMaIuu, He0OX0AMMOM ISt
BBITIOJTHEHUS 3a/1a4
poheCcCHOHANTBHOM JIeATETLHOCTH.

- BBIOOp ¥ IPUMEHEHUE METOI0B U
crioco0O0B peIIeHHs
npodeccHoHaIBHBIX 33/1a4 B
obnactu obecrieueHus
nH(pOpMaLIMOHHON 6€30MacHOCTH
IIporpaMMHO-alIIapaTHbIMU
cpeacTBaMu

- oueHKa 3¢ (HEeKTUBHOCTH U
Ka4dyeCTBa BBIIIOJTHCHUSA

OK.03 I[1nanupoBaTh u
peann30BhIBaTh COOCTBEHHOE
po(hecCHOHATFHOE M IMYHOCTHOE
pa3BUTHE.

- pCIICHUE CTAHAAPTHBIX U
HECTAaHJAPTHBIX
npodecCHoHAIBHBIX 33/1a4 B
obnactu obecrieyeHus
nH(pOpMaLlMOHHON 6€30MacHOCTH
IIporpaMMHO-alIapaTHbIMA
CpeiCcTBaMu

OK.04 PaboTaTh B KOJUIEKTUBE U
KoMaH/Je, 3¢ (HEeKTUBHO
B3aMMOJIEMCTBOBATH C KOJIJIEraMu,
PYKOBOJICTBOM, KJINEHTaMHU

- 9(ppeKTUBHBIN MOUCK
He00x01MMo# HHpopMaINH;
- UCTI0JIb30BaHKUE Pa3IMUHBIX
MCTOYHHUKOB, BKITFOUAs
AIIEKTPOHHBIC HICTOUHUKH H
WHTEPHET

OK.05 OcyiiecTBisTh YCTHYIO U
MACHbMEHHYIO KOMMYHHUKAIIMIO Ha
rOCyJapCTBEHHOM SI3BIKE C YIETOM
0COOCHHOCTEH COMAIBHOTO U
KYJIbTYPHOTO KOHTEKCTA.

- IpUMeHeHNe UHPOPMAITMOHHBIX
TEXHOJIOTHH A1 OCYHICCTBIICHUA
nH(pOpPMaLIMOHHON 6€30MacHOCTH

OK.06 IIposBiATh IrpaxkaaHCKO-
MaTPUOTUIECKYIO TIO3HIIUIO,
JIEMOHCTPUPOBATH OCO3HAHHOE
MIOBEJICHUE HA OCHOBE
TPaIUIIMOHHBIX OOIIEYEIIOBEUECKUX
[EHHOCTEH, IPUMEHSTh CTAaHIAPTHI
AHTHKOPPYIIIMOHHOTO MTOBEICHMSI.

- B3aMMOJICHCTBHUE CO CTYIECHTAMH,
npenoaaBaTciiiMu U MaCTECpaMu B
X0J1e 00y4eHHs

- paboTa B MaJIbIX Ipymnnax

OK.07 ConeiicTBoBaTh
COXPAaHEHHUIO OKpYXKaIoUleil cpeapl,
pecypcocoepexennio, 3pHEeKTHBHO
JIECTBOBATh B UPE3BBIYANHBIX
CUTYaIHSIX.

- CaMOaHaJIU3 U KOPPEKIUs
pe3ysbTaTOB COOCTBEHHON pabOThI;
- aHAJIM3 PE3yIbTATOB BHITIOJTHCHHS
MPAKTUYECKUX 3aJaHUM,
J1a00paTOPHBIX padOT

OK.08 Hcnonb30Bath cpescTBa
bU3NIECKON KyIbTYpPhI JUTS
COXpaHEHHS U YKPETUICHHS
3J10pOBbS B IIpoLiecce
po¢ecCHOHANTBHOM IEATETLHOCTH
U NOJIIepKaHUsT HE00X0AUMOTO
YpOBHS (PU3UIECKOI

10 ITOTOBJICHHOCTH

- OpraHu3alys CaMOCTOSITENIbHBIX
3aHATUN IPU U3Y4YECHUH
poheCCHOHAITBHOTO MOTYJIsS

WNHuTtepnperanus
pe3yIbTaToB
HabOoIeHUH 3a
NeSITENIbHOCTBIO
CTYIEHTOB B IIpoliecce
OCBOEHHUS
00pazoBaTebHON
MIPOrPaMMBI
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OK.09 Hcmonb3oBarh
nH(OPMaLIMOHHBIE TEXHOJIOTUU B

podhecCHOHANTBHOM IeATETLHOCTH.

- aHAJIM3 MHHOBAIMH B 001aCTH
WH(POPMAITMOHHOM 06€30MacHOCTH;
- YMCHHE BHEIPSATH HOBBIE
MIPOT'PAMMHBIE ITPOTYKTHI

OK.10 ITonb3oBaThCs
npoecCuoHAIBHOM
JOKYMEHTaluen Ha
roCyJapCTBEHHOM U MHOCTPAHHOM
SI3BIKAX.

- IPpUMCHCHUC CPCIACTB
MaTeMaTUIEeCKOM JIOTUKH JIIA
PEIICHHM JIOTHYCCKUX 3a1a4

OK.11 Hcnonb3oBath 3HaHUS 110
(uHaHCOBOW I'PaMOTHOCTH,
TUTAHUPOBATh
PEIIPUHIMATEIbCKYIO
JeATENbHOCTD B
npodeccroHalIbHOM cdepe.

- pa3paboTKa MPOTPaMMHOTO
obecrieueHus

JIP 13-21

Brinmonnenue paboT B COOTBETCTBUU
C YCTaHOBJICHHBIMH PCriIaMCHTaMU
¢ cOOJIIO/IEHNEM TTPaBUII
0€30MacHOCTH TPy/1a, CAHUTAPHBIMU
HOpMaM#

AKCTIEPTHOE
HaOJ0IeHue
BBITIOJTHEHUS
MIPaKTUYECKUX paboT
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