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1. OBIIIASI XAPAKTEPUCTUKA PABOYEHN ITIPOIT'PAMMBI YYEBHOM
AN CHUITINHBI
«OcHOBBI HHPOPMALMOHHOK 0€30ITACHOCTI

1.1 MecTo AMCUUIIMHBI B CTPYKTYPe OCHOBHOI 00pa30BaTebHOI MPOrpaMmbl

VYyueOHas

muciummmaa  «OCHOBBI

nH(OPMAaMOHHON

0€30IMacCHOCTHY  SABIIAETCA

00s3aTeNbHOM  4YacThi0  00IIENPO(ECCHOHAIBHOTO IMKJIAa OCHOBHOM MpodeccuoHaIbHON
obpazoBatenbHON TporpamMMbl B cooTBeTcTBUU ¢ PI'OC mo cmemmanpHocTr CIIO 10.02.05

Obecnieuenre MHGOOPMAITMOHHOW O€30MACHOCTH AaBTOMATH3MPOBAHHBIX CHCTEM BXOJAIICH B
COCTaB yKpyIHEeHHOU rpynmsl cneruaibHocTed 10.00.00 Madopmarmonnas 6€30macHOCTb.

1.2 Heﬂb U IIJIAHUPYEMBIC PE3YJIbTATBI OCBOCHUSA JUCHUIIIMHBI

Kon IIK,
OK, JIP YMenus 3HaHuA
OK 03 — KJaccupuIUpoBaTh — CYIIHOCThb u MIOHSATHE
OK 06 3amuInaeMyo uHGOpMaIuo Mo | HHGOPMAITMOHHON 0€30macHOCTH,
IC')I§20491 BUJAM TalHBI ¥  CTEINEHSIM | XapaKTEPHUCTUKY €€ COCTABIISIONINX;
JIP 4' CEKpPETHOCTH; — MecTo MHGOPMAMOHHON 6€301MacCHOCTH
JIP 10 — Kiaccu(uuupoBaTh B CHUCTEME HAIMOHAIBHOW  0€30IacHOCTH
JIP 13-21 | OCHOBHBIE YTPO3bl O€30MACHOCTH | CTPAHBI;
nHpOpMAIIHH. — BUABl, HWCTOYHMKH W  HOCHTEIHA
3aluIaeMon HHpopmaIuy;
— HCTOYHUKH yrpo3 0€301acHOCTH

MH(pOpMAIIUK U MEPHI 110 UX MPETOTBPAIICHUIO;
— daxropsl, BO3JICHCTBYIOIINE Ha
nH(pOpMaIIUIO obpaboTke B

ABTOMATHU3UPOBAHHBIX

npu  ee
(MHpOpPMALTMOHHBIX)
cUCTEeMaXx;

— KU3HEHHBIE

UUKIBlL  MHGOpMauu

OTPAaHMYEHHOTO JIOCTyIIa B TMpoIecce ee
co3nanus, 00pabOTKH, TepeIadn;

— COBPEMCHHBIC CpPEICTBA W CIIOCOOBI
obecrnieueHus nH(OPMALIMOHHON
0e30I1aCHOCTH;

— OCHOBHBIE METOJIMKHM aHAJ3a YIpo3 H

pUCKOB MH(GOPMAILIMOHHON 0€3011aCHOCTH.




2. CTPYKTYPA Y COJIEP)KAHUE YUEBHOM JUCIIUILIVHBI

2.1 O6bem y4eOHOM TUCHHUILINHBI H BUbI y4eOHO# padoThl

Bun yueOHoi padboThl O0BeM B yacax

O0bem o0pa3oBaTe/IbHON NMPOrpaMMbl y4eOHOM AU CHUILINHBI 51
B T.4. B ()OpMe NPAKTHYeCKOIi MOATOTOBKH 37
B TOM YHUCIJIE:

TEOpETUYECKOE 00yUeHne 21
IIPAKTHUYECKHUE 3aHATHS 16
CamocTrosTenpHas padoTta 5
IIpome:xxyTouHasi arrecTanus B popMe dK3aMeHa 9




2.2 TemaTu4ecKkui IVIaH U cofepkaHue y4eOHOH TUCHUILINHBI «OCHOBbI MHPOPMALMOHHOI 0€30NIACHOCTID)

Koabi
KOMIIETeHI M 1
JIMYHOCTHBIX
HanMeHoBamme Oo0bem pe3yabTaToB,
pA3IEIOB H TeM Coaepixkanue yueOHOro Marepuasia 1 GopMbl OPraHU3aLMM JeSITeIbHOCTH 00yYal0IMXCS B ¢popmupoBanuio
yacax KOTOPBIX
crnocodcTByer
3JIeMEeHT
NPOrpaMMbl
1 2 3 4
Pasnen 1. Teopernueckue ocHOBBI MHPOPMAIMOHHOM 0€30MACHOCTH 16
Tema 1.1 CoaepxxaHue yueOHOro MaTepuasia 6 OK 01-OK 11,
Ocnosubie nonsaTHd 1 | Th. [ousTre nadopmanmonHo# 6e3omacHoctd. Mecto nHGOpMaMOHHON 0€30MacHOCTH B 4 IIK 2.4,
3aJaun CUCTEME HallMOHAJIBHOM Oe30macHoCTH cTpaHbl. (OCHOBHBIE COCTABIISAIONINE HAIIMOHATBHBIX JIP 10, JIP 15
MH(POPMAIMOHHOM nHTepecoB PP, nonoxeHus rocy1apcTBEHHOM MOJIMTUKY, HAIIPABJICHUS MEXKTyHAPOIHOTO
0e30macHOCTH corpynHuuectBa Pd.)
OcHOBHBIE BUIbI U UCTOYHUKHU yrpo3 HHPOpMAITMOHHON Oe3onmacHoCcTH PO.
(OneMeHThI OpraHM3allMOHHON OCHOBBI CHCTEMBI 00ecrieueHNns HH(OPMallMOHHON 0€3011acHOCTH
PD)
B TOM uyHciie IPaKTHYeCKUX 3aHATHH 2
[TonroroBka coobmienuii Ha Temy: «MHpopmanronHas BoitHa. HpOpManimoHHoe opyxue.
PagnosnexTpoHHas 60pb0ay
Tema 1.2 Coaepxanue yueOHOro MaTepuasia 8 OK 01-OK 11,
OCHOBBI 3aIIUTEI Nudopmanumst. JXuzHeHHBIC TUKITBI KOH(UICHIIMATEHOW HH()OPMAIIHH. 2 IIK 2.4,
UH(pOpMaLH (lemocTHOCTB, JOCTYIHOCTH M KOH(HUISHIINATLHOCTh HH(popMmaryn). Kimaccudukamnms JIP 4, JIP 10, JIP
3ammuinaeMon nHGopMaIuu o BUAAM TalH U CTENEHIM KOH(QUIECHIIUATbHOCTH. 13-21
B ToM unciie IpaKTHYeCKUX 3aHATHH 6
[ToxroToBka cooOmieHmi 00 OXpaHe Pa3IMYHBIX BUAOB TaiH (TOCYIapCTBEHHON, KOMMEPUYECKO,
0aHKOBCKOM, TpoecCHOHATIBHOM, CTY)KeOHOH TaliH, MEJIMIIMHCKON M IEPCOHAIBHBIX JIAHHBIX)
ABTOPCKO€ IMPaBO M HHTEIUICKTYaIbHAsi COOCTBEHHOCTb
Cucrema nmuen3upoBanust U ceptuduranuu PO B o0macTy 3anuThl HHOOPMAIHH
CamocrosiTesibHas padoTa 2




PabGora B cripaBOYHO-TIPaBOBOM CHCTEME C HOPMATUBHBIMH H TPABOBBIMH JIOKYMEHTAMH T10
MH(MOPMAIMOHHOHN O6€30MacHOCTH

Paznen 2. CoBpeMeHHbIE CpeICTBAa M METO/AbI 00ecnieuyeHUus1 HH(POPMALMOHHOM 0e30aCHOCTH 26
Tema 2.1 Conep:xanue yueOHOro MaTepuasa 23
3amura DneMeHTHl M 00BEKTHI 3alTUThl. MeTOIbl, CPEACTBAa U MEeXaHMU3MbI 3auThl. Kinaccudukarms. 15 OK 01-OK 11,
MH(pOpPMALUH B TexHosorNy NMpeIoTBPALICHUS, TAPUPOBAHUS U HEUTPAIU3ALUN YTPO3 UHPOPMAITMOHHOM IIK 2.4,
aBTOMATU3MPOBAHHLIX | 0€30IACHOCTH. JIP 4, JIP 10, JIP
(MH(OPMAIMOHHBIX) Kpunrorpadus. Kpunrocucremsl. Knaccudukanus MeTo10B KpunTorpaduyeckoro 3akpbITHsL. 13-21
cucTeMax CucTeMbl ¢ OTKPBITBIMU KITIOUaMH. DIEKTPOHHAS IIU(POBast MOAIHUCH.

Knaccudukamms supycoB. Texnonoruu 00pbObl. AHTHBHPYCHBIE IPOTPAMMBI.

OcHoBHbBIe MeXaHU3MBI 3alUTHI [IK 0T HECAHKITMOHUPOBAHHOTO JIOCTYNA ((hHU3MUecKas 3aIuTa,

ayTeHTU(UKAIMs, pa3rpaHIueHIe JOCTyIa, KpUITOTpaguuecKoe 3aKphITHE, PETHCTPALIUS

oOparneHuit).

WmxeHepHas 3alliuTa U TEXHUYECKasi OXpaHa 00beKTOB HH(POPMATH3ALINH.

ABTOMaTU3MpOBaHHbIE cucTeMbl KOHTpOJIs focTtyna (ACK]L) (Mcnonab3oBaHuE MIIACTUKOBBIX

UJCHTU(PUKAIIMOHHBIX KapTOUEK, CMapT-KapT, JOTOTUIIOB, 3MOOCCUPOBAHUS U OMOMETPUUECKUX

CUCTEM HJICHTU(UKALIUN).

B ToM ymnciie NPaKTHYeCKHUX 3aHATHI 8

Knaccudukarmst yrpo3 6e3omacHocTr HHGOpPMAIHH Ha TUTIOBOM 00BEeKTe HH(BOpMATH3AIN

Br16op Mep 3anmThl HHGOPMALIIK, HEOOXOIMMBIX B KOJIIEIDKE

PaboTa Ha Temy: «Mosi foManIHssl aHTUBUpPYCHAsi mporpamMma. [Imocel 1 MEUHYCBD)

3armura (haiiioB ¥ MAroK Ha MEPCOHATLHOM KOMITBIOTEPE.

CamocrosiTeibHast padora 3

IToaroroBka noknajga Ha TeMy: «CoOBpeMEHHbIE CUCTEMbI KOHTPOJISL YIPABJIEHUS JJOCTYIIOM).
Hroro 42
IIpomexyTouHas arrecTanus 9
Bcero 51




3. YCJIOBUS PEAJIM3AIIMU ITPOTPAMMBI YYEFHOM TUCIATLIIMHBI

3.1 Jlng peanu3auuy MNPOrpaMMbl Yy4eOHOWH JUCHUIUVIMHBI JOJKHBI OBITh
NpeayCMOTPEeHbI cJIeAyIolue crielialbHble OMelleHUs:
Jlaboparopun nHGOPMAITMOHHBIX TEXHOJIOTHH.

O6opynoBanue  yaboparopuu  WHGOPMAIMOHHBIX  TEXHOJIOTHH:  TIEPCOHATBHBIN
KOMIIBIOTEP, IMPOCKTOP, MNPE3CHTAIMK YPOKOB, CTCHABI, IIJIAKaTbl, MCTOAUYCCKUC HOCO6I/I$I,
MOCAJOYHbIE MecTa [0 KOJMYECTBY OOydJarommxcsi, pabdodee MecTo IpenogaBareds,
MYJIbTUMEINIHOE 000PYI0BaHHE.

3.2 UndopmanuoHHOe o0ecriedyeHUue peain3aluu NporpaMmmbl
Jia peanuzauuu mporpamMmbl OMOIMOTEYHBIH (OHJ 00pa30BaTEIbLHOW OpraHMU3alM JOJHKEH
UMETh TI€YaTHblE€ W/WIM DJEKTPOHHBIE OOpa3oBaTelibHblE M WH(OPMALMOHHBIE PECYPCHI,
pexomenaoBanuple  @YMO, nans  wucnosnb3oBaHust B oOpasoBaTenbHOM mpouecce. I[lpu
dbopmupoBanuu OuOIMOTEUHOTO (hOHIA 00pA30BATEIBLHON OpraHU3AIMei BHIOUPACTCS HE MEHEE
OJTHOTO M3JIAaHWsI M3 TIEPEUNCIICHHBIX HIDKE TICUaTHBIX W3aHUKA U (W) DJICKTPOHHBIX W3JIAaHHUH B
Ka4ecTBE OCHOBHOTO, TIPH 3TOM CITHCOK, MOYKET OBITh JJOMOJHEH HOBBIMH H3/IaHHUSIMH.

3.2.1 OcHoBHEBIE NeYaTHLIE H3AaHUS
1. Bbyo6noB, A. A. OcHoBbl HHpOpMaMOHHON Ge3omacHocTH [TekcT]: yueOHuk/ A. A.

by6nos, B. H. TIlpxeropmunckuii, O. A. CaBunkuH. - M.: Axagemus, 2018. - 256 c.: wi. -
(ITpodeccuonanbHOE 00pa3oBaHUE).

2. Undopmannonnas 0ezonacHocTh: yueOHuK / MensuukoB B.IL., nmox pen., KynpusHos
A.N., BacunwseBa T.}FO. — Mocksa: KnoPyc, 2020. — 371 ¢. — (ms GakanaBpoB). — ISBN
978-5-406-07695-8. — URL.: https://book.ru/book/932908 — TekcT: 31eKTpOHHBIIA.

3. Tapteika T.JI., TlomoB WU.M. Uudopmanmonnas Oe3zomacHocTh [Tekct]: yueGHOE
nmocobue A CTYACHTOB YUPEXKICHUN CpeaHero npodeccuoHaIbHOro 00pa3oBaHus — 5-¢ u3l.,
nepepad. u gom. - M.: ®OPYM: MHOPA — M, 2016. — 432 c.: un. — (IIpodeccuonanpHoe
obpasoBaHue).

4. Illasprun B. ®. HWuadopmanuoHHas O0€30MACHOCTh KOMIIBIOTEPHBIX CHCTEM
u cererr [Tekcr]: yaeOnoe mocobue - M.: NI ®OPYM, HUILl UHDPA-M, 2016. - 416 c. -
(ITpodeccuonanbHOE 00pazoBaHUE).

3.2.2 JlonoJiHUTEJIbHBbIE NTeYATHbIE UCTOUYHUKH

1. BonkoBa H.M. MndopmannonHas 6e30macHOCTb: yueOHO-METOIMYECKOE Mocolue. -
HoBocubupck, 2011. — 56 c.

2. Menbnukos, B. [1. Undopmannonnas 6ezonacHocts [Tekct]: yuebHoe nocodue/ B.I1.
MenbHUKOB, C.A. KneitmaHos, AM. [Tetpakos; (Vi pen.
C.A. KieiimanoB. - M.: Axkagemus, 2005. - 333 c.: un. - (Cpemnee mpodeccHoHaIbHOE
obpasoBaHue).

3.2.3 llepuoguyecKkue U3gaHusl

1. Kypuanet Chip/Humn: XypHal 0 KOMIBIOTEPHON TEXHHUKE JJsl IPO(EeCcCHOHANIOB U
ONBITHBIX MOJIB30BAaTENCH;

2. Kypuane! 3amura uapopmauuu. Uucaiin: MadopmaninoHHO-METOMUECKUNA KypHAIT

3. HHdopmanronHas 6e€30macHOCTb pernoHOB: HayuHo-npakTHuyecKuil xKypHai



4. Bompocsl kubep6ezonacHoctu. HayuHblil, nepuoauueckuii, HHGOPMALUOHHO-
METOJMYECKUN JKypHal C 0a30Boil crnenuanu3zanved B oOinacté  UHOOPMALMOHHOU
6e3omacunoctu.. URL: http://cyberrus.com/

5. be3onacHocte MHpOpMaMOHHBIX TexHosorui. Ilepuonuueckuii pereH3UpyeMblit
HayuHbli xxypHast HUAY MUO®OU. URL: http://bit.mephi.ru/

3.2.4 JlonoTHUTEJbHbIE HCTOYHUKH

1. ®epepanpHas ciayxba MO TEXHHYECKOMY M 3KcnopTHOMy KoHTpomo (PCTIK
Poccun) www.fstec.ru

2. HWudopmanmoHHO-CIIpaBOYHAs CHCTEMa 1O JOKYMEHTaM B 00JIACTH TEXHUYECKOU
3amuThl nHGOpMamu www.fstec.ru

3. OOpa3oBarenpHble TMOPTAIBI [0 PA3JIMYHBIM HAMPABICHUSIM OOpa30BaHUS U
temaruke http://depobr.gov35.ru/

4. CnpaBouno-mpaBoBas cucreMa «Koncynsrant Iliroc» www.consultant.ru
CnpaBo4Ho-TIpaBoBas cucteMa «['apant» » www.garant.ru
®denepanpubiii opran «Poccuiickoe oOpazoBanne www.edu.ru
®enepanbHblil mpaBoBoil nopran «lOpuanueckas Poccus» http://www.law.edu.ru/
Poccuiickuii Gnomerpudeckuii moptan www.biometrics.ru

®© NN

9. ®enepanbublii moptan «MHPOPMAIMOHHO- KOMMYHHKAI[MOHHBIE TEXHOJOTHMH B
obpazoBanum» htpp\\:www.ict.edu.ru
10. Caiit HayuHoii anekrponHol 6ubnuoreku www.elibrary.ru

B vcII0BUSAX IWCTAHIIMOHHOTO O0OVUECHHUS:

- UHCTPYKT@X U BblJaua 3aJaHHsl HPOU3BOIUTCS B (GopMe TeIeKOH(PEpEeHIUH B
porpamme Zoom;

- BCSl HEOOX01MMast TOKYMEHTAIUs BBICBHIJIAETCSI [0 3JIEKTPOHHOM 1OYTE;

- oOpaTHas CBSI3b U KOHCYJIBTALIUU OCYILECTBISIOTCA B NpuiiokeHnn Bonan, Bxkonrakre
U IO DJIEKTPOHHOM 10YTE;

- BBIIIOJIHEHHBIE 3a/1aHUs COOMPAIOTCS B apXUB U OTIPABIISIOTCS Ha 00JIaKO;

- 9K3aMEH OCylIeCTBIsIeTCA B (popMe TeneKoH(pepeHuu B Iporpamme Zoom.



4. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHHMSI YYEFHOI

JUCHUIIJIMHBI

Pe3yabTaThl 00yyeHHs

KpuTepml OLICHKHU

MeTtoabl OLIEeHKH

3HaHUA:

— CYIIHOCTH U MTOHSTHE
MH(POPMAITMOHHOMN 6€30TTaCHOCTH,
XapaKTePUCTUKY €e
COCTaBJISFOIIUX;

— MecTO MHPOPMAIIMOHHOMN
0€30MacHOCTH B CUCTEME
HAIlMOHAJILHOM 0€301acHOCTH
CTpaHBI;

— BUJIbI, HCTOYHUKH W HOCHTEITU
3aluaeMon HHpopMaIuy;

— UCTOYHHUKH yrpo3 OE30TaCHOCTH
WH(OPMALIMK U MEPHI 110 UX
MPEOTBPAILICHHIO;

— (bakTopHhl, BO3ACHCTBYIOIINE HA
uH(popmaluio 1npu ee 00padoTKe B
ABTOMATH3UPOBAHHBIX
(MH(pOpPMALIMOHHBIX) CUCTEMAX;

— JKH3HCHHBIC IUKJTBI
nHGOpPMAIMK OTPAHUICHHOTO
JOCTYTIa B MPOIIECCE €€ CO3JIaHMs,
00paboTku, nepegayu;

— COBpEMEHHBIE CPE/ICTBA U
croco0Obl oOecreueHust
MH(POPMAITMOHHOM 06€30MacHOCTH;
— OCHOBHBIC METOJMKH aHAIH3a
YIpO3 U pUCKOB MH(GOPMAITMOHHON
0€30MacCHOCTH.

JleMOoHCTpanus 3HaHU 110
Kypcy «OCHOBBI
nH(pOpPMaLMOHHON
0€301acCHOCTHY B
MMOBCEAHEBHOM 1
npoecCuoHATBHOM

TSI TSIILHOCTH.

DKcrepTHasi OLEeHKa
pe3yJbTaToB
NeSITeIbHOCTH
oOyuaromierocs mnpu
BBINIOJIHEHUH U 3alUTe
pe3ybTaToB
MIPaKTUYECKUX
3aHATHIA.
TectupoBanue
OK3aMeH

YmMenus:

— KJIacCU(PHUITUPOBATH
3aIMIIAeMYI0 HHPOPMAIIHIO TIO
BHJIaM TaiHBI ¥ CTEIICHSIM
CEKPETHOCTH;

— KJIacCU(PUITUPOBATH OCHOBHBIC
YIpO3bl 0€30MaCHOCTH
uHpopmanuy;

YMeHus npoBOIUTH
KJ1accupuKanuio nHdopmanuu
10 BUAaM TallHbI U CTENIEHU
CEKPETHOCTH, OCHOBHBIX YTPO3
uH(popmMalny B
npoecCuoHATBHOM
NesITeIbHOCTH

DKCHepTHOE
HaOJIIOICHHE B
nporecce
MPAKTUYECKUX 3aHIATUI
DK3aMeH
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