npuoxkenue 1.1

k OIIOII no cneruanbHOCTH
10.02.05 O6ecrnieuenne nHOOPMAITMOHHOM
0€30MMacCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM

PABOYASA ITIPOI'PAMMA ITPOPECCHOHAJIBHOT'O MOAY JISA

IIM.01 SKCIINIYATAIUA ABTOMATHU3UPOBAHHBIX
(MH®OPMAIIMOHHBIX) CUCTEM B 3BAIIMIIEHHOM UCITIOJIHEHUU

2024 r.



PabGouass mporpamMma mnpodeccHOHATBHOTO MOIyJsl pa3paboTaHa Ha OCHOBE
@denepaqbHOTO  TOCYIApCTBEHHOTO  00pa3oBaTEeNbHOrO  CTaHAapTra 10
CHEUUAIBHOCTH  cpeAaHero  mpodeccuoHanbHoro  obOpaszoanus  10.02.05
Obecrnieyuenre MHYOPMALIMOHHONW OE30MACHOCTH ABTOMATHU3WPOBAHHBIX CHUCTEM,
BXOASAUIEM B COCTaB YKpymHeHHOM rpynnsl cneunuansHocTter  10.00.00
NudopmanmonHas 6€301acHOCTb.

Opranuzanus-pa3paboTyK: ToCyJapCcTBEHHOE OIKeTHOE NpodeccruoHaIbHOe
oOpazoBatenbHOoe yupexjaeHue Hopocubupckoit o6mactu «HoBocubupckuii
npohecCHOHANBHO-TIEAArOTHYECKUN KOJIIIEIK.

PazpaboTunku:

®UO., mpenogaBaresb

PaccmoTpena u npuHsaTa Ha 3acenannu kadeapsl HHOOPMAITMOHHBIX TEXHOJIOTHI U
nu3aiHa

ITpotoxon Ne 1 ot 29.08.2024 1.

PykoBoauTens kadeapsl O.1O.Any¢puena

(moyuce)



COJIEPKAHUE

. OBIIASI XAPAKTEPUCTUKA PABOYEH ITPOI'PAMMBI
IMPOPPECHOHAJIBHOT'O MOAYJIA

. CTPYKTYPA U COAEPKAHUE NMPOPECCHOHAJBHOI'O

MOJIYJIS

. YCJIOBUA PEAJIM3ALIMN IMPO®ECCHUOHAJIBHOI'O

MOJIYJIS

. KOHTPOJIb U OHLEHKA PE3YJbTATOB OCBOEHMUSA

IMPO®ECCHUOHAJIBHOI'O MOJAYJIA

21

23



1. OBIIAA XAPAKTEPUCTUKA PABOYEWN ITPOT'PAMMBI
MNMPO®ECCHOHAJIBHOI'O MOAYJIA
«IIM.01 DkcmryaTanus aBTOMATH3MPOBAHHBIX
(uHpOpPMALMOHHBIX) CUCTEM B 3AIMIIEHHOM UCIOJHEHUN»

1.1. Iesp ¥ miIaHUpPYyeMbIe Pe3yJIbTaThl OCBOCHUS MPO(PECCHOHAIBLHOI0 MOYJIsI
B pesynbrate u3yueHHs NpopecCHOHATBLHOIO MOJIYJS CTYIEHT JOJDKEH OCBOUTH BUJ

NESTeIbHOCTH ~ OKCIUTyaTallus  aBTOMAaTH3UPOBAaHHBIX  (MH(QOPMAIIMOHHBIX) CHUCTEM B
3alIUIIEHHOM UCIIOJTHEHUH M COOTBETCTBYIOIINE eMy MPo(ecCHOHaTbHbIE KOMIIETEHINH:

1.1.1 IlepeyeHb 00IMX KOMIIETEHIIHI

Kon HanMeHoBaHMe 001X KOMIIETEHIINHA

OK 1 Bo16upats ciocoObl penienus 3a1a4 npopeccuOHaNbHOMN 1eITeIbHOCTH,
IIPUMEHUTEIBHO K Pa3IMYHbIM KOHTEKCTaM.

OK 2 Ocy1ecTBISTh OUCK, aHATIU3 U UHTEPIIPETaLnio HH(OpMaLuy, HEOOXOAUMOMN st
BBINOJIHEHMSI 33/1a4 TPOEeCCUOHATBHOM I TEIbHOCTH.

OK 3 [InanupoBaTh M peaqn30BBIBaTh COOCTBEHHOE TPO(ECCHOHATBHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4 PabotaTh B KoJIIIEKTHBE M KOMaH/e, 3 (HEKTUBHO B3aUMOJICHCTBOBATh C KOJUIETAMH,
PYKOBOJICTBOM, KJIMEHTAMHU

OK'5 OcymiecTBIATh YCTHYI0 W IUCHbMEHHYI0 KOMMYHHMKAIMIO Ha TOCYAapCTBEHHOM
SI3BIKE C YUETOM O0COOEHHOCTEN COLIMAIbHOIO U KYJIBTYPHOTO KOHTEKCTA.

OK 6 [IposBAATH rpak JaHCKO-MATPHOTHUECKYIO MO3ULIHIO, IEeMOHCTPHPOBATH
OCO3HAHHOE MOBEICHNE Ha OCHOBE TPAJUIIMOHHBIX OOIIEUEI0BEYECKUX IEHHOCTEH,
OPUMEHSTh CTaHAPThl AaHTUKOPPYNLIMOHHOTO MTOBEJICHHSL.

OK 7 CopeiicTBOBaTh COXPAHEHHUIO OKPYXKAIOUIEH cpeibl, pecypcocOepekeHuIo,
3¢ (dEKTUBHO ASHCTBOBAThH B UPE3BBIYAMHBIX CUTYALIUSX.

OK 8 Hcnonb3oBatk cpencTBa GU3NYECKON KYIbTYPHI U1 COXPAHEHUS U YKPETIIICHUS
3JI0pOBbsI B IIpoliecce NPodecCuoHaTbHOM NEATETbHOCTH U TOIePKAHUS
He00X0IMMOr0 YpOBHS (hU3HUECKOM MOArOTOBJIEHHOCTH

OK 9 Hcnonp3oBate HHPOPMATMOHHBIE TEXHOIOTHU B TPO(ECCHOHATBHOM
JeSITeIbHOCTH.

OK 10 [Tonp30BaTbest MpodeccnoHaIbHOM TOKYMEHTalMEeH Ha TOCYJapCTBEHHOM U
UHOCTPAaHHOM SI3bIKaX.

OK 11 Hcnonp3oBate 3HaHUS 110 (PUHAHCOBOM IPaMOTHOCTH, TUTAHUPOBATH
HpeANPUHUMATENBCKYIO IeATENILHOCTh B MpodeccuoHanbHoi chepe.

1.1.2 Ilepeyenn npogeccCHOHAIBbHBIX KOMIIeTEHIM A

KOII HaumeHnoBanue BHU0B N€ATCJIBHOCTH U leO(l)eCCl/IOHaJI])HLlX KOMHeTeHHI/lﬁ

BA1 kcnayaTaumsa aBTOMaTU3NPOBAHHbIX (MHGOPMALIMOHHBIX) CUCTEM B
3aLMNLLEHHOM NCNOSIHEHWN

IIK11 MpOV3BOANTL YCTAHOBKY M HACTPOMKY KOMMOHEHTOB
aBTOMATU3NPOBAHHbIX (MHGOPMALMOHHbIX) CUCTEM B 3aLLMLLEHHOM
WNCMOJIHEHUW B COOTBETCTBUM C TPeOOBaHNAMM 3KCMAyaTaLMOHHOWM
AOKYMEHTaLNN.

IIK 1.2 AAMUHNCTPUPOBAaTb NPOrpamMMHble 1 MpOorpaMMHo-annapaTHblie
KOMMOHEHTblI aBTOMAaTN3NPOBAHHbIX (I/IHCI)OpMaLI,I/IOHHbIX) cmcTemMm B
3aLLMNLLEHHOM NCMONHEHNN.

K 1.3

ObecneunBaTb 6ecnepeboriHy0 paboTy aBTOMATU3VPOBAHHbIX




(I/IHCI)OpMaLI,I/IOHHbIX) cncTem B 3allmuieHHOM UCnoaHeHN B
cooTBeTCTBUA C Tpe6OBaHI/IFIMI/I 3KCI'I]'I)/8T8LI,VIOHHOI7I AOKYMeHTalunu.

IIK 1.4 OcyLecTBNATL NPOBEPKY TEXHNUYECKOrO COCTOSAHMSA, TEXHNUECKoe
06CNyXKMBaHME U TEKYLLWIA PEMOHT, YCTPAHATL 0TKa3bl U
BOCCTaHaB/MBaTb PaboTOCNOCO6HOCTL aBTOMATM3MPOBAHHbIX
(MHPOPMALMOHHBIX) CUCTEM B 3aLLMLLEHHOM UCMONHEHWN.

1.1.3 B pe3yJjbTaTe ocBoeHMsi NPOdecCHOHAIBHOT0 MOXYJIS 00Yy4aIONIUIICH 10JIKEH:

HNmetn - KCIUTyaTaIlii KOMIIOHEHTOB CHCTEM 3aIllUTHl HHPOPMAIIIH aBTOMATH3UPOBAHHBIX CUCTEM;
MIPaKTUIECKUI - JIMarHOCTHKWA KOMIIOHEHTOB cucTeM 3anmThl uH(popMarmu AC, yCTpaHCHHS OTKa30B U
OIIBIT BOCCTaHOBJICHUSI paOOTOCIIOCOOHOCTH aBTOMATH3UPOBaHHBIX (MH(OPMAIIHOHHBIX ) CUCTEM;
- aJMUHHCTPUPOBAHUS aBTOMATHU3WPOBAHHBIX HH(OPMAIMOHHBIX CHCTEM B 3al[UIIEHHOM
HCTIOJTHEHHUH,

- YCTaHOBKH U HACTPOWKH KOMIOHEHTOB CHCTEM 3aIllUTHl HH(POPMALUH aBTOMATH3HPOBAHHBIX
(nH(DOPMAIIMOHHBIX) CHCTEM.

Ymerb - OCYUICCTBJIATh  KOMIUIEKTOBaHME, KOH(UIYpHpOBaHUE, HACTPOMKY
ABTOMAaTHU3UPOBAHHBIX CHUCTEM B 3alIUIICHHOM HWCIIOJIHCHHUHW W KOMIIOHCHT
CHUCTEM 3allIMThI I/IH(I)OpMaI_II/II/I ABTOMATU3HUPOBAHHBIX CUCTCM,

- OPraHU30BBIBAThH, KOH(PUTYPHPOBATH, TPOU3BOJUTH MOHTAX, OCYILECTBIATh JUATHOCTHKY H
YCTPaHsITh HEUCTIPABHOCTH KOMITBIOTEPHBIX CeTeil, paboTaTh ¢ CETEBBIMU MPOTOKOJIAMHU
Pa3HbIX YPOBHEI];

- OCYILECTBIISATh KOH(PUTYPUPOBaHKE, HACTPOIKY KOMIOHEHT CUCTEM 3aIlUThl HH(POPMAIUU
aBTOMAaTH3UPOBAHHBIX CUCTEM;

- MPOU3BOAUTHL YCTAHOBKY, aJallTallul0O HW COIPOBOXICHHUEC TUIIOBOI'O
IporpaMMHOIO O6€CHC‘I€HI/IH, BXOoOAOoI€ro B COCTaB CHCTEM  3alllMTHI
nHpOpPMAaLUU aBTOMATU3UPOBAHHON CUCTEMBIL;

- HacTpaWBaThb W YCTPaHITh HEHUCIIPABHOCTH MPOTrPAMMHO-ANNAPaTHBIX
CpCACTB 3alIUThbI I/IH(bOpMaI_H/II/I B KOMIIBIOTCPHBIX CCTAX IO 3aJdHHBIM

HpaBHiIaM;
- obecrnieuuBaTh pabOTOCIIOCOOHOCTh, OOHApY)XHWBaTh M  YCTPAHATH
HEHCIIPABHOCTH.

3uath - COCTaB U MPUHIIMITBI pabOTHl aBTOMaTH3UPOBAHHBIX CHCTEM, ONEPALMOHHBIX

CUCTEM M CpeJl; NMPUHIUIMBI pa3paboTKU aJrOpUTMOB IMPOTPAMM, OCHOBHBIX
IIPUEMOB MIPOrPaMMHPOBAHUS; MOJeNu 0a3 JaHHBIX; IPUHIMIIBI TIOCTPOCHUS,
(uznyeckre 0CHOBBI pabOThl EpUPEPUNHBIX YCTPONUCTB;

- TEOPETUYECKHE OCHOBbI KOMIIBIOTEPHBIX CETEH U MX amlapaTHBIX
KOMITOHEHT, CETEBBIX MOJIeJIel, MPOTOKOJIOB U IPUHLIUIIOB a/ipecallyy;

- TOpAJOK YCTaHOBKM M BBOJAa B O3KCIUIyaTallUIO CPEICTB 3allUTHI
nH(pOpMalUU B KOMIIBIOTEPHBIX CETSX;

- TIPUHLUIIBI OCHOBHBIX METOJOB OpraHM3alMi ¥ IPOBEAEHUS TEXHUYECKOTO
00CITyKUBaHUSI BBIYUCIUTEILHON TEXHUKU M JAPYTUX TEXHUYECKUX CPEICTB
uH(pOpPMATU3ALIUH.

1.2 Kosim4ecTBO 4aCOB HA OCBOEHHE NMPOrpamMMbl MPOodeccuoHAIBLHOI0 MOIYJISA

Bcero 633 gaca




B TOM 4HCJIe B (hopMaTe MpaKTHUECKON MOArOTOBKH 228 yaca
N3 vux Ha ocBoenne MJIK 492 gaca
B TOM YHCIIE CAaMOCTOsITeNIbHAs paboTa 66 yaca

IIPAKTHKH, B TOM uncie yueOHas 108 yacos
[TpomexxyTouHas arrectanus 33 yaca



2. CTPYKTYPA U COAEP KAHUE NIPO®ECCUOHAJIBHOT'O MOAYJIsA
2.1 TemaTnuyeckuii miIad npogeccHOHAIBHOI0 MOXYJIA

O6beM npohecCHOHAIBHOTO MOJIYJIA, aK. Yac.
% Pabora oOydaromuxcsi BO B3aMMOACHCTBHH C TIPEIIOIaBaTeieM CgI(;CHT;ﬂ-
Konanl HaumenoBanus % - O6yquHe 1o MI[K HpaKTI/IKI/I pa60Ta1
po¢heCCUOHATHHBI paznenos C}’MMaPHH z 5 B Tom uncne
X 00LIMX npoeCCUOHATLHOTO i 0bBeM =3 E 5
KOMIETEHLH MOAyJIst HATPYSK, | = 2| Beero 5 : Jla6opar KypcoBsl Vueb [IpousBoacTBEH Koncy
Hac. E £ 5 E . ¥ TIPAKT. X pabot Has Has Jb-TaLHH’
m = ¢| samaruit | (mpoextos)’
1 2 3 4 5 6 7 8 9 10 11 12
K 1.1. MK 01.01 Paznen 420 282 312 174 30 108 43
IIK 1.2. 1. Dkcrutyarauus 17
IIK 1.3. aBTOMATHU3HPOBAHHBI 4
IIK 1.4. X
OK 1-OK10 (nH(DOPMAITOHHBIX )
CHCTEM B
3aIUIIIEHHOM
VICIIOJTHCHHH
MK 01.02 Pazgen 180 54 180 54 23
2. DKcrryaranus
KOMITBIOTEPHBIX
ceren
IIpome:xyTounas 33 33
arTrecTanus
Bcezo: 633 336 492 33 228 30 108 66

! CamocrosTensHas paboTa B paMKkax 00pa30BaTeILHOW MPOTrPaMMbl IUIAHUPYETCS 00pa3oBaTEIbHOM opraHu3aiueit B cooTBercTBUM ¢ TpeboBanusmMu OI'OC CIIO B mpemenax
00BeMa MPOECCHOHATHFHOTO MOIYJSI B KOJHYSCTBE YacOB, HEOOXOAMMOM [UIS BHITIONHEHUS 33/laHU CaMOCTOATEIBHOW paboThl 00YYAIONINXCS, MPEIyCMOTPSHHBIX TEMaTHUYECCKUM
IUTAHOM U COZIep’KaHUEM MEXIUCLUIUIMHAPHOTO Kypca.

Koncynbrauy BCTaBISIIOTCS B CIydae OTCYTCTBUS B yueOHOM ILTaHE HeJellb Ha IIPOMEXKYTOUHYIO aTTECTAIMIO 10 MOIYJIIO.

JlaHHas KOJOHKa yKa3bpIBaeTCs TONBKO 1 cneruanbaocTeit CIIO.
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2.2 TemaTn4eckuii miad npogeccHOHAIbHOI0 MOIYJIA

HaumenoBanue pa3jaeiion
U TeM NPo(ecCHOHAIBLHOI0

monyas (IIM), Coaep:kanue yueGHOr0 MaTepualia, 1a6opaTopHbie padoThl H NPAKTHYECKHE 3aHATHS,
MEKIHCUUIIHHAPHBIX CaMoCTOsITe/IbHAS paboTa 00y4arouMxcsi, KypcoBasi padoT (IPoeKT) Obnem B acax
kypcoB (M/IK)
1 2 3
M/IK.01.01
Pazjnen 1. DxciryaTanusi moacucTeM 0e30MacHOCTH ABTOMATU3HPOBAHHBIX CHCTEM 312
Tema 1.1 Conep:kanue 10
OcHoBBI 1. Beenenue. Macrpykrax mo Th. O630p kypca
ABTOMATHU3HPOBAHHBIX 2. OcHOBHBIE OHTHS HHOOPMALIMOHHON OE30MACHOCTH
CHCTEM KaK 00beKTa 3. ABromaTu3npoBaHHOM cucteMbl. Knaccugpukamus AC
3alInThI 4. Mojenbs HapyIIUTENs CUCTEMBI HH(MOpMalMOHHON 6e3omacHocT B AC
5. O0BEKTHI 3aTUTH HHPOPMAIIUH. XaPAKTEPUCTHUKA H CBOMCTBA OOBEKTOB.
Tema 1.2 Conepxanue 10
OCHOBHBIE TPUHIIUTIBI 1. ITonsitue OC. Haznauenue OC. Apxurektypa OC. OcHoBHbIE TpUHIIMIEI HocTpoeHus: OC.
ONCPAaLIMOHHBIX CUCTEM 2. Yupasnenue nanasivu B OC. [punnmme! ynpasienus pecypcamu B OC. TTonsitue ¢aitnoBoii cucTeMbl.
Bupl c60eB (haiiIoBOi CHCTEMBL.
3. [InanupoBanue npoueccoB. COCTOSTHUS CylIeCTBOBaHUS Ipouecca. CTpaTeruu iaHupOBaHUs pabOThI
IIPOLIECCOB.
4. UndopmanimoHHbIe TEXHOJIOTMH KOHEYHOT O NoJib3oBatesst. CpaBHeHuUe rpaduueckoro nurepdeiica u
uHTepdeiica KOMaHIHON CTPOKH.
5. Oneparnmonnas cuctema MS-DOS. Ocob6ennoct noctpoeHust U GpyHKIuoHupoBanusi. daitoBas
cucrtema MS-DOS.
B ToM unciie npakTHYecKUX 3aHATHI 10
1. CBs3b ¢ BHemHeH cpenoil. Buapl monb3oBaTensckoro natepdeiica. KonconpHble u rpadudeckue
uHTepdericel coppeMeHHbIX OC.
2. OnpeneneHue cO0eB OnepamoOHHON CUCTEMBI.
3. BIOS u ero dyukiuu. Padora B BIOS.
4. OcuoBaele koMauasl MS-DOS. daitnosas cucrema MS-DOS.
Tema 1.3 Conepxanue 6




OmneparmonHasi cuctema
WINDOWS

1.Bepcun OC Windows. CoctaB u npuaiun padotet OC Windows. Apxwurekrypa OC. 3amyck u
napameTpsl 3arpy3ku OC.

2. Mexanu3mbl 1 uHTEp(elcel BBOJA-BbIBOJA UH(POPMALIMU, PeaTU3yeMble ONEPAIMOHHON CHUCTEMOM
Windows. ®aiinossie FAT 32, NTES.

3. MexaHu3mbl 1 HHTEpGENChl B3aUMOJCHCTBHS € epupepuiiHbIME yCTpoiicTBamu, peainzyembie OC
Windows. Cioco0bl opraHu3aiiy o Aep>KKu ycTpoicTB. paiiBepsl 000py10BaHUs, CHCTEMHbIE
OHOJIMOTEKH.

B TOM uMcJIe IPAKTHYECKUX 3aAHATHHI

1.3arpy3ka OC MS Windows 1 niepBUYHbBIC HaBBIKH paOOTHI B Hell. PaboTa ¢ okHam#, MaHesb 3a/1a4,
TaHEJb YIPABJICHHUS.

2. Cucremuslii peectp regedit. @yHkimu peectpa. Hactpoiika u ouncTka peectpa.

3. Okcmuryaramus OC WINDOWS. Ynpasnenue nuckamu u ¢aiimamu B OC. PaGota co ciykeOHbIMU
porpaMMamH.

4. Hacrpoiika napameTpoB paboueil cpeabl noab3zoBatess. KonpurypupoBaHue anmnapaTHbIX YCTPOMCTB.

5. AnmunuctpupoBanue OC. YnpaBieHHe y9eTHBIMH 3alHCSIMH U HACTpOiika noibs3oBateneid B OC
Windows. Hactpoiika ceteBbix mapamerpoB B OC Windows.

6. Hactpoiika ceTeBbIX mapaMeTpoB. Y IPABJICHHUE pa3/ieIECHUEM PECYPCOB B JJOKATbHOM CETH.

14

Tema 1.4
OnepalmoHHbIe CUCTEMBI
cemerictBa Unix

Conep:kanue

1. Ucropus passutus, Bepcuun OC LINUX. CoctaB u npuniun padotsl OC LINUX. Ilpunoxenus,
Bxogsmnue B coctaB OC LINUX. OcoOGeHHOCTH MOCTpOoeHUsS U PYHKIIMOHUPOBAHUS CEMEICTB
onepannoHHbIX cucteM UNIX.

2. OcHoBable 3agaun agmuaucTpupoBanus OC LINUX. Uurepdeiic nons3osarens LINUX.
PopMHUpPOBAaHUE CUCTEMHBIX U MHCTAJUISIIMOHHBIX JIHCKOB.

3. @ainoBas cuctema OC LINUX.

B Tom uKc/ie MPAKTHYECKUX 3aAHATHH

1. Co3ganue ¥ HACTpOMKa BUPTYaIbHOM MalMHbI ¢ ycTaHoBiIeHHOH Ha Hel OC Kali Linux.

2. UccnenoBanue paboThl BUPTYaIbHON MAIIMHBI.

3. 3arpy3ka OC Linux ¥ nepBUYHbIC HABBIKH Pa0OTHI B CHCTEME.

4. N3yuenne ctpykrypsl OC LINUX. dopMupoBaHHE CUCTEMHOTO BbI30Ba.

5. OcnHoBuble komaHibl OC Linux. Co3gaHue 3anpocos.

6. Kondurypuposanue anmapatHsix yctpoicts B OC LINUX.

22

Tema 1.5
CereBble onepalnvoHHbIE
CHCTEMBI

Conep:xkanue

1. MHOro3agauHocTh B coBpeMeHHbIX OC, MeXaHu3MBbI U HHTEP(EHChI yIIPaBICHUS TapalIeIbHO
BhINOJIHSrOIMMUCS 3anadyaMu. OpHopanrosbsle ceTeBble OC u OC ¢ BbIIEIEHHBIMU CEPBEPAMMU.
YnpasieHue pa3ieICHUEM PECYPCOB B JOKAJIbHOW CETH.




2. MexaHu3Mbl 1 HHTEP(EHCH B3aUMOJICHCTBUS B COBPEMEHHBIX OTIEPAIIMOHHBIX CUCTEMaX B PaMKax
JIOKaJIbHBIX U IT100aJbHBIX BEIYUCIUTEIbHBIX CETEH.

3. B3aumopeiictBue komnoHeHTOB ceteBoit OC, ctpykrypa cereBoit OC. OcHOBHBIE 3a/1a4l
aIMUHUCTPUPOBAHUSI.

Tema 1.6
Co3nanue u obecrieueHue
0e301macHOCTH BeO-pecypcoB

Conep:xkanue

1. Ananns 3alUIIEHHOCTH cucTeM. be3onacHoCTh Be6—pecyp00B.

2. CtpykTtypa BeO-TexHonoruii. Beo-npunoxxenus.

3. Beb6-cepBepa. OcHOBHBIE THIIBI BeO-cepBepoB. X HACTPOUKU U CITyKOBbI.

4. Ilpunnun paboTel BeO-nipriiokeHui. J[ocTym k 0a3e maHHBIX.

B ToM 4mciie NpaAaKTHYECKUX 3aHATHI

1. Co3nauue BeO-caiira.

2. YcranoBka Web-cepBepa. Kondurypaius Ha HeM orepariioHHON CHCTEMBI.

3. YcranoBka SSH-cepBepa B Linux.Y nanennoe ynpasnenue OC. Hacrpoiika noctyna no npotokony SSH
Ha MapuIpyTH3aTOpe U Ha KOMMYTATOpE.

4. Hacrpoiika u conpoBoxaenue Web-cepepa Apache.

5. Hactpoiika 6e3omacHoii u 6ecriepedoiiHoi paboTsl BeO-cepBepa.

6. O6men nanHbMU Mexay Windows u Linux.IlepeHoc u pe3epBHOE KOMUPOBAHUE TAHHBIX.

7. MOHHTOPHHT pabOTOCTIOCOOHOCTH BEO-TIPHUIIOKEHUH.

8. CucreMa aHaiIn3a 3alUIeHHOCTU CETH.

32

CamocrosiTesibHas padoTa

Ay,I[I/IT CHUCTCMBbI 3allITUIIICHHOCTH

Tema 1.7
Teopust IpOEKTUPOBAHUS
0a3 JaHHBIX

Conep:kanue

B TOM uMcJIe IPAKTHYECKUX 3aHATHHI

1. [TpoexTupoBaHue 6a3bl TaHHBIX M CO3/IaHKHE Ta0IHUI]. B3anMocBsa3u MeX Ty TaOIUIIaMU: YCTAaHOBJICHUE U
yaajneHue. TUIbI KIHYeH.

2. KouctpyupoBanue unrepdeiicon nonb3onarens b/l. ®opmel. Ynpasnenue 3anucamu. COpTUPOBKaA,
TTOWCK ¥ (PrIIbTpaNHs JTaHHBIX.

3. TexHnonorus pazpaboTku 3ampocoB. Co3gaHue CI0XKHBIX 3aIPOCOB.

4. Ob6paboTka gaHHBIX. BEIBOA pe3ypTaToB 00pabOTKM TaHHBIX B BUJE oTueTa. Mcnonbp3oBanue MakpocoB
KaK 2JIEMEHT yIpaBlieHus: 0a3 TaHHBIX.

10

5. Co3zmanue cBsi3e MKy TabauIaMu. DKCIOPT U UMITOPT TaOIHIsl U (aitnoB B 6a3zy gaHHBIX.Co3/nanne
HTOTrOBOr'0 OTYETA.

CamocTosiTesibHasi padoTa

[TpoekTrpoBaHue 06a3 JaHHBIX

10




Coznianne Makpocos

Tema 1.8. Conepxanue 0
CO6op u ananus B Tom uKc/ie MPAKTHYECKUX 3aHATHH 2
uHdopmanmu s 1. Co3nanue cxeMbl pabOThI yAaIeHHBIX 0a3 JTaHHBIX.
MOArOTOBKHM K 3TaILy CamocTosiTesibHasi padoTa 4
HNPOCKTUPOBAHUA Coznanue ynanéunoi b/l
YIICHHBIX 0a3 JaHHBIX
Tema 1.9 Conepxanue 0
[IpoexTupoBanue B Tom unciie mpakTHYeCKUX 3aHATHH 10
yJaleHHbIX 0a3 JaHHbIX 1 1C: TOPI'OBJIA U CKJIA/L 8.0 "Hauano Begenus yuera'.
2 1C: TOPI'OBJIA N CKJIAJL 8.0 "3anosHeHre cnpaBOYHUKOB".
3 1C: TOPT'OBJIA U CKJIA L 8.0 "BBoa HauanpHBIX OCTATKOB JEHEKHBIX CPEICTB"
4 1C: TOPI'OBJIA 1 CKJIA/L 8.0 "IloctynieHue ToBapHO-MaTepUaAJIbHbIX LIEHHOCTEH ".
5 1C: TOPT'OBJIA U CKJIA ] 8.0 "Peanu3arusi ToBapHO-MaTepHAIBHBIX IIeHHOCTEH". ""3akppITHE cyeTa ".
CamocrosiTesibHas padoTa 4
Cosznanue b/
Tema 1.10 Conepxanue 4
AJIMUHUCTPUPOBAHUE U 1 JIByX3BeHHbIE M TPEX3BEHHBIE MOJIEH pacmpeeneHus QyHKIUN B KITHEHTCKO-CEPBEPHOM CTPYKTYpe
9KCIUTyaTalus yJ1aJleHHbIX yAQJICHHBIX 0a3 TaHHBIX.
0a3 IaHHBIX 2 3amuTa nHGOpMALMU B YIaleHHbIX 0a3ax AaHHBIX. OCHOBHBIE IPOOIEMbI U CLIOCOOBI 3AUTHI
YAQJICHHBIX 0a3 TaHHBIX.
B TOM uMcJIe IPAKTHYECKUX 3aAHATHHI 12
1 MySQL. Bo3moxxknoctt MySQL.
2 JIByx3BEHHBIC MOJICIHN pacnpeeieHrs QyHKINN B KITUCHTCKO-CEPBEPHON CTPYKTYpE yAaJICHHBIX 0a3
JTAHHBIX.
3 Tpex3BeHHBIE MOJICIH pactpeeiieHus: QYHKIUI B KIIHEHTCKO-CEPBEPHON CTPYKTYpE yIaICHHBIX 0a3
JTAHHBIX.
4 KontpoasHoe 3assitue 1o reMe. DopmuponaHnue 3anpocos K yaaneHHbIM B/
CamocrosiTesibHas padoTa 6
ba3bl ganabix MySql
Tema 1.11 Conepxanue 8
ABTOMaTH3UPOBAHHBIE 1 CtpykTypa cucteMbl obecnieueHus 6e3onacHoctu uHdopmanuu B AC.

CUCTEMBI KaK 00BEKTHI
oOecrieueHus 0€30MacHOCTH
uHpOpMaLun

2 Iloncucrema obecriedeHus: 6€30MaCHOCTH WHPOPMAIIUU OT
HECaHKIIMOHHPOBAHHOTO JIOCTYTIA

3 Iloacucrema ynpaBieHHs CpeICTBAMU obecriedeHns: 0€30MacHOCTH OT HECAHKIIMOHHMPOBAHHOTO JOCTYIIA.
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Kananer u meToasr HCJI x nabopManuu.

4 Tlogcucrema obecrieueHrus 0€30MaCHOCTH OT MPeTHAMEPEHHOTO
HECAaHKLMOHUPOBAHHOIO JJOCTYTIA.

B TOM uMcJIe IPAKTHYECKUX 3aAHATHHI

1 Metonas! u crioco6s! 3amuThl HHbopManmu. Knaccubukarmms C3U or HCJI.

2 PexoMeHianuu 1o BeIOOpY cpeacts 3ammuthl oT HC/I.

3 IIporpammuo-annapathbie cpeactsa C3U HC.

4 TloxcucreMa ONO3HAHMS U pa3rpaHUueHust JocTyna K nHpopmanuu. HazHaueHne 1 BO3MOKHOCTH.

5 OHpe,ueneHHe BO3MOXKHOCTEH HCCAHKINHMOHHUPOBAHHOI'O JOCTYIIA K 3aluIaeMoi I/IH(I)OpMaI_[I/II/I.

10

CamocrosiTesibHasg pabora

HecaHk1iimoHMpOBaHHbIN TOCTYII

Tema 1.12
YTpo3bl HHPOPMAITMOHHON
oe3omacHoctu B AC

Conep:kanue

1 Yrpo3ssl nadopmarmonHoi 6e3onacaoctu B AC.

B ToM Yuc/ie MpaKTHYECKUX 3aHATHI

1 TTopsinok npumenenus paznuunbix Bepcuid cucteM SECRET NET.

2 Cpencta 3amuTthl cucteMbl SECRET NET.

3 VYrpo3bl, yA3BUMOCTH M aTaKH B CETSIX.

14

Tema 1.13
CTpyKTypa CHCTEMBI
oOecrieueHus
nH()OpMaAITMOHHOM
0€3011aCHOCTH

Conep:kaHue

B TOM umncJ/ie NpaKTHYECKUX 3aHATHI

1 TlpoekTrpoBaHue cUCTEMBbI o0ecrieueHns 0€30MacHOCTH MHGOPMAITMN B aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

2 YcranoBka komnoHeHTOB AVIC B 3allIMIIIEHHOM UCIIOJHEHUU B COOTBETCTBUHU C TPEOOBAaHUAMU
JKCIUTYaTallMOHHOW TOKYMEHTALMH.

Tema 1.14

Opranuzanys KOMIIEKCHON
CHCTEMBI 3alIUThI
uHpopmanuu B AC

Conep:kaHue

1 Ilenun, 3amaun 1 IPUHITMI TOCTPOCHUST KOMIIJIEKCHON cucTeMbl 3aimuThl nHGopmanuu (KC3U).

B ToMm yncie NMPAKTHICCKHUX 3aHATHI

1 PazymHast 1ocTaTtogHOCTh M SKOHOMHUYecKast dpdexkruBHOCTH KC3U.

2 Onpenenenue kiuacca 3amuneHHocTd AC.

3 CpencTBa aHaIM3a 3alIUMIIEHHOCTH CETEH.

4 CpenctBa oOHapy>KEHHS] BUPYCHBIX aTak.

5 CpencTBa 0OHApYKEHHUsSI CETEBBIX aTaK

6 Pa3zpaboTka TOKHOCTHON MHCTPYKIIMU crieruanucTa no oxpane b Ha npeanpustuu.

12

CamocTosiTesibHas padoTa

Ay,[LI/IT CHCTEMBI 0€30IMaCHOCTH

Tema 1.15
[TnaH-poCneKT MOJTUTHKU

Conep:xanue

1 HpOQKT 110 OpraHu3almn KOMILJIEKCHOM CUCTEMBI 3aIlIUThI I/IHq)OpMaI_II/II/I B OpraHM3aluu.

12




MHPOPMALMOHHOM 2 [17aH-npOCTIEKT NOIUTHUKH WHPOopMannoHHO# 6e3omacHocTH AC.

6e3omacHoctu AC B ToM umnciie npaKTHYeCKUX 3aHATHI

1 Metononorust pa3paboTK1 NOJUTHKU HHPOPMAITMOHHOMN 0€3011aCHOCTH.

2 TlnaH-IPOCTIEKT MOJTUTUKH HH()OPMAIIMOHHOM O€30MaCHOCTH.

3 Pazpabotka noautuku 6e3omnacHoctd AC.

4 Pa3zpaboTtka uHxeHepHo-TexHrnueckoro oodecrieuenus KC3U AC.

5 Pa3zpabotka nporpamMmMHo-anmnapaTHoro obecneyenust KC3U1 AC.

6 Ananu3 sxonomuyeckoi addexkrusaoctu KC3U AC.

7 3amurta mana-npocnekta KC31 AC.

18

CamocTosiTesibHasi padoTa

HHXeHEepHO-TEXHUYECKUE CPEACTBA 3aITUTHI

Y4yeOHas npakTuka pasaesa 1

Buabi patot

1. DxcrutyaTaniuu KOMIIOHEHTOB TIOJICUCTEM 0€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM, X JMAarHOCTUKA, yCTpaHEHHE OTKA30B U
BOCCTAaHOBJICHHS PabOTOCIIOCOOHOCTH.

. AIMUHHUCTPUPOBaHKE TOJICUCTEM 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX HH(POPMAIIMOHHBIX CHCTEM.

. YcTaHOBKa KOMIIOHEHTOB TIOJICHCTEM O€301MacCHOCTH aBTOMAaTU3UPOBAHHBIX WH(POPMAIIMOHHBIX CHCTEM.

. Pa3paboTka QpyHKIIMOHAIBHBIX CXeM KOMIIOHEHTOB aBTOMATU3MPOBAHHOW CUCTEMBI 3alTUTHl HHGOPMAIUH.

. PaspaboTka anropurma u uHTEpdEiica mporpaMmbl aHaIN3a HHHOPMAIIMOHHBIX PUCKOB U €€ TECTUPOBAHUE.

. AHanu3 BXOJsIero u ucxopsimiero tpaduka. KoHTponas yreuku KoHQUASHINATHHONH HHPOPMAITUH.

. Pa3paboTka nmonutuk 6€30MacHOCTH U BHEPEHNUE UX B ONIEPALIMOHHBIE CUCTEMBI.

. Hactpoiika IPSec u VPN. Hactpolika MeKCETeBbIX SKPaHOB.

9. IIpoBepka mail u web Tpaduka Ha Hamu4re BpeAoHOCHOTO [10 ¢ MOMOIIEI0 aHTUBUPYCHBIX CPEJICTB.

10. Micnonb3oBanue u odopmiieHHE TEXHHUECKON IOKYMEHTAILIMN B COOTBETCTBHHU C JIEHCTBYIOIIUMH HOPMATUBHBIMU JIOKYMEHTAMHU.

03N L B~ W

108

Kypcosoii npoext no MIK 01.01

TemaTnka KypcoBoi padoTbl

1. CpaBHUTENBHBIN aHATN3 U SKCIUTyaTaIHsI TOJICHCTEMbI OOHAPYKEHUS aTaK.

2. CpaBHUTENbHBIN aHATU3 MEKCETEBBIX SKPAHOB.

3. OrneHKa 3anuIIeHHOCTH MEXKCETEBBIX SKPaHOB KOMITaHuH «MTHPOTEKC» B COOTBETCTBUH ¢ TPEOOBAHUSAMU PYyKOBOISAIINX JOKYMEHTOB
I'ocrexxomuccuu PO.

4. CpaBHeHue pabOThI aHATU3ATOPOB OE30MACHOCTH KOMITBIOTEPHBIX CUCTEM.

5.0uenka 3amuniennoctd OC Windows XP Professional B cootBeTcTBHE co cTrangaptamu [SO.

6. Onenka 3anumennocta OC Linux B cooTBeTcTBHM cO cTaHgaptamu [SO.

7.011eHKa 3alUIIIEHHOCTH KOMITBIOTEPHOM CUCTEMBI 0prica KOMMepUecKoi opranu3anuu Ha ocHoBe OC
Windows XP Professional (NT u T.11.) B cooTBeTCTBHH C TpeOoBaHUAMHU «OpaHKEBOW KHUTH.

30
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8. OreHka 3alMIIEHHOCTH KOMITBIOTEPHOM CUCTEMBI 0rica KoMMepUecKoil oprann3anuu Ha ocHoBe OC Linux B COOTBETCTBUM €
TpeboBaHUAMU «OpaHKEeBON KHUTHY.

9. CpaBHUTENbHBIIN aHATU3 U SKCIUTyaTallMsl TOACUCTEMbI aHAIN3aTOPOB 0€30MaCHOCTU KOMIIBIOTEPHBIX CUCTEM OT BHEIIHUX YIPO3.

10. CpaBHUTENBHBINM aHAIU3 CPEICTB 3AIIUTHI JIEKTPOHHOM ITOYTHI.

11. CpaBHUTENBHBIN aHAIM3 U SKCILTyaTallys OJICUCTEMBI METOJIOB IepexBaTa napoJjeil nonb3onarenei

KOMIIBIOTEPHBIX CUCTEM U METO/I0B IPOTUBOAEHUCTBHUS UM.

12. CpaBHUTENBHBINA aHAINU3 U SKCILTyaTalus NOJCUCTEMBI METOJI0B HapylleHus 6e3onacHocTy ceTeBbIXx OC U METOA0B ITPOTUBOACHCTBUS
UM.

13. CpaBHUTENBHBINA aHAINU3 U SKCILTyaTalys METO0B OPraHN3alliy aHTUBUPYCHON 3aIIUThl KOMIIBIOTEPHBIX CHCTEM.

14. CpaBHUTENIBHBIN aHANIN3 U SKCILTyaTalHsl IEPCOHATIBHBIX OpaHaAMay3pOB.

15. CpaBHUTENbHBIN aHATN3 U YKCILTyaTaI|sl CPEJICTB 3aIUTHI OT criama.

16. CpaBHUTEIBHBIN aHAIN3 U HKCILTyaTallsl METOOB MOBBIIIEHUS HAJIS)KHOCTU XpaHEHUsI UH(OPMAIMM Ha KECTKUX MarHUTHBIX JUCKaX.
17. CpaBHUTEIBHBIN aHAIN3 U SKCILTyaTaIMst METOJIOB 00eCTIeYeHHsT O€30MTaCHOCTH AJIEKTPOHHOT'O Mara3uHa.

18. CpaBHUTEIBHBIIN aHANN3 U SKCILTyaTalsi METOJ0B oOecrieueH s 6€30MacHOCTH JOMAIIIHEN CEeTH.

19. Ilpumenenus paznuunbix Bepcuit cuctem SECRET NET.

20. CpaBHUTENBHBIN aHAIU3 U DKCILTyaTallds METOIOB IepexBaTa MapoJjeil Monb30BaTeNel KOMIBIOTEPHBIX CUCTEM U METOJIOB
MIPOTUBOJICHCTBUS UM.

21. Pa3paboTKa KOMIUIEKCHOM CUCTEMBI 3alllUThl HH()OPMAIMK Ha MPEANIPHUITHH.

MJIK 01.02
Paznen 2. Dkenuyaranusi KOMIbIOTEPHBIX ceTei 180
Tema 2.1 Conep:kanue 18
OCHOBHBIE KOHIIEIIIIUN 1 BBeneHue B KOMIBIOTEPHBIC CETH, BBEJICHHE B 0a30BbIC KOHIICTIIIMM KOMIIBIOTEPHBIX CETCH.
KOMIThIOTEPHBIX CETEH 2 DBOJIIOIHS KOMIBIOTEPHBIX CETCH.
3 Knaccudukanusi KOMIBIOTEPHBIX CETEH.
4 KomMyTanusi nakeToB U KaHaJIOB.
5 JloxaneabIe ceTn Ethernet.
6 Jlokaneubie cetu TokenRing, FDDI.
7 Jlokanwsabie cetn AppleTalk, ARCnet.
6 00630p robanpHBIX ceTeil. [ mobanbabie cetn WideAreaNetwork - WAN.
7 Bricokonpouzsogutensubie pemennss ATM, SONET, SMDS MexceTreBble COeIMHEHHMS], BKIIFOYAsI
ICS (InternetConnectionSharing).
CamocrosiTesibHass padoTa 6
JloxameHble ceTn Ethernet.
Tema 2.2 Conep:kaHue 12
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OCHOBBI IOCTPOEHUS CETH

[IpocTeiimiast ceTh U3 IBYX KOMITBIOTEPOB; CETEBBIC HHTEP(EHCHI.

Oduzndeckas nepeaada JaHHBIX M0 JUHUAM CBs3U. CTPYKTypa CUCTEMBI Mepeiaul TaHHBIX;
KaHAJIbI CBSI3M (BU/Ibl, OCHOBHBIC XapAKTEPUCTHKH); TUHUH CBS3H (MIOHATUE U BUJIBI JIMHUM, TUTIBI 1
CTaHJapThl Kabesei).

OCHOBHBIE IPUHITUIIBI TOCTPOCHUSI KOMIIBIOTEPHBIX CUCTEM U CETeH: OOIINIA COCTaB; TOMOJIOTHH;
BU/JIbl KOMITBIOTEPHBIX ceTel M TpeOOBaHUS K HUM.

CeteBoe nporpaMMmHoe obecrieuenne. CereBbie ciry>k0b1 1 cepBuchl. CeteBast OC.

Anpecanus y310B cetd. KommyTtanus 1 MmapupyTusanusi.

CereBble XAPAKTCPUCTHUKH CCTHU. HpOI/IBBOI[I/ITeJ'IBHOCTL 1 HAJCKHOCTD.

M YHCJTC MPAKTHICCKUX 3aHATHH

HpﬂMOe COCAMHCHUEC KOMIIBIOTCPOB. OOmeH JaHHBIMHA MCXKAY IBYMA KOMIIBIOTCpAMM.

CBsi3b KOMIIBIOTEPA C IEPUPEPUIECKUM YCTPOHCTBOM.

o]
UJNH; S AFN

Pa3paboTka TOMOI0TrHU HEOOIBIIOTo MpeAnpusaTHs. [IpUHIMIBI TOCTPOCHUS CETH.

Tema 2.3
Apxurekrypa,
CTaHIapTH3AIHS U
KIIAaCCU(UKALIUS CETCH.
TexHonornu nepeaadn
JaHHBIX

Conep:kanue

MHoroypoBHeBbIii ToaxoA. [IpoToKos M CTEK MPOTOKOIIOB.

CranapTu3aiys CeTeH.

Monens OSI 1 cetr ¢ KOMMyTaIHei KaHaIoB.

Yposuu Monenu OSI. TIpotokosst Mogern OSI.

Monens u crek mpotokosioB TCP/IP. Onmcanne ypoBHEH MOJIEIH.

Ouuyeckuii ypoBenb Mogenu OSI.

ONTOBOJIOKOHHEIE JIMHUH CBSI3H. CTaH,I[apTLI KaOeen.

becnipoBoaHas cpena nepeaadyy JaHHbIX.

Wudpakpacnast cBsizb. OCHOBHBIE MPUHITUIIBI OECIPOBOIHOM CBSI3H.

20

B

M YUCJIE TPAKTHYCCKHUX 3aHATHH

BanmoneiictBue Mexy ypoBHsiMu Mozenn OSI.

Maremarndeckoe u rpa(queCKoe MNpEACTABJICHUC CUTHAJIOB CBA3H.

W3yueHune 31eMeHTOB KaOeIbHOM CHCTEMBI.

CO3I[3.HI/IC CETEBOro Kabeyst Ha OCHOBE HCBKp&HHpOBaHHOﬁ BUTOH I1apkbl.

Hactpoiika 6ecipoBojnoii cetu (Wi-Fi).

O\Ul-thi—\g AN I AE S P I

Opranu3zanus 6ecrpoBOIHOM cBsi3u 1o cTanaapTy Bluetooth.

12

CamocTosiTesibHasi padoTa

Monems OSI

Tema 2.4
JlokanpHbBIE

Conep:xkanue

1

| TexHoNI0rnu JOKAJIBHBIX CETEN Ha pa3JeasieMOn cpelie.

14
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BBIYUCIIUTCIBHBIC CETU

CpaBHeHHE ceTel ¢ KOMMYTAaIlel KaHAJIOB U TTaKETOB.

KommyTupyemsie cetu Ethernet. @opmar kaipoB.

Texnonorust Ethernet. ®usndeckuii 1 kKaHIBHBIA ypoBHU. KOMMYyTaTOpBIL.

Co3nanue v aIMUHUCTPUPOBAHUE COBMECTHO MCIOJIB3YEMbIX PECYPCOB. Y CTaHOBKA Pa3pelICHUM.

Texnomorun KOMMYTallH. KOHCTPYKTI/IBHOC HCII0JIb30BAHHUE KOMMYTATOPOB.

CereBoil yposeHb. CereBoit mpotokon IPv4. MapuipyTuzanus nakeTos.

B

M YHCJTC MPAKTHYCCKUX 3aHATHH

W3yuenue agpecaruu kaHanpHOTO ypoBHsI. MAC-anpeca.

Coznanne oommx pecypcoB. Oomen nndopmarueii B JIBC.

YrpasneHue ynaaeHHbIM KOMIIBIOTEPOM. Y TaJIeHHBIH pabovmii CTOJ.

TexHomornu n MCTOJAbl KOMMYTAallH.

u'.kun»—g QoA W

N3yuenne [P-aapecanmm.

10

CamocrosiTejibHasi padoTa

JIoKallbHBIE BRIYMCIUTEIBHEIE CETH

Tema 2.5
CTek KOMMYHUKAIIMOHHBIX
npotokosoB TCP/IP

Conep:kanue

Anpecanus B cteke npoTokosoB TCP/IP. Tumsl agpecoB cTeka.

YcranoBka u HaCTpOfIKa CCTCBLIX ITPOTOKOJIOB.

®opmar [P-agpeca. MapiipyTusanusi ¢ MCIIOIb30BAHUEM MACOK.

Cucrema nomeHHbix umeH DNS. TTpotokon DHCP.

[Ipotokon IPv6 kak paszsutne crexa TCP/IP.

[IpoTokoabl TpancnoptHoro ypoHsi TCP u UDP.

MynpTumiekcupoBanre npuioxkeHui. [Toptel. COKeThl.

CerMeHTHl M IOTOK 0aiToB B npotokoje TCP.

16

B

M YHCJTEC MPAKTHYCCKUX 3aHATHH

Juarnoctrueckue yTuautel moaenn TCP/IP.

Hactpoiika knuenTa cay»k0s1 DNS.

MapmpyTtuzanms nakeron. [P-anpeca.

[IpoTOKOIBI MaPIIPYTHU3ALIAH.

Ul-kb)Nh—ig ||| ||| ==

Kondurypuposanne ¢pynkiuii mapmpyrtuzaropa NAT/PAT.

10

TeMma 2.6
I'mobGanbHbBIE
KOMITBIOTEPHBIC CETH

Conep:xanue

1

Opranu3zaiivs U yCIyTH ri100aJIbHbBIX CeTeil.

2

TpaHcnopTHBIE TEXHOJIOTHH INI00AIbHBIX ceTei. TeXHoIornu JocTyna.

3

Texnonoruu MLPS. Tlpotokon LDS.

4

Ethernet onepaTopckoro kiacca.

B ToMm uncie MNPAKTHYICCKHUX 3aHSATHH

16




1 Hactpoiika VLAN. VLAN Ha ocHoBe ctannapta IEEE 802.1Q.
2 Hacrpoiika npotokosnos csazytwomiero aepesa STP, RSTP, MSTP.
Tema 2.7 Conep:kanue 6
CereBble nH(pOpPMAIIMOHHBIC 1 HNudopmanmonnsie ciyx0b1 [P-cereit.
CITyKOBI 2 Beb-cnyx6a. Bed-ctpanuisl. [Tporokoa HTTP.
3 [TouroBas ciryx6a. DnekTpoHHbIe coodmenus. [Ipotokoa SMTP.
B TOoM unc/ie NPaKTHYeCKUX 3aHATHI 2
1 | Hporokonst HTTP, SMTP, FTP.
CamocrosiTesibHas padorTa 5
CeteBble HHPOPMAITMOHHBIE CITYKOBI
Tema 2.8 Conepxanue 10
beszomnacHocThb 1 OcHOBHbIE NPUHIMIIBI CO3aHMsI HaekHOHU 1 O0ezonacHo [T-undpacTpyKkTypsl.
KOMITBIOTEPHBIX CETeH 2 Cucrema ayreHTHGUKAIWU U yripaBieHus gocrymnom OC.
3 TexHosoruu 6€30MaCHOCTH Ha OCHOBE (DMIIHTPAIIMN M MOHUTOPHHTA TpaduKa.
4 TexXHOIOTHS U TTOTUTHKA MEXKCETEBBIX SKpaHoB. DariepBoutbl ¢ hyHkueir NAT.
B TOM uMc/Ie IPaKTHYECKUX 3aHATHI 8
1 Opranu3zanius pa3InyHbIX METOJOB YIPABICHUS TOCTYIIOM.
2 OcCHOBBI aIMMHUCTPUPOBAHUS] MEKCETEBOT0O SKPaHa.
3 OO6HapyskeHue U MpeJoTBPAIlCHNUE CETEBBIX BTOPKEHUH.
4 Co3zanue aTbTePHATUBHBIX MapIIPYTOB C UCIIOJb30BAHUEM CTATHUECKON MapIIPyTH3AIHH.
IIpome:xxyTOoUYHAasl aTTeCTALUS 33
Bcero 633
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3. VCJIOBUSI PEAJIM3AIIAM [TIPOTPAMMBI TIPO®ECCHOHAJLHOTO
MOJIYJIS

3.1 [Jasi peaqu3anuM NporpamMMbl NpPo(ecCHOHAJBHOIO0 MOAYJS AOJKHBI ObITH
NpelyCMOTPEHBI CJIeAyIoIHe ClielHaJIbHbIe TOMeIeHNs
naboparopust MHGOPMAIIMOHHBIX TEXHOJIOTHH, CeTe W CHCTeM Tmepenadyd HHQPOpPMAINH,
IpOTrpaMMHUPOBaHUs U 6a3 TaHHBIX.

[lepeueHb OCHOBHOTO 00OPYIOBAHHUS:

CTOI;

Kpecia;

CTOJI KOMIIBIOTEPHBIN;

JIOCKa ayTUTOpHAs,;

KHIDKHBIN 1IKad;

JIOCKa ayTUTOpHas,;

KOMITBIOTEp B COCTaBe (MOHUTOP, CUCTEMHBIN OJIOK, KJIaBUATypa, MBIIIIb);

IPUHTED;

MYJIbTHUMEIHA-TIPOEKTOD;

JIEKTPOHHAsI JOCKA;

CKaHep;

9KpaH HaCTEHHBIN;

MOOMIIbHBIN O0(HC CTEIIaK;

nporpamMmHoe obecnieuenre MicrosoftOffice 2012 u ap.

Peanmmzanmst mporpamMmbl  MOIyJisSi  MIpemnojaraeT — o0sM3aTeNbHYI0  Y4eOHYIO W
MIPOM3BOJICTBEHHYIO TPAKTUKUM. MeCTO MNpOBENeHHUS NPAKTUKUA: TPAKTUKA TPOBOAMTCS B
nabopaTopu, Ha TPOU3BOJICTBE, B AUCTAHIIMOHHOHN (Gopme.

@opmbl TNpoOBeeHUs] TNMPAKTHKH — TpaKkTHUeckas paboTa B KOMITBIOTEPHOM Kiacce.
[Ipenycmotpena aucranionnas ¢popma (pabora yepe3 MaTepHET-pecypch).

3.2 UnpopmanmoHHOE o0ecnevyeHNe Pean3aluu NPOrpaMMbl
Jns peanuzanuu mporpaMMmbl  OMONMHMOTEYHBINH (POHA 00pa30BaTENbHONW OpTaHU3AINH

JOJDKEH UMETh TeYaTHBIC W/WIIH SJIEKTPOHHBIE 00pa3oBaTelbHbIe U HH()OPMAIIMOHHBIE PECYPCHI,
pexomennoBanHele  ®YMO, 118 ucnonb3oBaHus B oOpas3oBareiabHOM mporecce. llpu
dhopmupoBannKr O6MOIMOTEYHOTO (OHAA 00pPa30BATEIBLHON OpraHU3aIliu BHIOMPACTCS HE MEHEe
OJTHOTO M3JIAHHS W3 MEPEUUCIICHHBIX HM)KE MEYaTHBIX M3/IaHUI U (W) DJIEKTPOHHBIX W3JIaHH B
Ka4eCcTBE OCHOBHOTO, ITPH ATOM CITUCOK, MOKET OBITh JIOTIOJTHEH HOBBIMH U3JaHUSIMHU.

3.2.1 OcHOBHBIE TeYATHLIE H3TaHUS
1. 3enkoB, A. B. HNudpopmannonnas 0e30MacHOCTh W 3amuTa WHPOpManuu: ydeOHoe

nocobue s By30B / A. B. 3eHkoB. — 2-e u3z., nepepal. u gon. — Mocksa: M3aarenscTBo
Opaiit, 2023. — 107 ¢. — (Bsicmee obpa3oBanne). — ISBN 978-5-534-16388-9. — Tekcr:
NeKTpoHHBIH  //  OOpazoBarenbHas  miatgopma  FOpaiir  [caiit] —  URL:

https://urait.ru/bcode/530927 (nara obpamenus: 26.09.2023).
2. Kazapun, O. B. HanexHocTh 1 6€30MacCHOCTh MPOrPaMMHOTO 00ecIieueHus: yueOHoe

nocooue ais By3oB / O. B. Kazapun, . b. lllyounckuit. — Mocksa: MU3narensctBo HOpaiiT,
2023. — 342 c. — (Beicuiee oOpazoBanue). — ISBN 978-5-534-05142-1. — Texkcrt:
amekTpoHHBIH  //  OOpaszoBarenpHas  miatdopma  FOpaiit  [caiit]. —  URL:

https://urait.ru/bcode/515435 (nara oOpamenus: 26.09.2023).
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3. UepHnona, E. B. Hudopmarmonnas 6e30MacHOCTh YelOBeKa: ydeOHOe MmocoOue st
By30B / E. B. UepnoBa. — 3-¢ u3j., nepepad. u qon. — Mocksa: MU3natenscTBo IOpaiit, 2023.
— 327 c. — (Bsicmee obpazoBanue). — ISBN 978-5-534-16772-6. — TekcT: 2MeKTpOHHBIH //
Oo6pazoBatenpHas 1uiatdopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/531682 (mara
obpamenus: 26.09.2023).

3.2.2 JlonoJIHUTEIbHbIE HCTOYHHKH

1.I'pummn, B. H. MHbOpManmoOHHbIE TEXHOJIOTHH B NMPOPECCHOHANTBHON ACATEIHHOCTH
[Texct]: yuebnux/ E. E. Ilandpunosa. - M.: ®OPYM: UHOPA-M, 2005. - 416 c.: un. -
(ITpodeccronansHoe 0OpazoBaHue).

2. Wundopmanuonnsie TexHomorun [Tekct]: yuebHux/ O.JLITomumbina, H.B.,
Makcumos, T.JL.Ilapteika,1.U. Tlomos. - M.: ®OPYM: UH®PA -M, 2006. - 544 c.: wni. -
(ITpoeccnonansHoe oOpa3oBaHue).

3. Makcumos, H. B. Komnbstotepusie cetu [Tekcr]: yueOHoe mocodue/ H. B. Makcumos,
U. N. Ilomos. - M.: ®OPYM: NH®PA-M, 2004. - 336 c.: un. - (IIpodeccuonanshoe
oOpa3oBaHue).

4. MuxeeBa, E. B. IlnpopMaimoHHbie TEXHOJIOTHU B MPO(ECCHOHATBHON J1€ATEIIbHOCTH
[Tekcr]: yuebnoe mocobue/ E. B. Muxeesa. - 2 uzg.,crepeor. - M.: Axagemus, 2005. - 384 c.:
ui. - (Cpengnee npodeccroHanpHOe 00pa3oBaHue).

5. Omudep B., Omudep H. Komnbrotepubie cetu. [IpHHIUIIBI, TEXHOIOTHH, TPOTOKOJBIL:
VY4eOnuk g By30B. 5-e uzn. — CII6.: [Tutep, 2016. — 992 c.: mi. — (Cepust «YueOHUK 11
BY30B»).

6. Menbuukos, B. I1. Undopmannonnas 0€3011aCHOCTb [Teker]: yueOHoe
nocobue/B.I1.MensaukoB, C.A.KneiimanoB, A.M.IlerpakoB; noapen. C.A.Kneiimano. — M.:
Axkanemust, 2005. - 333 c.: un. - (Cpennee npodeccronanbHoe 00pa30BaHKe).

3.2.3 llepuoanveckue U3IaHUS

1. Undopmaruka - mepBoe ceHTs0ps [TekcT]: yuyeOHO-METOAMYECKH >KypHam s
yuuteneit unpopmaTtuxu. - M.: IlepBoe ceHta6ps, 2016. - BerxoauT exxemecsyHo.

2. Nudopmanmonnas 6e3omacHoCcTh [Tekct|: HayuHblid )xypHan. - M.: [0. u.], 2016. -
Brixoaut exeKkBapTaibHO.

3. Moii apyr kommbtoTep [TekcT]: mpOCTHIMU CIOBaMH O TOM, YTO BaM KaXKeTCs

cinoxHubIM; razera. — Hwkauit Hosropoa: OOO "UznatensctBo "T'azernsid mup", 2016. —
Brixogut exemecsyHo.

B yClIOBHSAX THCTAaHIIMOHHOTO O0YYCHHUS:
- UHCTPYKTaX U BblJaya 3a/laHus MpPOU3BOAUTCA B (opMme TeneKoHPEepeHIun B

nporpamme Zoom,;
- BCSL He0OXOIMMask JOKYMEHTAIHS BBICBIIIAETCS 1O AJICKTPOHHOH IOYTE;
- oOpatHasi CBSI3b M KOHCYJIbTALMHU OCYLIECTBISIIOTCS B Moodle u 1o 31eKTpoHHOM 1oyuTe;
- 3a4€T M 9K3aMEH OCYILIECTBIIICTCS B popMe TeseKOH(EpeHIMU B TporpaMme Zoom.
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4. KOHTPOJIb 1 OLHEHKA PE3YJIbTATOB OCBOEHUA

INPOPECCHUOHAJIBHOI'O MOAYJIA

Kon n naumenoBanue
po¢eCCHOHATBHBIX M OOIITHX

KOMIIETEHLIUH, Kpurepun oneHku Merozsl OLICHKH
(hopMHUpyeMBIX B paMKax
MOJYJIS
IIK 1.1 - TOYHOCTb U CKOPOCTb AMATHOCTUKH | BrInosnHeHue u 3amura
[Ipou3BOaUTE YCTAaHOBKY U | HapyLIEHWH SKCILTyaTallMOHHbIX MPAKTHYECKUX
HACTPONKY KOMIIOHEHTOB | XapaKTEPUCTHK CHUCTEM; pabot
aBTOMATHU3HPOBAHHBIX - KaueCTBO aHAIU3a DKcnepTHas OLEeHKa
(uH(pOPMAIIMOHHBIX) CHUCTEM | SKCIUTyaTallMOHHBIX TectupoBanue

B 3aIUIICHHOM HCITOJITHCHUU
B COOTBETCTBUU c
TpeOOBaHUSIMHU
AKCIUTYaTalMOHHOU
JOKYMEHTAIU!

CBOMCTB CHCTEMBI, HCXOIS U3 €€
CiIyeOHOT0 Ha3HAUYCHUS;

- KQ4€CTBO PEKOMEHIALMM 110
MOBBIIICHUIO HKCILTyaTal[MOHHBIX
CBOMCTB CHCTEMEI;

- BBIOOP TEXHOJIOTUYECKOTO
000pyI0BaHMs, TEXHUYECKUX U
OpraHU3ALMOHHBIX PELICHUN;

- TOYHOCTh U TPAMOTHOCTh
o(opMIIeHHs OpTaHU3AIMOHHON U
JKCIUTYaTallMOHHOW TOKYMEHTalUN

Brimonnenue u 3anmra
KYpPCOBBIX ITPOEKTOB
3aueTsl 110 y4eOHO
NPaKTUKE U 110 KKIOMY
U3 pa3esioB
npoeCCUOHATHLHOTO
MOTYJISI.

KomruiekcHbIH 9K3aMeH
110 poecCHOHATLHOMY
MO/TYJTO

I1IK 1.2 AaMuHHCTPUPOBATh
IIpOrpaMMHBIE U
IIPOrpaMMHO-aIapaTHbIE
KOMITOHEHTBI
aBTOMAaTU3UPOBAHHOU
(nHGOPMAIIIOHHON ) CUCTEMBI
B 3aILUIIIEHHOM HCIIOJIHEHUN

- TOYHOCTH U CKOpOCTB AUArHOCTUKHA
HapyIICHUH SKCTUTyaTallMOHHBIX
XapaKTEPUCTUK CUCTEM;

- KQ4eCTBO aHAJIN3a
BKCHJIyaTaI_[I/IOHHBIX CBOﬁCTB
CHUCTEMBI, HCXO/IsI 3 €€ CITY)KeOHOTO
Ha3HAYCHUS,

- Ka4eCTBO PEKOMEHIAINI TTO
ITOBBIILICHU IO BKCHHyaTaHI/IOHHBIX
CBOWCTB CHCTEMBI;

- BBIOOP TEXHOJOTHMYECKOTO
000pyI0BaHUs, TEXHUIECKUX H
OpPraHU3ALMOHHBIX PELICHUN;

- TOYHOCTh U TPAMOTHOCTH

o opMIIeHUsT OpTaHU3AIUOHHON U
IKCIUTYaTAIMOHHOM TOKYMEHTAIIUU

Brimonnenue u 3anmra
MPaKTUYECKUX PaboT
DKcrepTHas OlLICHKa
TectupoBanue
BrimonHenue u 3anmra
KYPCOBBIX ITPOEKTOB
3ayeTsl 0 yueOHOM
MPAKTHKE U 110 KaXIA0OMY
U3 pa3ziesoB
podeCcCHOHATBEHOTO
MOTYJIS.

KoMmekcHsll 9K3aMeH
1o npodeccuoHaATBEHOMY
MOJTYJIIO

I1K 1.3 Ob6ecneunBaTh
OecriepeboiiHyto paboTy
aBTOMAaTH3HPOBAHHBIX
(uHQOPMAIIOHHBIX) CHCTEM
B 3aIIMIICHHOM HCTIOJTHEHUHU
B COOTBETCTBHH C
TpeOOBaHUSIMU
IKCILTyaTalMOHHOM
JTOKYMEHTAIHH.

- TOYHOCTh M CKOPOCTh JHArHOCTUKHU
HApYIICHUH SKCIUTyaTallHOHHBIX
XapaKTEPUCTHK CHCTEM;

- Ka4eCTBO aHaJIM3a
IKCILTYaTalMOHHBIX

CBOMCTB CHCTEMBI, HCXOIS U3 €€
CITy)eOHOTO Ha3HAYCHUS;

- Ka4eCTBO PEKOMEH IAIHMH 110
MOBBIIICHUIO SKCIUTyaTaIllHOHHBIX
CBOMCTB CHCTEMBI,

- BBIOOP TEXHOJOTUYECKOTO

Bremonxenue u 3ammura
MPAKTHYECKHUX padoT
DKcnepTHas OLEeHKa
Brimmonnnenue u 3ammra
KYPCOBBIX TTPOEKTOB
3aueTsl 1o y4eOHO
MPaKTUKE U 110 KAKIOMY
U3 pa3ziesoB
npogeCcCHOHATHLHOTO
MOJYJIS.

KomminekcHBIN K3aMeH
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000py/1I0BaHUsA, TEXHUYECKUX U
OpPraHMU3aLMOHHBIX PELICHUI;

- TOYHOCTh U TPAMOTHOCTh
oopMIIeHHsT OPraHU3aLIOHHON U
JKCIUTYaTallMOHHOW TOKYMEHTalUU

1o npodeccuoHaILHOMY
MO/IYJTIO

IIK 1.4 OcyuecTBisTh
MPOBEPKY TEXHHUYECKOTO
COCTOSIHUSI, TEXHUYECKOE
00cIyKUBaHUE U TEKYIIHHA
PEMOHT, YCTPaHATh OTKa3bl U
BOCCTaHaBJINBATh
paboTocrnocoOHOCTh
aBTOMAaTH3HPOBAHHBIX
(uH(pOPMAIIMOHHBIX) CHCTEM
B 3alIMIIICHHOM HUCTIOJTHCHUH.

- OLIEHKa YMEHHS OpraHu3aluu
mepornpuatuit o OT u Th B
npouecce 3kcrutyaranun TKC

Y CPEJICTB 3alTUTHI HHPOPMAIIUU B
HUX

- OLICHKA 3HAHWI TIPaBUJT OKa3aHUS
MIepBOIi JOBpaueOHOM MOMOIIU TpU
AKCIUTyaTaluu
3JIEKTPOOOOPYIOBAHHUS

- OLICHKA 3HAHUUN U YMEHUS
MIPUMEHEHHUS HA MPAKTHKE
0€30IMacHbIX METOJIOB IKCILTyaTalluu
anekTpoodopyrnoBanust TKC

BrimonHenue u 3amura
MPAKTHYECKON paboThI
DKcrnepTHas Ol[eHKa
TectupoBanue
BrimonHenue u 3ammra
KYpPCOBBIX ITPOEKTOB
3a4yeThl 10 KaXXJI0MY U3
paszesnoB
npodecCHOHATBLHOTO
MOTYJISI.

KommiekcHbIi 9K3aMeH
1o MpohecCuoHaTEHOMY
MOJTYJTIO

OK.01 Beibupats criocoosl
pelIeHus 3a1a9
npoeCCHOHATBLHON
NeSITeIILHOCTH,
NPUMEHHUTEIBHO K
pa3IMYHBIM KOHTEKCTaM.

- OpHUEHTHpYETCSI B  Mapupyre
CTYJICHTa IO CIEIUATBHOCTH;

- OBJIA/IEBAET MIEPBUYHBIMHU
mpoecCHOHATLHBIMA HAaBBIKAMH |
YMEHUSMH;

OK.02 Ocy11ecTBasATh MOUCK,
aHAJIN3 W UHTEPITPETALIHIO
uH(pOpMaIUU, HEOOXOANMOMN
JUTS BBITIOJTHEHUS 33124
npodeccCHoHaNBHOM
JCSATCITEHOCTH.

- IJTAaHUPYET AEATEIBHOCTH 110
PEIICHHIO 3/T1a4 B paMKax
3aJIaHHBIX, (M3BECTHBIX ) TEXHOJIOTHA,
B TOM YHUCJIC BBIACIIAA OTACIIbHBIC
COCTaBIISIIOIINE TEXHOJIOTUH;

- aHAJIM3UPYET MOTPEOHOCTH B
pecypcax u IIIaHuPYeT pecypchl B
COOTBETCTBUU C 3aJaHHBIM

CrIocoOOM pelleHus 3a1a4u;

- pa30MBaeT MOCTABJICHHYIO II€Jb HA
3ama4yn, moAbupas M3 UYKCIa
N3BCCTHBIX TCEXHOJIIOTHUU (BJ'IeMeHTI)I
TEXHOJIOTH), TO3BOJISIFOIINE PEIIHUTh
KOKIYIO U3 33/1a4;

- BbIOMpaeT cmocod (TEXHOJIOTHIO)
peicHrd 3aaa4nu B COOTBECTCTBHU C
3aJlaHHBIMH YCIIOBUSIMU u
UMEIONITUMHUCS peCypcamu;

OK.03 IInanupoBats u
peaTn30BBIBaTh COOCTBEHHOE
npodecCHOHATBLHOE U
JMYHOCTHOE Pa3BUTHE.

- CaMOCTOSTENIbHO 3a/1a€T KPUTEPUU
JUIs aHaimu3a pabodeil cuTyanuud Ha
OCHOBE 3aJaHHOMI STAJIOHHOM
CUTYaIINH;

- CaMOCTOATENILHO 3a/1a€T KPUTEPUU
JUIs aHanu3a pabodeil cuTyanuyd Ha

OCHOBE CMOJICIINPOBAHHOMN u
000CHOBaHHOMU UIeaIbHON
CUTYaIlIH;

- ompefesseT npobieMy Ha OCHOBE

HNaTepnperanus
pe3yJIbTaTOB
HaAOJIFOJEHU 3a
JIEATEIHLHOCTRIO
oOyyaromerocs B
MIPOIECCE OCBOCHHUS
o0OpasoBaTenbHON
IPOTPaMMBI
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CaMOCTOSITEIILHO IIPOBEICHHOTO
aHaJIM3a CUTYyaluH;

- IUIAHMpPYET TEKYyLUHd KOHTPOJIb
CBOCH IE€ATEIBHOCTH B COOTBETCTBUN

c 3aJaHHOM TEXHOJIOTHEHN
NESITENIbHOCTH M ONpeJeNIeHHBIM
pe3yabTaToM (11es1B10) Wi

MPOIYKTOM JESATSIBbHOCTH,;
- mpemjaraeT Ccrmocod KOpPEKIUU
JeSTEILHOCTH Ha OCHOBE
Pe3yabTaTOB TEKYIIET0 KOHTPOJIS,

- OICHMBAeT MPOAYKT  CBOEH
JCSITEJIbHOCTH HAa OCHOBE 3a/laHHBIX

KPUTEPHCB,
- IUJIaHUPYeT TPOAYKT  (3adaer
XapaKTEPUCTHKH) Ha OCHOBE

3a/IaHHBIX KPUTEPUEB €TO OLICHKU;
- ompeneisieT KPUTEPHUH OLEHKU
MpOJyKTa HAa  OCHOBE  3aJaud
JeSITeNIbHOCTH;

- OIICHUBAET pe3yIbTaThI
JeSITeNbHOCTH o 3aJJaHHBIM
MOKa3aTessiM;

- BBIOMpaeT Ccmoco0 pa3pemeHus
mpoOJIeMbl B~ COOTBETCTBUU  C
3aJJaHHBIMH KPUTEPUSMHU U CTABHUT
LEJNb ACATEIbHOCTH;

- OLICHUBACT TOCJICACTBUS MPUHSITHIX
peueHui;

- TMPOBOJUT AaHAJIM3 CHUTYyallud IO
3aJlaHHBIM KPUTECPUSM H Ha3bIBACT
PHCKH,

- aHAIM3HUPYET PHUCKHU (OmpeaensieT
CTETIEHb BEPOSTHOCTH M CTEICHb
BIMSHUSI HA JOCTHXKCHHE IIeN) U
00OCHOBBIBAET JJOCTH)KUMOCTB IICTIH;

OK.04 Pa6orath B
KOJUIGKTMBE U KOMaHJe,
3¢ (heKTUBHO
B3aMMOJICHCTBOBATh c
KOJIJIETAMH,  PYKOBOJICTBOM,
KJIMCHTaMHU

- CaMOCTOATCIBHO HaxoauT
HCTOYHUK I/IH(bOpMa]_[I/II/I 110
3a1aHHOMY BOIIPOCY, IMOJIB3YSCh
QJICKTPOHHBIM nin 6YMa)KHLIM

KaTaJorom, CTIPaBOYHO-
OoubarorpaguuecKuMu  TTOCOOHSIMH,
MTOUCKOBBIMHU CHCTEMaMH
HNHurepHera;

- yKa3plBaeT HA  HEJIOCTATOK
uH(popManui, HEOOXOIUMON I
pEIICHUS 3a]1a9H,

- dbopmynupyer BOTIPOCHI,
HalleJIEHHbIE Ha MOJTyYeHUE
HegocTaronieit uaopmanmu;

- U3BJIEKaeT UH(OPMALIHIO 1O ABYM U
0oJiee OCHOBAaHHMSAM M3 OJHOIO HIIH
HECKOIBKHX HCTOYHUKOB "
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CHUCTEMaTU3HPYET ee B
CaMOCTOSITENIbHO ~ OTPEJCIICHHON B

COOTBETCTBUU c 3aJ1auen
HH(POPMAITMOHHOTO IIOUCKa
CTPYKTYPC,

- JellaeT BBIBOJ 00 OOBEKTax,
mpoleccax, sIBICHUSX HAa OCHOBE
CPaBHHUTEILHOTO aHajgm3a
nH(pOpMAIIMM O HUX MO 3aJIaHHBIM
KPUTEPHUSIM MU Ha OCHOBE 3aJaHHBIX
MOCBUIOK HW \ WM  TPUBOJHT
apryMEHTHI B IOJICPIKKY BBIBOJIA;

- 3aJaeT KpUTEpUHU IS
CPaBHUTEIHLHOTO aHanu3a
nH(pOpMAllMKd B COOTBETCTBUU C
OCTaBJICHHON 3azauei
JIeSITEIIbHOCTH,

- JIeNaeT BBIBOJI O NPUMEHHMOCTH
oOmieit 3aKOHOMEPHOCTH B

KOHKPCTHBIX YCJIOBUAX,

OK.05 Ocy1ecTBiATh
YCTHYIl0O U THCHBMEHHYIO
KOMMYHHUKAITIIO Ha
TOCYJapCTBEHHOM  SI3bIKE C
y4eTOM 0COO0eHHOCTEH
COILIMAJIFHOTO M KYJIbTYpPHOTO
KOHTEKCTA.

MOJICTMPOBaHNE TPOPECCUOHATBHON
JeSITeBHOCTH C TIOMOIIBIO
MPUKJITHBIX TIPOTPAMMHBIX
MIPOJYKTOB B COOTBETCTBUH C
3aIaHHOW CHUTyaluen;

- paboTa ¢ aBTOMAaTU3UPOBAHHBIMHU
nH(pOPMalMOHHBIMU

crcTeMam

OK.06 IIposBusaTe
Ipa)x/1aHCKO-
MaTPUOTHUYECKYIO TO3ULHUIO,
JIEMOHCTPUPOBATh
OCO3HaHHOE MOBEJICHNE Ha
OCHOBE TPaJUIIMOHHBIX
00I1IeUeI0BEYECKUX
LIEHHOCTEH, IPUMEHSTh
CTaHAapThI
AHTUKOPPYILIMOHHOTO
MTOBEJCHUSI.

- IEeMOHCTpaIus COOCTBEHHOM
JIEATEIIbBHOCTH B YCIOBUSX
KOJUICKTUBHOW U KOMaHHOHM pabOoThI
B COOTBETCTBHUH C 3aJJaHHOM
cUTyauuein
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OK.07 CopneiicTBOBaTh
COXPaHCHHIO OKPYKAIOIICH
Cpenbl, pecypcocOepexreHHIO,
3¢ peKTUBHO AEHCTBOBATH B
Ype3BBIYAIHBIX CUTYAITHSX.

- IEMOHCTpaLus NO3UTUBHBIX
KOMMYHHMKaTHUBHBIX HABBIKOB U
COILIMAJILHOM aJjanTaIuu;

- Ka4€CTBO MPUHATHIX
OpPraHU3ALMOHHBIX PELICHUN;

- IEMOHCTpalus COOCTBEHHOM
JEATEIBbHOCTH B POJIM PYKOBOIUTEIS
KOMAaH/Ibl B COOTBETCTBHHU C
3a/IaHHBIMHU YCJIOBUSIMHU

OK.08 Hcnonb3oBaTh
cpencTBa PU3NIECKOM
KYJIBTYPBI JJIsl COXPAHCHUS U
YKPETUICHUS 3]IOPOBBS B
nporiecce
podecCuoHaATBLHOM
JESITETLHOCTH U
NoJIep>KaHusl HEOOXOAMMOTO
ypOoBHsI przHuecKOn

- aHAJIN3HUPYET COOCTBEHHBIE MOTHUBbI
Y BHEIIHIOK CUTYAIUIO IIPU
IIPUHATHH PEIIECHUH, KaCarOLIUXCS
CBOETO IIPOJIBUKCHMUS;

I10JIFOTOBJIEHHOCTH
OK.09 Hcnonrs3oBath - CPaBHMBAET TEXHOJIOTUH,
nH(pOpPMallMOHHbIE MIpUMEHsIEMbIE B PO ECCHOHATbHON
TEXHOJIOTMH B JESATEIIBHOCTH;

podeCCuOHAIbHON - BBIOUpAET TEXHOJIOTHH,
JIESITEIIBHOCTH. IpUMEHsIeMbIe B TPO(ecCHOHATLHON

JeSITEeIIbHOCTH,

OK.10 ITonb3oBaThCs
npodeccuoHanbHOM
JIOKYMEHTallUE Ha
rocyJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

- IEMOHCTpauus pe3yJIbTaTUBHOM
JeSITeIbHOCTH B 00JIaCTH
MaTeMaTHYECKOH JIOTHKH;

- HCII0JIb30BaHUE IIAKETOB
MPUKJIaAHBIX pOrpaMm TSt
peuieHust IPOU3BOACTBEHHBIX 3a/1a4

OK.11 Hcnons30BaTh 3HAHHUS
1o (puHaHCOBOM
IPaMOTHOCTH, IJITAHUPOBATh
MpeIPUHUMATEIBCKY IO
JIESITENHHOCTD B
npodeccuonansHOM chepe.

- IEMOHCTpauus pe3yIbTaTUBHOM
JESITEIbHOCTH B 00JIaCTH
IpOrpaMMHUPOBAHUS KOMIIOHEHTOB
CUCTEMBI;

WCIIOJIh30BaHUE 0A30BBIX CHUCTEMHBIX
MPOrPAMMHBIX IIPOJYKTOB U IIAKETOB
MPUKIaJIHBIX IIPOrPaMM;

- paboTa B MHTETPUPOBAHHOM cpefie
MPOrPAMMHUPOBAHUS

JIP 13-21

Brimonnenue paboT B COOTBETCTBUH

C YCTAHOBJICHHBIMH PErJIaMEHTaMH C
COOJIOICHUEM TIPABHII OE30MMACHOCTH
TpyJia, CAHUTAPHBIMH HOPMaMH

AKCIIEPTHOE HAOJIIOICHHE
BBITTOJTHEHHUSI
IPAKTUYECKUX padoT
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