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1. OBIIIASI XAPAKTEPUCTUKA PABOYEM ITIPOT'PAMMBI
MPO®ECCHUOHAJIBHOI'O MOAYJIA
«IIM.02 3amuTa uHGopMali B ABTOMATU3HPOBAHHBIX CHCTEMAX MPOrPaAMMHBIMHU U
NPOrpaMMHO-ANNAPATHBIMH CPeICTBAMM

1.1. Heab ¥ muianupyemble pe3yJbTaThl 0CBOEHHS NMPOdecCHOHAIBLHOT0 MOIYJISA

B pesynbraTe m3ydeHwsi mpodeccHOHATIBHOTO MOAYJSl CTYIEHT JIOJDKEH OCBOHWTH BHUJT
nesitenbHOCTH [IpMeHeHne porpaMMHO-anIapaTHbIX CPpeACTB obecrneueHus: HHPOPMAIHOHHOM
0€30MacHOCTH B aBTOMATH3UPOBAHHBIX CUCTEMAaX M COOTBETCTBYIOIINE eMy MpodeccroHalbHbIe
KOMIICTCHIINU:

1.1.1 IlepeueHb OOIMUX KOMITETEHITUH

Kon HaumeHnoBanue 001X KOMIIETEHIIMIA

OK'1 Bribupats ciocoObl perienus 3a1ad NpoecCuoHanbHOM NesITeIbHOCTH,
IPUMEHUTEIBHO K Pa3IMYHbIM KOHTEKCTaM.

OK 2 Hcnonp30BaTh COBpEMEHHBIE CPEICTBA IIOMCKA, AaHAJIN3Aa U UHTEPIIpETaluu
uHbopMaluu, 1 HHGOPMALIMOHHBIE TEXHOJIOTUHU I BHIIOJTHEHUS 3a7a4
npodecCHOHATILHOM I TEIHOCTH.

OK 3 [TnanupoBaTh M peaan30BbIBaTh COOCTBEHHOE MPO(HECCHOHATBFHOE W IMYHOCTHOE
pa3BuTHE, IPEANPUHUMATEIBCKYIO IeATENFHOCTh B MPO(dhecCHOHAIbHOMN cdepe,
UCIIOJIb30BaTh 3HAHUS 110 MTPABOBOM M (PMHAHCOBOI IPaMOTHOCTHU B PA3IUYHBIX
JKHU3HCHHBIX CUTYallMsiIX.

OK 4 D¢ beKTUBHO B3aUMOJICHCTBOBATh U Pa0OTATh B KOJUICKTHBE M KOMAHJIE.

OK 5 OcCymIeCTBIIATh YCTHYIO M MUCHbMEHHYI0 KOMMYHHUKAIIMIO Ha TOCYAApPCTBEHHOM S3BIKE
Poccuiickoii @enepanii ¢ y4eToM OCOOEHHOCTEH COIMANIBHOTO M KYJIBTYpHOTO
KOHTEKCTA.

OK 6 IIposBAATE TpaXXAAHCKO-IIATPUOTUYECKYIO MTO3ULIMIO, IEMOHCTPUPOBATH OCO3ZHAHHOE
IIOBEJICHUE HAa OCHOBE TPAJULMOHHBIX POCCUICKHUX NyXOBHO-HPAaBCTBEHHBIX LIECHHOCTEH,
B TOM YHKCJIE C y4€TOM T'apMOHU3ALNN MEKHALUOHAIIBHBIX U MEKPEIUTHO3HBIX
OTHOILIEHUH, IPUMEHATh CTAHAAPTHl AaHTUKOPPYILHOHHOTO OBEACHUS.

OK 7 CopnelicTBOBaTh COXPAHEHUIO OKPY KaIOIIEeH Cpeibl, pecypcocOepexeHn o, IPUMEHSTh
3HaHUA 00 U3MEHEHUHU KIIMMaTa, MPUHIMIIBI O€peXIIMBOr0 MPOU3BOACTBA, 3PPEKTUBHO
JIeCTBOBATh B UPE3BbIUAIHBIX CUTYAIHUSX.

OK 8 Hcnonp30BaTh cpeacTBa GU3NYECKON KYIbTYPBI A1 COXPAHEHUS U YKPETIICHUS
3JI0pOBbsI B IIpoliecce MpodecCHOHANBHOMN AesITeTbHOCTH U MOAJIEPKaHUS
HEO0OXOAMMOT0 YPOBHS (DU3UIECKOMN MOITOTOBICHHOCTH.

OK 9 [Tonp30oBaTbes mpodeccnoHaIbHON TOKYMEHTalueH Ha TOCYJapCTBEHHOM U
MHOCTPAHHOM SI3BIKaX.

1.1.2 Tlepeuens mpodecCHOHAIBHBIX KOMIIETEHITUN

Kog HanmeHnoBaHue BUIOB A€eATEJIbLHOCTH U l'[pO(l)eCC]/IOHaJIbeIX KOMIIeTEeHI U

B2 [TpuMeHeHne NporpaMMHO-aNapaTHbIX CPeACTB o0ecreyeHnss HHPOPMALMOHHOM
0€30MacHOCTH B aBTOMaTHU3UPOBAHHBIX CUCTEM

IIK 2.1 | Ocy1mecTBIATh YCTAaHOBKY M HACTPOUKY OTAEIbHBIX IPOTPAMMHBIX, IPOrPAMMHO-
annapaTHbIX CPEJCTB 3aLIMTH HHPOPMAIIIH.

I1IK 2.2 | OGecnieunBaTh 3aUTy UHOOPMAIIMH B aBTOMAaTH3UPOBAHHBIX CHCTEMaX OTACIbHBIMU
POrpaMMHBIMH, TPOrPaMMHO-AIIAPATHBIMU CPEJCTBAMH.

I1IK 2.3 | OcymecTBiIATh TECTUPOBaHNUE (PYHKIUN OTAETBHBIX TPOTPAMMHBIX M TPOrPaMMHO-
anmnapaTHbIX CPEACTB 3aIIUThl HHPOPMALIUU.

IIK 2.4 | OcymiecTBisaTs 00pabOTKY, XpaHEHHUE U Nepenady HH(OpMalUK OTPAHUIECHHOTO
JIOCTYTIA.




I1K 2.5 | YHnuToxaTh MHQOPMAIHIO U HOCUTENH MH(OPMAIHH C UCITIOJIb30BaHHEM
IIPOrPaMMHBIX U IIPOTPaMMHO-aNNIapaTHBIX CPEICTB.

I1K 2.6 | OcymecTBIATh PEruCTPALUI0 OCHOBHBIX COOBITHI B aBTOMAaTH3UPOBAHHBIX
(uH(OPMAaLIMOHHBIX) CUCTEMaX, B TOM YHUCIIE C UCIOIb30BaHUEM MPOTPAMMHBIX U
IpOrpaMMHO-aNNapaTHBIX CPEACTB 00HAPYKEHUS, TPEAYTPEKICHUS U TUKBUAALNU
MOCJIEACTBUM KOMIIbIOTEPHBIX aTaK.

1.1.3 IlepeyeHb JUYHOCTHBIX Pe3yJIbTATOB:

JIP 13 JeMOHCTPUPYOLLMIA FOTOBHOCTL U CMOCOBHOCTL BECTU AManor ¢
APYTVIMU NHOABMU, AOCTUTATb B HEM B3aMMOMOHUMAaHWS, HaXo4AUTb
obLme Lenm n cotTpygHnYaTb NS UX JOCTUXKEHUS B
npodeccroHanbHON AeATeNbHOCTY

JIP 14 MpoaBAstOLWMIA CO3HATENbHOE OTHOLLEHME K HENPEPbIBHOMY
06pa30BaHMIO KaK YCI0BUIO yCnewHoM npodeccMoHanbHOM v
06LLleCTBEHHOI AesiTeNbHOCTY

JIP 15 MposiBASOWMIA FpaXxaaHckoe OTHOLLeHMe K NpodeccnoHanbHOM
AEeATeNbHOCTM KakK K BOSMOXHOCTY JIMYHOIO yYacTUs B peLleHny
06LLeCTBEHHbIX, FOCYAaPCTBEHHbIX, 0bLLeHALOHANbHbIX NPo6aem.

JIP 16 BblpaXkatoLuii akTUBHYHO FPaXXAAHCKYH NMO3ULMIO, YYACTBYHOLLNT

B GOpPMMPOBaAHNN YCNIOBUIA A/ YCMELIHOro PasBUTUSA NOTeHLMana
MOJIOZEXN B IHTEPECAxX COLMaIbHO-3KOHOMMYECKOTO, O6LLeCTBEHHO-
MNOJIMTUYECKOTO U KY/IbTYPHOIO Pa3BUTKSA PernMoHa

JIP 17 CriocoOHBIN TeHepUPOBaTh HOBBIE UJIEU AJIS1 PELLIECHUS
npodeccHoHaNbHBIX 3aa4, IEPeCTPanBaTh CIOKUBIINECS CIIOCOOBI

UX PELICHHUs, BBIBUTATh aJIbTEPHATHBHBIC BAPUAHTHI JICHCTBHH C IIEITBIO
BBIPAOOTKH HOBBIX ONTHMAIIBHBIX AJITOPUTMOB; MTO3UIIMOHUPYOLIHIA KaK
pe3yIbTATUBHBIN M MPHUBIICKATEILHBIA YYACTHUK TPYIOBBIX OTHOIIECHHH

JIP 18 ['ubko pearupyronii Ha MOsIBJICHUE HOBBIX (JOPM TPYIOBOM
JIeATEIbHOCTH, TOTOBBIA K MX OCBOCHUIO
JIP 19 ["oTOBBII K PO ecCHOHATBHON KOHKYPEHIIUH U KOHCTPYKTUBHON
peaKkuyy Ha KPUTHKY
JIP 20 CamocToATeNbHBIN U OTBETCTBEHHBIN B IPUHITUHN PEIICHUH BO BceX cdepax cBoeH

JeSITEIbHOCTH, TOTOBBIN K MCIIOJIHEHUIO Pa3HOOOPA3HBIX COIMANIBHBIX POJIEH,
BOCTPEOOBAaHHBIX OM3HECOM, OOIIIECTBOM
Y TOCYAapCTBOM

JIP 21 OKOHOMHUYECKH aKTUBHBIN, IPEANPUUMYMBBINA, TOTOBBIN K CAMO3aHATOCTH

1.1.4 B pe3yJjbTaTe ocBoeHHsI NPOGeCcCHOHAIBHOT0O MOXYJISI 00Y4AIONIUICH 10JI/KEH:

Nmets - YCTaHOBKa, HACTPOIKa MPOrpaMMHBIX CPEACTB 3allUThl MH(GOpMAIMHU B

[IPAKTUYECKUHN | aBTOMATU3UPOBAHHOM CUCTEME;

OTIBIT - oOecreyeHHe 3alUTHl ABTOHOMHBIX ABTOMATH3UPOBAHHBIX CHCTEM

MIPOrPAMMHBIMHU U IIPOrPaMMHO-AIAPATHBIMU CPEACTBAMMU;

KCIMOJIb30BAHUE TMPOTPAMMHBIX M MNPOrpaMMHO-aNMNapaTHbIX CPEACTB A
3a1uThl HH(GOPMAIIUU B CETH;

- TecTHpoBaHWM  (QYHKIUH, JHAarHOCTUKE, YCTPAHEHWW OTKa30B W

BOCCTAHOBJICHHMH PabOTOCIIOCOOHOCTH MNPOrPaMMHBIX M MPOTrPaMMHO-

armapaTHbIX CPECACTB 3alIUTHI I/IH(i)OpMaHI/II/I;
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- pemenue 3amay 3aumThl oT HC/I k mHOpMaIuy orpaHMueHHOTO JJOCTYIIA €
MOMOIIBI0O TPOTPAMMHBIX W IPOTPaMMHO-AIIAPATHBIX CPEACTB 3alUTHI
uHpOpMaILNH;

NPUMEHEHHE JJICKTPOHHON TMOAINMCH, CHMMETPHYHBIX M aCHMMETPUYHBIX,
KPHUIITOrpaUYECKUX aITOPUTMOB M CPEACTB MH(PPOBAHUS JAHHBIX;

- yder, oOpaboTka, XpaHEHHe M Tmepenaya HHGOPMALUH, IS KOTOPOU
YCTAQHOBJICH PEKUM KOH(UACHIIUAIBHOCTH;

- paboTa ¢ nojcucTeMaMu PEerUCTPAIlUU COOBITUH;
- BBISBIICHUE COOBITUN W MHIIMJICHTOB 0€30MaCHOCTH B aBTOMATH3UPOBAHHOM

CHUCTEMEC.

VYMmers

- yCTaHaBIIMBaTh, HACTPaWBaTh, NMPUMEHATh MPOTPAMMHBIE U TPOTPAMMHO-
anmapaTHbIE CPE/ICTBA 3alIUTHl HH)OpMALUH;

- IMarHOCTHPOBATh, YCTPAHATHh OTKa3bl, 00ECIeUYnBaTh paboTOCTIOCOOHOCTh 1
TECTUPOBAaTh  (QYHKIMHM  IPOTPAMMHO-ANMNapaTHBIX ~ CPEJACTB  3aIIHUTHI
nHpopMmanuu;

- TpOBEpATHh BBHINOJHEHHWE TPEeOOBAaHMK MO 3alIUTe WHPOPMAIMHA OT
HECaHKI[HOHUPOBAHHOTO J0CTyna npu aTTecTaluu 00BEKTOB
uHpOpMaTH3aLUK 110 TpeOOBaHUAM 0€30IaCHOCTH UH(POPMALIUY;

- UCTIOJIF30BATh TUIIOBBIE POTPaMMHBIE KPUIITOrpaduyIecKkrue cpecTBa, B TOM
YHCIIe AIEKTPOHHYIO MOITHUCH;

- yCTaHaBIMBaTb M HACTpaWBaTh CPEJACTBA AHTHUBHPYCHOM 3alllUTHl B
COOTBETCTBUH C TPEABABIIEMBIMH TPEOOBAHUSIMU;

- yCTaHaBJIMBaTh, HACTpauBaTh, NMPUMEHATh MPOrPaMMHBIE U MPOTrPAMMHO-
anrmaparHble CPeJCTBA 3alIUThI HH(OPMAIIUH;

- TPUMEHATh NpPOTpaMMHBIE M MPOrpaMMHO-aIlapaTHBIC CpeJcTBa IS
3anuThl HHpOpMaKU B 6a3ax JTaHHBIX;

- TpOBEpATH BBIOJHEHHWE TpeOOBaHUI MO 3ammre UWHPOPMALUU OT
HECAHKIIMOHUPOBAHHOTO JOCTyTa npu aTTecTaluu 00BEKTOB
nHpOpMAaTH3aLUH 110 TpeOOBaHUAM 0€30MaCHOCTH UH(POPMALINY;

- MIPUMEHSITh MaTeMaTHYeCKUI ammapar TSt BBITIOJTHEHHS
KpHUITOrpaguuecKux npeodpa3oBaHmii;

- IPUMEHSTH CPEJICTBA FApaHTHPOBAHHOTO YHUITOXKECHUS HH(DOpMAIHH;

- OCYIIECTBISITh MOHUTOPHHT M PETHCTPALMUIO CBEJCHUN, HEOOXOIUMBIX IS
3amUTHl O0BEKTOB HMH(OpMATH3AIMKM, B TOM 4YHCIE C HCIOIb30BAaHHEM
NPOTPAaMMHBIX ¥ TPOTPaMMHO-ANIapaTHBIX  CPEACTB  OOHApYKEHWUS,
NpeAyNpEeKACHIUS 1 INKBUIAIMN TIOCIEICTBHI KOMIBIOTEPHBIX aTaK.

3HaThb

- 0COOGHHOCTH H CIOCOOBI MPUMEHEHHsI TMPOTPAMMHBIX W TMPOTPAMMHO-
anmnapaTHBIX CPENCTB 3allUThl UH(POPMAIIMH, B TOM YHCIIE, B ONEPALMOHHBIX
CHUCTEMax, KOMIIBIOTEPHBIX CETSX, 0a3ax JTaHHbBIX;

- METOJIbl TECTUPOBAHUS (PYHKIIMI OTJEIBHBIX MPOTPAMMHBIX U MPOTPAMMHO-
amnmapaTHBIX CPEJICTB 3alIUThl HHPpOpMaIUK

- TUTNOBBIE MOJIENH YIPABIEHUS TOCTYIIOM, CPEACTB, METOJIOB U MPOTOKOJIOB
UACHTU(DUKAIINY U ayTeHTU(DUKALINH;

- THUIIOBBIE CPECTBA M METOBI BEJICHUS ayIUTa, CPEJCTB U CIIOCOOOB 3aIIUTHI
nH(pOpMallMK B JIOKAJbHBIX BBIYUCIUTENBHBIX CETSAX, CPEACTB 3alIUTHl OT
HECaHKI[MOHUPOBAHHOIO JIOCTYTIA;
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- OCHOBHBIC TMOHATHS KPUNTOTpapUM M TUIOBBIX KPUOTOTrpapUUECKUX
METOOB ¥ CPEJICTB 3aIIUTHl HHPOPMAITUH.




1.2 KotnyecTBO 4acoB Ha 0CBOECHHME IPOrPaMMBbI NPO(ecCHOHAIBHOI0 MOAYJISI

Bcero 527 vaca
B TOM 4YHKCJIE B popMaTe MpaKTUIECKOH MOATOTOBKH 224 yaca
N3 nux na ocBoenne MJIK.02 344 gaca
B TOM YHCJIE CAMOCTOSITeJIbHAs paboTa 55 vaca

IIPAKTHKH, B TOM 4ncie yueOHas 36 yacoB
npousBojicTBeHHas 108 yacos
[IpomexyTtouHas aTtectanus 39 yacos



2. CTPYKTYPA U COAEPKAHUE ITPO®ECCHUOHAJBHOI'O MOAYJIA
2.1 TemaTnyeckunii I1aH NPoecCHOHAIBLHOT0 MOLYJIs

O06BeM npodheccHOHATFHOTO MOIYJIA, aK. Yac.
. Pabota oOy4aronuxcst BO B3aUMOJCHCTBUM C TIPETOo/IaBaTesieM Camocro-
= SITeNbHAS
Kozpt Ll oe= O0yuenne no MJIK ora’
podeCCHOHATBHBIX HaumeHnoBaHus pa3nenoB Cymmapupiii | o 2 B ToM umcie IlpakTrky pabora
o0mmmx po(heCCHOHATBFHOTO MOIYJIS o0BbeM c§>“ % C
KOMITETEHIHH Har{fggm’ "2* Et Bcero %’ % Jla6opar. n | KypcoBbix Vueias IpousBoCT- KOHCYH21>-
= § E HpaKT.v pabot \ BCHHas Taluu
5 IZ‘Q: 3aHATHH | (IPOEKTOB)
1 2 3 4 5 6 7 8 9 10 11 12
IK 2.1 M/IK.02.01 Pazgea 1. 272 166 236 130 30 36 37
IIK 2.2 3amuTa MHQOpPMAIIH B
IIK 2.3 aBTOMAaTU3UPOBAHHBIX
IIK 2.4 CHCTEMAx  IPOrPaMMHBIMU U
I1IK 2.5 IIPOrpaMMHO-ANNaPATHBIMU
IIK 2.6 CpeaCTBaMU
OK1-OK9 M/IK 02.02 108 58 18
JIP 13-JIP 21 Paspnea 2. 108 58
Kpunrorpaduueckue cpeactsa
3aIuThl THGOPMAITIHI
IIpousBoacTBeHHast 108 108
NMPAKTHKA
IIpomexyToUHAas aTTeCTALMSA 39 39
Bcezo: 527 224 344 39 188 30 36 108 55

1 . . .
CamocrosTenbHas paboTa B paMKax 00pa3oBaTeIbHON IPOrpaMMEI INTAHUPYETCs 00pa3oBaTeNbHOM opraHu3anyeil B coorBerctBud ¢ TpedoBanusamu @I'OC CIIO B npexnenax oosema
npo(peCcCHOHATBHOIO MOJYJISl B KOJIUYECTBE YAaCOB, HEOOXOAMMOM JUTS BHINOJHEHUS 33IaHUIl CaMOCTOATEIBHON PaboThl 00yYalOIUXCs, MPEAYCMOTPEHHBIX TEMAaTHYECKUM ITAaHOM U

COACPIKAaHUEM MEKIUCHUITIMHAPHOT'O KypcCa.

? KOHCYJ'II)TaIII/II/I BCTAaBJIAIOTCA B ClIy4a€ OTCYTCTBUA B y‘-Ie6HOM IJIaHe HEACJIb Ha MPOMCIKKYTOYHYO aTTSCTAllUIO IO MOAYJIHO.
’ JlaHHas KOJIOHKA YKa3bIBAETCS TONBKO JIs crenuanbaocteii CI10.

2

3




2.2. Coneprxanue o0yueHus no npodeccuonanibHomy Moayio (I1IM)

HanmenoBanue pa3ienoB u Copnepxxanue yueOHOro MaTepuaJia, 1a0opaTtopHbie padoThl H IPAKTHYECKHE 3aHATHS, O0bem B
TeM NMPOoPecCHOHATBLHOT0 CaMoCTOsITeIbHasI padoTa 00y4yalouuxcs, KypcoBasi padoT (MpoeKT) yacax
moxayas (IIM),
MEKIM CHUTITHHAPHBIX
kypco (M/IK)
1 2 3
MJ/K.02.01 3amuTa nHpOpMALMU B ABTOMATH3HPOBAHHBIX CHCTEMAaX NPOrPAMMHBLIMYU U IPOrPAMMHO-ANNAPATHHIMH CPeICTBAMU
Paznea 1. 3amura undgopmManyy B ABTOMATH3HPOBAHHBIX CUCTEMAX MPOrPAMMHBIMHU M MPOTrPAMMHO-ANINAPATHLIMH CPeCTBAMHU 206
Tema 1.1 1 | Uuctpykrax o Th. O630p kypca.
Ha3nauenue u BO3MOXHOCTH KommproTepHas cucreMa Kak 00beKT 3aluThl HHPOPMAIIUH.
MIPOrpaMMHO-aNNapaTHbIX 2. | Kareropuu atak.
CPE/ICTB 3aLIUThI 3 | CnocoObl BBISIBIICHHS XaKEPCKUX aTaK.
uHpopmannn 4 | Coyx0b1 nHpOpMAIMOHHOM Oe30macHOCTH. [laccuBHAs M aKTHBHAS 3aIUTA. 18
5 | 3ajgauu obecrieueHus MPOrpaMMHO-ANTapaTHOM 3aIUTHI.
6 | HecanknmonupoBaHHbIii 0CTyn K HH(}-U. CrcTeMa yIpaBIeHUs TOCTYIIOM.
7 | Cpenctsa 3amutsl nHGopmaru ot HCJI.
8 | Mertomosorus pa3pabOTKH MOJUTHKH WHGOPMAIIMOHHOH 0€301MacHOCTH MPEANIPHSITHSI.
9 | Aynut uadopmanioHHOH 6e300acHOCTH. MeXaHU3MBI U CITY>KOBbI 3aIIUTHI.
B Tom uMc/ie MPAKTHYECKUX 3aHATHH
1. | [TorHOMOYHOE M MaHJATHOE YIIPaBJICHHE JOCTYIIOM. YTIpaBJICHUE JOCTyNa HA OCHOBE POJICH. 6
2. | Pa3pabotka monuTuky 6€300aCHOCTH.
3. | Peructpanus coObiTHii (ayaur).
Tema 1.2 Conep:xxanue
3amumieHHast 1. | ABromatu3anus npouecca 00padbotku nHbopmaiuu. yHKIMOHATBHAS MOJIEIb CUCTEMbI 3aLLIUTHIL. 4
ABTOMATHU3UPOBAHHAS Knaccudukanus TeXHHYeCKUX KaHAIOB yTeUKku HHpopmalu, oopadareiBaemoii TCITU u nepenaBaemoii
cuctema 110 KaHaJlaM CBSI3H.
B ToM ymc/ie NpaKTUYeCKUX 3aHATHI 12

1.

[IpumeneHue cpeACTB 3alUThl HHPOPMAIMK OT yTeukH no kaHaiam [ID9MUH, o cetu anekrponuTanus,
JIBC u OBM.

MeTtopbl pasrpaHuvuCHUA JOCTYIIA. Tunossie MoaeIU YIIPABJICHUA OOCTYIIOM.

AHanu3 pa3InyHbIX NPOrPaAMMHBIX PEIICHUHN JJIs 3alUThI CETEBOrO MEPUMETPA.

Cpe,[[CTBa JAUarHOCTHUKH CCTH. OCHOBBI IIOCTPOCHUA 3alIMIIICHHBIX CETeH.

bl Pl Bad I

CucreMbl 00HApPYKEHUSI BTOPKEHHIA.
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CamocrosiTesibHas paboTa

1. | [Iporpammuo—annaparabie C3U 1o TEXHMYECKUM KaHajlaM yTeUKH. 6
2. | 3ammTa nHGOPMAIMK OT YTEUKH 1O CETH AJIEKTPONHUTaHus U 1o Kanaiam [I9MHH.
3. | Unentudukanms u ayrenrudukanus. Ctporast u OmomMeTpuyueckast HIeHTH(GHUKALKS T0Ih30BaATENCH.
Tema 1.3 Conep:xxanue
3amuta HHPOpPMAIUH B B TOM 4mc/ie NPAaKTHYECKUX 3aHATHI
OIEPALIMOHHBIX CHCTEMAX. 1. | 3ammra nmaposeit B Windows.
2. | @unbTpanys ciyk0, MOUCK KIIOYEBBIX CJIOB B Telle IAKETOB HA CETEBOM YPOBHE.
3. | Hactpoiika nonutuku 6e3omacHoct OC Windows.
4. | KondurypupoBanue u HacTpoiika cpencts 6e3omacHoctu OC.
5. | AnmunaucrpupoBanue OC. Hactpoiika MexxceTeBoro skpana Windows. 34
6. | 3amuTa OT B37I0Ma JIOKAJIBHBIX YU€THBIX 3anuceil. KonupoBanue u yHUUTOXKEHHE HHOOPMALIUH.
7. | Pabora B OC Windows Server 2012.
8. | Co3nanme nomena B Active Directory.
9. | daiinmoBas cucrema OS Linux. 3arpy3ka, mepBUYHbIE HABBIKA pad0Thl. DOpMaTHPOBaHUE CUCTEMHOTO
BBI30BA.
10 | OcHOBHBIE KOMaH/IbI JUIsl paOOTHI B TepMuUHaie Linux.
11 | YnopaBnenue nosib3oBareasiMu, ceTblo. Pabora ¢ mporeccamu.
CamocrosiTesibHas padora
1. | O6mme cBenenust 00 OC. daitnossie cucteMsl Windows FAT32, NTFS, EFS. ®aiinoBeie cucTeMbl
FXT2.
2. | TunoBele 3agaun anMuHUCTpUpoBaHusa. CiocoOs! B3noma OC Windows.
3. | Kiaccudukanms cmoco00B 3aIiuThl. 3aluTa OT OTIaJAKU U JU3aCCeMOIUPOBAHMS. 14
4. | Texnosorun MexxceTeBbIX dKpaHoB. Knaccudukarus firewall-oB.
5. | Yrpo3sl 6e3omacHoct B OC. IDS-cucrembl. OcHOBHOE Ha3HaueHUe cepBrucoB DNS.
6. | 3ammra undopmanuu B OC Windows Server. Active Directory.
7. | ®aiinosas cucreMa OS Linux. OCHOBHbIE KOHIIETIIUH, TPUHIIUIIBI.
Tema 1.4 Conep:xanue
[IporpamMmmHo-annapaTHbie B =
TOM 4HcJie NPAKTHYECKUX 3aHATHI
CpeaCTBa SATITEI HacTtpoiiku BuptyanbHoit cpessl Virtual Box.
nH(}OpPMAIUHU OT yTEUECK. ;
3amyck rocteBbix BUpTyanbHbIX MamuH - OC CentOS u Red Hat Linux. 48

YcranoBka CK3 ot BHyTpenHnx yrpo3 InfoWatch Traffic Monitor.

VYcranoBka u Hactpoiika CYB/] PostgreSQL.

b Pl Pl il

Vcranoska koMmoHeHTs CK3 ot BY InfoWatch Device Monitor.
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6 | Hacrpoiika I10 InfoWatch Traffic u Device Monitor.
7. | YcranoBka komnoHeHTbl CK3 ot BY InfoWatch Crawler.
8. | M3yuenue HacTtpoek BeO-koHCcOoM DLP-cuctemsl InfoWatch.
9. | CxanupoBaHue ceTeBoro Tpaduka.
[lepenavya nHopmanu OrpaHUYEHHOTO JIOCTYIIA.
10. | MonuTopuHr paboThI oJb30BaTenel. Hacrpoiika peructparmu codbrtuii B CK3M.
11. | Coznanue u npoBepka moauTuk B konconu InfoWatch Device Monitor.
12. | Co3nanue u pazpemenne nHuaeHToB B IWTM, ncnonsiys ['eneparop tpaduxa.
13. | KonTpousb 1 aHam3 HHQOPMAIIMOHHBIX TTOTOKOB.

CamocTosiTesibHasi padoTa

DLP-cuctemsl. Cxema pa3BeptbiBanusi DLP-cucteMsl.

DLP-cucrema InfoWatch. Cocras, ocoOeHHOCTH.

T1O «InfoWatch Traffic Monitor» u «InfoWatch Device Monitory.

YcraHoBka u KoH(uUrypupoBanue KomMmnoHeHToB DLP-cuctembl. Mepbl pe10CTOPOKHOCTH.

Al Bl Rl ISl o

Bonpocs! Buptyanuzanun. COBpeEMEHHbIE THIIEPBU30PHI.

10

Tema 1.5

[Iporpammuebie u
armapaTHbIe CpeJICTBa
3alIUThl KOMIIBIOTEPHBIX
WH(POPMAITMOHHBIX CUCTEM
OT HECAaHKLIIMOHUPOBAHHOTO
J0CTyTa.

Copaep:xaHnue

1.

Peanmzanms C3U. Ctpykrypa C3M 0T HECAaHKIIMOHUPOBAHHOT'O KOITUPOBAHMSI.

2.

Krnaccudukanus cucteM 3amuThl HHOOPMAIUY OT HECAaHKITMOHHUPOBAHHOTO JIOCTYTIA.

3.

Cucrtema 3anuthl nHGopManuu ot HCJI - SecretNet. OcHOBHBIE (YHKIIMM ¥ BO3MOYKHOCTH.

4.

[Toaxomp! K 3anuTe HHGOPMAIIMOHHBIX CHCTEM. ANMapaTHBIE KITIOYH.

B ToM ymc/ie NpaKTUYeCKUX 3aHATHI

Crioco0bI YCTAaHOBKH 3allIMTHBIX MEXAaHMW3MOB B 3alIMIIACMBIC ITPOrpaMMHEIC MOYJIN.

[Tpumenenue C3U ot HCJI 1 HeCaHKIIMOHUPOBAHHOTO KOIIUPOBAHUSI.

[Tpumenenue cpencts 3auuthl HHGopmarmu oT HCJI «Secret Nety.

3amyck U perucTpaunusi B CUCTeMe 3aluThl. Peanusaius Mojenell pasrpaHUueHus JOCTyma.

[Tpumenenue C3U ot HC/I noctyna «ITAK CoGoinby.

S R Pl el fan

YrpasneHne KoMIoHeHTaMu KoMiuiekca «CoO0JIb.

16

Tema 1.6
MOHHTOPHHT CHCTEM
3AIUThI

Copnep:xanue

CeTteBble aHAIM3aTOPbl. CKaHEPHI YSI3BUMOCTEH.

[Toakmouenue k OC 1o 3aJaHHOMY CETEBOMY MPOTOKOITY.

Komneiorepasie Bupychl. Knmaccudukaius 1 XapakTepUCTHKH.

nall Bad I o

MexaHu3MBbI 3apaX€HUsI KOMITBIOTEPHBIMH BUpyCaMu. MEeTO/IbI ¥ CPENICTBA 3AIIUTHI OT KOMITBIOTEPHBIX
BHUPYCOB.

5.

3ammra napopManuu B 0a3ax JaHHBIX.

B ToM uncie NMPAKTHICCKHUX 3aHATHH

10
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CTpyKTypa aHTHBUPYCHOM 3aIIUTHI peaAnpusThs. OyHKIIMOHAIHHBIC TPEOOBAHMSI.

YcraHoBKa ¥ npeBapuTeabHas HacTpolika AnTuBupyca Kacnepckoro.

Ananu3 mupoBsiX SIEM-cucrem.

[~

. | Pa3zBepreiBanne VPN.

CamocrosiTesibHasi padoTa

1. | Bupryanbnas yactHas cetb VPN.

Tema 1.7 Conep:kanue

HopmatuBHO-11paBoBBIE B Tom uMc/ie MPAKTHYECKHUX 3aHATHH

aKThl B 00J1aCTH 1. | Pabota ¢ rocymapcTBeHHBIM peecTpoM cepTudunrpoBaHHbix C3M.

MH()OPMAIMOHHON CamocTosiTeibHas pabora

ACATCIIBHOCTH U 1. | IlpaBoBbie u KoHcTUTYIMOHHBIE OCHOBHI 0OectiedeHust b
ACATCIIBHOCTH 110 3aIIUTEC JIMYHOCTH U IOCYIapCTBa.

HH(OpMALIH 2. | Bunapl HOpMaTHBHO-IPAaBOBBIX AKTOB B 00JIACTH 3aLIUTHI HHPOPMALIH.

3. | T'oc.peectp cepTHPHUITMPOBAHHBIX CPEJICTB 3aIIMTHI HH(DOPMAITUH.

YueOHas npakTuka no Paznery 1

Buasi paGor

[IpumeHeHne mporpaMMHO-aIIapaTHBIX CPEACTB ooecneueHust nHpopMalmoHHoM Oe3omacHocTr AC.

JluarHoctrpoBaHue 1 o0ecredeHre padoToCIIOCOOHOCTH MPOTrpaMMHO-AIIAPATHRIX cpecTB odecrieuenus Mb.

VYyactue B obecrieueHnn yuéra, 00padOTKU, XpaHEHHS 1 Tiepeiaul KOH(DUISHIMATLHOM HH(OPMAIHH.

KoproparuBnas 3amura oT BHyTpeHHUX yrpo3 Ha 6aze DLP—cucremsr InfoWatch Traffic Monitor.

Pa3zpaboTka monuTrk 6€30MacHOCTH B IEpUMeTpe opranu3aiuu Ha ocHoBe DLP—cuctemsr InfoWatch Traffic Monitor.
MOHHTOPHHT U PETHCTPAIHs CBEICHUN, HEOOXOAUMBIX IS 3aIIUThI 00bEKTOB HHGOPMATU3AIINH, C UCIIOJIb30BAHUEM MIPOTPAMMHBIX U
POTPaMMHO-aIMapaTHRIX CPEACTB 00HAPYKEHUS, TPEIYTTPESIKACHUS 1 TMKBUIAINY ITOCIIEACTBUN KOMITBIOTEPHBIX aTaK.
AyTteHTH(UKAIS UASHTA(DUKALIIA [T0TB30BATENCH.

AJIMHHUCTPUPOBAHHE CUCTEMBI KOPIIOPATHBHOH 3aIIUTHl HH()OPMAITUH.

36

Kypcosoii npoext (padora) mo M/IK 02.01

TemaTHka KypcoBOro npoexra

1. Onenka 3ammménHoct OC Windows XP Professional (Windows 10) B cootBeTcTBru co cranmapramu [SO.

2. AHanm3 METOJIOB M3yUYEHUS TIOBEJICHNS HApYIIUTENIeH 0€30IaCHOCTH KOMITHFOTEPHBIX CHCTEM.

3. IlporpamMHO-anmapaTHble CpeICTBA AT THPOPMAIIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOTO UCTIONH30BAHMS 1 KOTTMPOBAHMSL.
4. BapuaHTbI pelieHrs1 aHTUBUPYCHOM 3alIUTHI KOPIIOPATUBHOM CETH.

5. AyreHTudukanysi ojb30BaTeNei Ha OCHOBE MX CIIOCOOHOCTEH K 3aIIOMUHAHUIO 0TOOpaXKaeMoii Ha KOPOTKOE BpeMsi HH(OPMAIIIH.

6. KoprioparuBHas 3amura OT BHyTPEHHHUX yrpo3 Ha 6a3e DLP—cucremsr.

7. PazpaboTka moIUTHKH Oe30MacHOCTH PEATIPHSATHSL.

30
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M/IK.02.02 Kpunrorpajgpuueckue cpeacTBa 3aiuTbl HHGOpManumn

Paznen 2. Kpunrorpaguueckue cpeacrsa 3aiuTbl HH(pOpMAIIUU 108
Tema 2.1 OcHOBHBIC Copaep:xaHnue
MOHATUSA 1. | MHcTpykTax nmo TexHuke 6e3onacHoctu. Kpunrorpadus, kpuntoananus, creHorpadus, KOJIUpOBaHUE. 3
KpunTorpaduueckoit 2. | OcHOBHBIC IOHATHS KpUNITOrpadruecKoi 3amThl HHOOPMAITIH.
3allUThI HH(i)OpMaHI/II/I 3. OneHka HagEXHOCTH KpUOTOAATOPUTMOB.
4. | Knaccudukanus kpuntorpadguueckux METOA0B 3aIUThl HHGOpMAIUH.
B ToM ymc/ie NpaKTHYeCKUX 3aHATHI
1. | llIndpoBanue meTomom Bmwkunepa.
2. | llludpoBaHne METOIOM MEPECTAHOBKH.
3. | lUIudposanue merogom BepHama.
4. | lludpoBaHre METOIOM raMMHUPOBAHUSI. 16
5. | Anroputrm EBknnaa nist Haxoxaenust HOJI uncen.
6. | [IpoBepka yncen Ha IPOCTOTY.
7. | UccnenoBanue pa3aMyHbIX METOOB 3aLIUThI TEKCTOBOM MH(OPMAIMK U UX CTOMKOCTH Ha OCHOBE
moa0opa KIrYeH.
8. | AnroputM OBICTPOTO BO3BEAECHHUS B CTENIEHD 110 MOYJIIO.
CamocTrosiTesibHasi padoTa
1. | MeTo/ibl mepecTaHOBKH (TPAHCIIO3UIUN). 4
2. [[ndpoBanre meTooM raMmmupoBanus. Meroa BepHama.
Tema 2.2 CuMMeTpHUUHBIE Coaep:xanue
KPUIITOCHUCTEMBI 1. | IloHATHSA CHMMETPUYHON KPUITOCUCTEMBI. 4
mHpPOBAHKSA 2. | Ilotousble u 0104YHbBIE MHUPPHL.
B ToM ymc/ie NpaKTHYeCKUX 3aHATHI
1. | IlpakTuyeckue peaar3alii UTEPAIIMOHHBIX OJOUHBIX MIH(POB. 10
2. | Poccwmiickmii crangapt mmdposanus TOCT 28147-89.
3. | Cxema mmudpoanus B anroputme I'OCT 28147-89.
4. | Crangapt cummerpuunoro mudposanus AES RIINDAEL.
CamocrosiTesibHas padora
1. | Aaroput™ mmdposanusi DES. 4
2. | OcHOBHBIE peXUMBI pa0OTHI OJIOYHOTO CUMMETPHYHOTO AJITOPUTMA
Conep:xxanue 8

14




Tema 2.3 AcummeTpruyHbIe
KPUITOCUCTEMBI
g poBaHus

1. | IloHATHSA aCHMMETPUYHON KPUOTOCUCTEMBI.
2. | Anroputm mmdposanust RSA.

3. | OyHKIMUS XCIIUPOBAHMUSL.

4. | I'eHepaTopbl ICEBAOCTYYaHBIX YUCEIL.

B TOM 4nc/Ie IPAKTHYECKUX 3aHATHI

1. | Hludposanue c nomouipto anropurMoB duddu-Xemnmana u np [amans.
2. | llIudposanue meromom RSA. 14
3. | IomydeHue Xa11-K0/1a COOOIIECHHUS.
4. | Cxema xemunpoanusi o airoput™my I'OCT P 34.11-94.
5. | I'enepanus nceBIOCTyYaHBIX YUCEI PA3JIMYHBIMU METOJAMHU.
CamocrosiTesibHas padora
1. OrteuectBeHHbIN cTanaapt xemupoBanust ['OCT P 34.11-94. 4
2. | Anropurmel Auddu-Xemnmana u Db ["amans.
Tema 2.4 DnexTpoHHas Conep:xxanue
UQpoBast MOANUCH 1. | DnexTpoHHast uudpoBasi HOIIUCH. 8
2. | CrangapThl Ha aJIrOpUTMbI IU(POBOI MOAMUCH.
3. Poccutickuii cranaapt mudporoit moanucu 'OCT P 34.10-94.
4. | Hossrii Poccwmiickuii crangapt mmudpooit mogamucu [OCT P 34.10.2001.
B TOM 4ncJ/ie NPaKTHYECKUX 3aHATHI
1. | ®opmupoBaHue 3IEKTPOHHON MOANKCH HAa OCHOBE aaropuTMoB Db ['amans u RSA. 12
2. | ®opmupoBaHue 3IeKTpoHHON noanucy Ha ocHoBe airoput™oB ['OCT P 34.10-94 u 34.10-2001.
3. | Ucnonb3oBanue nporpammbl PGP mis hopmMupoBanus U mpoBEpKHU SIEKTPOHHOM IMOATUCH.
CamocrosiTesibHas padora
l. | YcunenHas kBauUIMPOBaHHAS YIEKTPOHHAs! MOIKChH 2
Tema 2.5 Conep:xxanue
HoBble BO3MOKHOCTH 1. | CoBeplIeHHO CEKPETHBIE KPUIITOCUCTEMBI. 4
Kpunrorpapum 2. | llludpoBanue, MOMEXOyCTONUNBOE KOAUPOBAHHUE U CIKaTHE WH(POPMAIIHH.
B ToM ymc/ie NpaKTHYeCKUX 3aHATHI
1. | CoBeplieHHbIE KPUIITOCUCTEMBI.
2. | Ananu3 6€301aCHOCTH MPOTOKOJIOB 0OMeHa MH(MOPMAIIHECH. 6
3. | [lepcriekTUBBI pa3BUTHUSI KPUOTOrpahUIECKUX METOIOB 3alIUThHI. [[pUdrHbI HEeHaIEKHOCTH
kpunrocucteM. KBantoBas kpunrorpadus.
CamocTosiTesibHasi padoTa 4

1.

| [Tpob6nema ayrenTrduranmuu. MHQpacTpyKTypa OTKPBITHIX KIFOYEH.
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| 2. | DnekTpoHHas MdpoBas MOANUCHL HA OCHOBE aropuT™MOB Db ['amaist 1 RSA.

IIpon3BoacTBeHHast npakTuka no Pasnery 2

Buabi pador

PaccmoTpeTs Ha PaKTHKE OCHOBHBIE MOJIOKEHUS MTOJIMTHKH UH()OPMAIIMOHHON 0€30IacHOCTH MPEATPHUSITHS.
AJMUHUCTPUPOBAHKE MOJICUCTEM 0€30aCHOCTH aBTOMAaTU3UPOBAHHBIX HH()OPMALIMOHHBIX CHCTEM.

AHanu3 1 yyacTtue B 00ecrieueHnn yuéra, 00pabOTKH, XpaHESHHS U Mepeadn KOH(DUICHIMAITLHOW HH(OpMAIHH.

[TpumeHeHre mporpaMMHO-aITapaTHBIX CPEICTB oOecredeH s HHQOPMAIOHHON O€30IacHOCTH.

HacTpoiika MexCceTeBbIX JKPaHOB.

Pa3zpaboTka anroputma u uHTEpdEiica mporpaMmbl aHaTU3a HHPOPMAIIMOHHBIX PUCKOB U €€ TeCTUPOBAHUE.

[TpoBepka mail u web Tpaduka Ha Hanmuune BpegoHOoCHOTO [10 ¢ MOMOIIBI0 AaHTUBUPYCHBIX CPEJICTB.

AHanu3 BXOZsIIero U ucxopsimero tpaduka. KoHTpoas yTeuku KoHPHUAeHInATbHONH HHPOpMAIUH.

KopriopaTtuBHas 3amura OT BHYTPEHHHUX YTIPO3.

DLP-cucremsl. Cxema pa3BepThiBaHUs U yCTaHOBKM DLP cuctemsr.

CkanupoBanue ceteBoro Tpaduka. KoHTpons nepenaun HHGOpPMALUU OrpaHHYEHHOTO JIOCTYTIA.

SIEM-cucremsl. CpeacTBa aHauu3a U yIpaBIICHUs! TaHHBIMU.

Hcnonp3oBanue 1 0(hopMICHUE TEXHUYECKON TOKYMEHTAIIMU B COOTBETCTBUH C JICHCTBYIOIIMMH HOPMAaTHBHBIMHU aKTaMHU.
[TpyMeHeHre HOPMATUBHO-IPABOBBIX AKTOB, HOPMATHBHO-METOJMYECKUX IOKYMEHTOB MO 00ecrneueHrto HH()OPMaIMOHHOM 0e30MacHOCTH POrPaMMHO-
anmnapaTHbIMH CPEJICTBAMH.

108

IIpome:kyTOUHAS aTTECTAIUSA

39

Bcero

527
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3. YCJIOBUSA PEAJIM3ALIUU ITPOI'PAMMBI ITIPO®ECCHOHAJIBHOT'O MOAYJIA

3.1 JIna peaausanmM nNporpaMMmbl NPo(eCcCHOHATBHOI0 MOAYJS JOJKHBI ObITH
NMpeaycMOTPEHBI cJIeAyIolHe cnelualbHbIe MOMeIleHUsI:
nabopaTopus MIPOrpaMMHO-aIIapaTHBIX CpEeNCTB obecrieueHus nH(pOpMAITMOHHOM

0€301acHOCTH.

OOopynoBanue maboparopud W padoumx MecT Jsadoparopun «lIporpaMMHo-anmapaTHBIX
cpencTB obecneueHus HHHOPMALMOHHON OE30MaCHOCTH:

— KOMITBIOTEPHI — paboyee MECTO CTY/ICHTA,

— MYJBTUMEIMHHBIA KOMIIBIOTEp — pabodee MECTO MPETo1aBaTels;

— MYJIbTHMEIHA MTPOSKTOP, MPOSKIIMOHHBIN 3KpaH;

— JI0CKa;

— MIPUHTED JIa3ePHbIN;

— CKaHep;

— JIOKaJIbHAsL CETh KOJUIS/KA, JJICKTPOHHAsI [T0UTa, BEIXO B IHTEpHET;

— porpaMMHOE oOecTieueHre 001Iero U MpodeCCHOHATHLHOTO HA3HAYCHHS;

— KOMIUIEKT Y4eOHO-METOAMYCCKON JTOKYMEHTAIIHH.

3.2 UadopmanuoHHOe o0ecnevyeHre peajn3aluy NporpaMmmal
Jnis peanmzanuu mporpamMmbl OUOIHOTEUHBIH (OHA 00pa30BaTENbHON OpPraHU3aAINH JOJDKEH

UMETb T[I€YaTHbIE W/WIM DJEKTPOHHbIE OO0pa3oBaTelbHbIE W WH(POPMALMOHHBIE PECYPCHI,
pexomenoBanabie ®YMO, nis ucnonb3oBaHus B 00pazoBaTesibHOM mnpouecce. [lpu ¢popmupoBanuu
O6ubnuoTeuHoro QoHaa 0O0pa3oBaTEIbHOW OpPraHU3allMd BBIOMPACTCS HE MEHEE OJHOTO W3/IaHUs U3
MEPEYHCIICHHBIX HIDKE MMEYaTHBIX M3/IaHUH U (FITH) DJIEKTPOHHBIX W3JIaHUH B KA4eCTBE OCHOBHOTO, ITPH
ATOM CIIUCOK, MOKET OBITh IOTIOJTHEH HOBBIMU U3aHUSMHU.

3.2.1 OcHOBHBIE TeYATHLIE H3TaHUS

1. AcdanacneB, Anekceil AnekceeBud AyteHTudukanus. Teopus u mpakTuka obecredeHus
0e301acHOro I0CTyMa K HHPOPMAIIMOHHBIM pecypcaMm. YueOHoe mocodue s By3oB. ['pudp YMO MO
P® / AdpanacbeB Anekceit AnekceeBud. - M.: ['opstuas nunus - Tenexowm, 2020. - 438 c.

2. babam, A. B. UudopmannonHas Oe3omacHOCTh. JIabopaTopHBIM TPAaKTHKYyM. YueOHOe
noco6ue (+ CD) / A.B. Babam, E.K. bapanosa, FO0.H. Menbuukos. - M.: KuoPyc, 2019. - 132 c.

3. Kazapun, O. B. OcHoBbl HH(pOpPMAIIMOHHOW 0€30MTaCHOCTH: HAJIEKHOCTh M OE30IMaCHOCTH
MIPOrpaMMHOTO o0ecrieueHus: yueOHoe mocobue st cpeHero mpodeccruoHanbHoro oopazosanus / O.
B. Kazapun, W. b. UlyOunckuii. — Mocksa: M3znarensctBo IOpaiit, 2023. — 342 c. —
(ITpodeccnonansnoe obpazoBanue). — ISBN 978-5-534-10671-8. — Tekcr: >neKTpOHHBIH //
O6pa3zoBarenpHas miaThopma FOpaiit [caifr].

4. Yunura, A.®. MudpopmanuonHas 0e30macHOCTh aBTOMAaTHU3UPOBAHHBIX CHUCTEM. YueOHOe
nmocoOue i CTYJIEHTOB BY30B, OOYYaIOIIUXCS MO CHEIUAIBHOCTSIM B 00JlacTh MHGOPMAIIMOHHON
oe3onacHocTu / A.®@. Yunmra. - M.: I'enmnoc APB, 2019. - 551 c.

5. Ilepbak, A. B. Nudopmanmonnass 6e30mMacHOCTh: yYEeOHHUK JUIsl  CPEAHETO
npodeccuonansHoro odpazosanus / A. B. lllepbak. — Mocksa: U3narenscro FOpaiit, 2023. — 259
c. — (IIpodeccuonanpHoe obpazoBanue). — ISBN 978-5-534-15345-3. — TekcT: JAEKTPOHHBIN //
O6pa3zoBarenpHas miaTdopma FOpaiit [caiir].
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3.2.2 JlonoJHUTENbHbIE HCTOYHHKH

1. I'pummn, B. H. WudopmannoHHBIe TEXHOJIOTHH B Mpo(eccCHOHANBHON AesITeNbHOCTH
[Tekcr]: yueOnux/ E. E. IlandmmoBa. - M.: ®OPYM: HHDPA-M, 2005. - 416 c.: un. -
(ITpoeccronanbHOE 0Opa3oBaHUE).

2. HWudopmammonnsie  TexHojoruu  [Tekct]:  yueObnmx/  O.JI.  TonumpbiHa,
H.B. Makcumos, T.JI. Ilapteika, W.WU. IlonoB. - M.. ®OPYM: HNH®D®PA-M, 2006. -
544 c.: un. - (IIpodeccuonansHoe 06pa3oBaHUE).

3. MaxkcumoB, H. B. Kowmmbiotepusie cetu [Tekct]: yueOHOe mocoOue/

H. B. Makcumos, . U. [Tonos. - M.: DOPYM: UH®PA-M, 2004. - 336 c.: ui. - ([Ipodeccuonansuoe
oOpa3oBaHue).

4. MuxeeBa, E. B. MupopmaiioHHbIE TEXHOIOTUUM B NPO(PECCHOHANBHON NESATETBHOCTH
[Tekct]: yue6HOe ocobme/ E. B. Muxeesa. - 2 u3j., crepeor. - M.: Akanemus, 2005. - 384 c.: wi. -
(Cpenunee mpodeccroHanbHOE 00pa30BaHHKE).

5. PymsnameBa, E. JI. Wudopmammonnsie texHomorunu [Tekcr]: yueOHOe mocobue/
E. JI. Pymannesa, B. B. Cmtocaps; pen. JI. I'. I'arapuna. - M.: ®OPYM: UHOPA-M, 2007. - 256 c.:
ui. - (IIpodeccuonanbuoe o6pa3oBanue).

6. Menbaukos, B. I1. Undopmanmonnas Oe3omacHocTh [Tekcr]: yueOHoe mocobue/ B.IL.
MensaukoB, C.A. Kneiimanos, A.M. Ilerpakos; mox pea. C.A. Kneiimanos. - M.: Akagemusi, 2005. -
333 c.: . - (Cpennee npodeccnoHaibHOE 00pa30BaHUE).

Iepuonuyeckue n3xaHus

1. Uadopmannonnas Oe3omacHocTh [TekcT]: HayuHblii kypHam. - M.: [6. u.], 2016. -
BbIxoaut exeKkBapTalbHO.

2. Undopmatuka - nepBoe ceHTsiops [Tekcr]: yueOHO-METOAMUECKUI )KypHAIT ATl yUUTEeH
uHpopmatuku. - M.: Ilepoe centsi6ps, 2016. - BBIXOAUT €XeMECSIUHO.

3. Moii npyr kommbrotep [TekcT]|: mpocThIMU CIOBAMHM O TOM, YTO BaM Ka)KETCSI CIOYKHBIM;
razera. — Hwknuii Hosropoa: OOO "UznatensctBo "I"azeTnsiit mup", 2016. — BoIXOauT e3xeMecs4HO.
DJIEeKTPOHHbIE HCTOYHHKHU

1.ITouckossie cuctemsl UuTepHet: SAnaekc, Google, Rambler

2. http://fstec.ru - T'ocymapCTBEHHBIH peecTp CEPTHPHUIMPOBAHHBIX CPEJCTB 3aIUThI
unpopmanuu N POCC RU.0001.016M00

@opmbl TIpoBeieHUs] YUeOHBIX 3aHATHA M MPAKTHKH - JJabopaTopHasi, KOMIBIOTEPHBIN Kiacc,
MpeayCMOTpEeHa TUCTaHIIMOHHAs GopMma (padoTa yepe3 MIHTepHET-pecypcChl).

B yCcloBHSX TMCTaHIMOHHOTO OOYYCHHS:
- MHCTPYKTaX M BbIJIa4a 3aJaHus IPOU3BOIUTCS B (hopme TenekoHpepeniun B Chepym;

- BCSI HEOOXOMMasi IOKYMEHTAIHS BBICBUIAETCS 1O 3JICKTPOHHOM MoYTe;

- 06paTHa51 CBiA3b MW KOHCYJIbTallUM OCYLICCTBIIAOTCA B IIPUIIOKCHUU BxonTakTe u 1o
AIICKTPOHHOH T10UTE;

- BBITIOJIHEHHBIE 33/1aHUSI COOUPAIOTCA B apXHB U OTIIPABISIOTCS Ha 00JIAaKO;

- OTYETHI 110 IPAKTUKE PacIICUaTHIBAIOTCS;

- 3aIUTa y4eOHOM MPaKTHKH, 3a4eTa, SK3aMEeHa OCYILECTBIIIETCS B popMe TeleKOH(pEepeHIINN B

Chepym.
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUSA TIPO®PECCHOHAJIBHOI'O

MOJYJISI

Kon n HaumeHnoBanue
pohecCHOHANBHBIX U 00X
KOMIIETEHIIH, ()OPMHUPYEMBIX B
paMKax MOIYJIsI

Kputepun onienkun

MeTtonr! onieHku

[IK 2.1 OcyiiecTBasiTh YCTAaHOBKY
Y HACTPOUKY OTAEJIBHBIX
MIPOrpaMMHBIX, TPOTPaMMHO-
anmnapaTHbIX CPEJCTB 3aIUThI
nHpOopMaIuu.

- o0ecrieueHne 0E30IaCHOCTH B
aBTOMaTI/I3I/IpOBaHHBIX CUCTECMaXxX

1K 2.2 ObecnieunBaTh 3aIIUTY
uHbOpMaIuu B
ABTOMAaTH3UPOBAHHBIX CHCTEMaxX
OTJEeNIbHBIMU NIPOTPAMMHBIMH,
POTPaMMHO-aNapaTHBIMH
CpeACcTBaMuU

- COOJII0/IEHNE CPOKOB
BBITTOJIHEHUS 3aIaHUS
- paboTOCIIOCOOHOCTH
MPOTPAaMMHOTO 00ecTIeueHUs

[IK 2.3 OcyiiecTBasiTh
TECTUPOBAHUE (PYHKIIMHA OTACTHHBIX
MIPOTrPaMMHBIX U ITPOTPAMMHO-
anmapaTHBIX CPEJCTB 3aIIUTHI
nHpopMaIuu.

- COOTBETCTBHUE OTYETA MPOBEPKU
3¢ (HEeKTUBHOCTH CTaHIApTaM U
HOPMATHUBHOW JOKYMEHTAIUH I10
obecrieyeHnto HHPOPMAITMOHHOM
0€301acHOCTH MPOTPaMMHO-
anmapaTHbIMU CPEACTBAMU

- cOOIOZICHNE CPOKOB
BBITIOJTHEHWSI 33/ IaHUS

- paboTOCIIOCOOHOCTH
IIPOrpaMMHOT0 00eCIIeUSHUS

I1K 2.4 OcymectBasaTs 00paboTKy,
XpaHeHHe U nepenady nHpopMauu
OTPaHMYECHHOTO JIOCTYTIA.

- cOOII0IGHUE CPOKOB
BBITIOJTHEHUS 3a1aHUS
- paboTOCTIOCOOHOCTH
MIPOrpaMMHOTO 00ecTIeueHuUs

1K 2.5 YanuTox)ath nHPOPMALIUIO
¥ HOCHUTENIN nH(pOopMaIuu ¢
UCIIOJIb30BaHUEM MTPOTPAMMHBIX U
POTPaMMHO-aNapaTHBIX CPEACTB

- pabOTOCTIOCOOHOCTD
HPOrPaMMHO-AIIAPaTHOTO
obecrieyeHus

Tekymuii KOHTPOJIb B
dopme:

- 3AIIUTHI JA0OPATOPHBIX U
MIPaKTUYECKUX 3aAHATHUM;

3ayeTsl 0 yueOHOH
NPaKTUKE U 110 KaKJIOMY
U3 pa3lesoB
podeCCHOHATBEHOTO
MOy IS

KBanupukannoHHsIi
9K3aMEH 110 MOIYJIIO

3ammTa KypcoBOi pabOThI

1K 2.6 OcyiiecTBusTh
PETHCTPAIMIO OCHOBHBIX COOBITHI B
ABTOMAaTH3UPOBAHHBIX
(uH(pOpPMAIIMOHHBIX) CHUCTEMAaX, B
TOM YHCJI€ C UCIOIb30BAaHUEM
NPOTPaMMHBIX U IPOTPAaMMHO-
ammapaTHbBIX CPEACTB
OOHapYKeHUsI, IPETYTPEIKACHHUS U
JIMKBUIALUH TTOCIIEICTBUI
KOMITBIOTEPHBIX aTaK

- COOTBETCTBUC HOPMATUBHBIM
MPaBOBBIM aKTaM I10
obecriedyeHn0 NHPOPMAITMOHHOM
0e301acHOCTH MPOrPaAMMHO-
arnmnapaTHbIMU CpEACTBAMU
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OK.01 Bsi6upats criocoOsl
pemeHns 3a1a4 IpodeccuoHaTbHON
JeATeIbHOCTH, IPUMEHHUTENBEHO K
pa3TMYHBIM KOHTEKCTaM.

- 000CHOBaHHOCTb [TOCTAaHOBKH
1LIeJIH, BEIOOpA U IPUMEHEHUS
METO/OB U CIIOCOOOB peIIeHus
MpoQ)eCCUOHANIBHBIX 337124,

- aJIeKBaTHas OLICHKAa U CAMOOLIEHKA

3¢ (HEeKTHBHOCTH u KauecTBa

BBIMOJIHEHUSI  TPOQecCHOHATbHBIX

3a]1a4
OK.02 Hcnonb3oBath - UCIIOJIb30BAHUE  Pa3JIMYHBIX
COBpPEMEHHBIE CPEJICTBA MIOUCKA, HCTOYHHUKOB, BKJIIOYasI
aHamM3a U UHTEepIpeTalun AIIEKTPOHHbIE pecypchl,
uHpopManuu U UHGOPMALIMOHHbBIE | Meauapecypcbl, HTepHET-pecypcsl,
TEXHOJIOTUH ISl BBITIOJTHEHUS NIEPUOANYECKUE W3JaHUS 1o
3a71a4 Npo(ecCuoHaNbHOM CIELUAIBHOCTH AN peIIeHUs

JCATCIIbHOCTH.

pohecCHOHABHBIX 33724

OK.03 IInanupoBaTh u
peanu30BhIBaTh COOCTBEHHOE
npodeccroHaIbHOE U TMYHOCTHOE
pa3BUTHE, TPEANPUHIMATEIECKYIO
JeATEILHOCTD B
npodeccruoHaIbHOM chepe,
UCIIOJIb30BATh 3HAHUS IO IPABOBOM
¥ (MHAHCOBOI TPaMOTHOCTH B
Pa3IUYHBIX )KU3HEHHBIX
CUTYAIHSIX.

- IGMOHCTpAIIXsl OTBETCTBEHHOCTH
3a IPUHSTHIE PEIICHUS
- 00OCHOBaHHOCTh CaMOaHaNW3a M
KOPPEKIIHS pe3yIbTaToB
COOCTBEHHOI pabOTHI;

OK.04 DddexTrBHO
B3aMO/ICHCTBOBATH M PadOTATH B
KOJIJIEKTHBE U KOMaH/IE.

- B3aUMOJEHCTBHUE C
00yYaroIuMHUCs, IPeroiaBaTeIMu
U MacTepaMu B X0JI¢ 00y4eHusl, ¢
PYKOBOJIUTENAMHU y4eOHOH U
IIPOU3BOACTBEHHOM IPAKTHK;

- 000CHOBaHHOCTh aHalM3a PabOTHI
YJICHOB KOMaH/IbI (TIOAYMHEHHBIX )

OK.05 Ocy1iecTBasTh YCTHYIO U
MUCHbMEHHYIO KOMMYHHUKAIUIO Ha
rOCyJJapCTBEHHOM SI3bIKE
Poccuiickoi @enepanuu ¢ yueTom
0COOEHHOCTEH COLMANbHOTO U
KYJIbTYPHOT'O KOHTEKCTA.

- JIeMOHCTpauusi  I'PaMOTHOCTH
YCTHOM M TIMCBMEHHOM pedH, -
SICHOCTb (bopmynrpoBaHus u
W3JI0KEHUS MBICIIEH

OK.06 ITposABIATE TpaXk1aHCKO-
MaTPUOTHYECKYIO MO3ULHIO,
JIEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHUE HA OCHOBE
TpaauLHOHHBIX Poccuiickux
JTyXOBHO-HPABCTBEHHBIX
LIEHHOCTEH, B TOM YHUCJIE C Y4ETOM
rapMOHM3ALUN MEXHAMOHAIBHBIX
Y MEKPEJIUTUO3HBIX OTHOLLIEHUH,
MIPUMEHSATH CTaHJAPTHI
AHTUKOPPYNLMOHHOIO OBEIEHUSI.

- COOITI0/IEHNE HOPM TTOBEACHHSI BO
BpeMsl Y4EeOHBIX 3aHATHH U
MIPOXOXKICHHS yUeOHOH 1
HPOU3BOICTBEHHON MPAKTHK,

- coOII0/IeHNe CTaHIapTOB
AHTUKOPPYNIIMOHHOTO MTOBEICHUS

WNurepnperanus
pe3yiabTaToOB
HaOJIFOJEHU 3a
JIEATEITbHOCTBIO
CTYJIEHTOB B IIpoLiecce
OCBOCHUS
oOpa3oBaTenbHON
IIPOrpaMMbI
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OK.07 CopeiicTBOBaThH
COXPAHEHHUIO OKPY>KAIOILIEH Cpebl,
pecypcocOepexeHH0, MPUMEHSITh
3HaHUS 00 U3MEHEHHH KJIMMarTa,
MIPUHIIUIIBI OEPEKITHUBOTO
MPOM3BOJICTBA, YPPEKTHBHO
JIEWCTBOBATh B YPE3BbIUYANHBIX
CUTyaIUsX.

- 3(hpexTUBHOE BHITIOTHEHHE
npasui1 Th Bo BpeMst yueOHBIX
3aHATHH, IPU TPOXOXKACHUU
y4eOHOH 1 IPOU3BOJICTBEHHOM
MIPAKTUK;

- IEMOHCTpAaLus 3HAHUN U
UCIIOJIb30BaHUE
pecypcocOeperammmx TEXHOIOT UM
B IpOo¢heCCHOHATILHOM 1 TeIbHOCTH

OK.08 HMcnonb3oBaTh CpeacTBa
¢bu3nUecKoil KyIbTyphl JUIs
COXpaHEHUS U YKPEIUICHHS
3JI0pOBBsI B IIpoIiecce
npodeccHoHaNbHON AEATETLHOCTH
U TOJIEpKaHUA HE00X0IUMOTO
YPOBHS (PU3HIECKOM

- 3(ppeKTUBHOCTH HUCTIOIB30BAHMS
CpeAcTB (PU3NYECKON KYIbTYpPbI IS
COXpaHEHHS U YKPETUICHHS
3J0POBbA ITPU BBITTIOJIHCHUN
poeCCHOHATLHOMN IeATEIIEHOCTH.

[IOJITOTOBJIEHHOCTH.
OK.09 Ilonb30Barbes - 3¢ (eKTUBHOCTh UCIIOJIB30BAHUS B
npodeccruoHanbHON npoecCHOHANBbHON  AESITeTbHOCTU

TOKyMEHTaIuei Ha
rOCyJJapCTBEHHOM U MHOCTPAHHOM
SI3BIKAX.

Heo0X0aUuMOMI TEXHUYECKON
JOKYMEHTallid, B TOM YHCJIE Ha
AHTJIINIHCKOM SI3BIKE.

JIP 13-21

BeimosHeHre paboT B COOTBETCTBHH
C YCTaHOBHCHHI:IMI/I peI‘JIaMeHTaMI/I
C COOJTI0/IEHUEM TMPaBUIT
0€30MacHOCTH Tpy/ia, CAHUTAPHBIMU
HOpMaMH

HKCIIEPTHOE
HaOJroIeHue
BBITIOJTHEHUS
NPaKTUYECKUX paboT
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