npuiioxenue 2.7

k OIIOII no cneruanbHOCTH
10.02.05 O6ecrnieuenne nHOOPMAITMOHHOM
0€30MMacCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM

PABOYAS TIPOTPAMMA YYEBHOU JUCHUTJIAHBI
OIL.01. OCHOBBI HH®OPMAIIMOHHOM BE30IACHOCTH

2024r.



PaGouass mnporpamma y4eOHOW JUCHMIUIMHBI — pa3paboTaHa Ha  OCHOBE
®enepalibHOTO  rOCYJAapCTBEHHOTO  00pa30BaTEIbHOrO  CTaHAApTa CPEIHETO
npodeccuonansHoro oopasopanus (nanee — CIIO) mo cnenumansHoctu 10.02.05
Obecrnieyuenre MHYOPMALIMOHHONW OE30MACHOCTH ABTOMATHU3WPOBAHHBIX CHUCTEM,
BXOASAUIEM B COCTaB YKpymHeHHOM rpynnsl cneunuansHocTter  10.00.00
NudopmanmonHas 6€301acHOCTb.

Opranuzanus-pa3paboTyK: ToCyJapCcTBEHHOE OIKeTHOE NpodeccruoHaIbHOe
oOpazoBatenpbHOoe yupexjaeHue HoBocubupckoit o6mactu «HoBocuOupckuit
npohecCuOHATBHO-TIEAArOTHYECKUIN KOJLIE MK

Pa3zpaboTuuk:

Bonkosa H.W., mnpenonaBaTens

Paccmotpena u npuHsTa Ha 3aceaHuu Kadeapsl UHOOPMAILIMOHHBIX TEXHOJIOTUH U
nu3aiHa

ITpoTtoxon Ne 1 ot 29.08.2024r.

PykoBoauTens kadeapsl O.1O.Any¢puena

(moyuce)



COJEPKAHHUE
. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOTPAMMBI
YYEBHOI JUCHUILINHBI

. CTPYKTYPA M COJIEP)KAHUE YUYEBHOM JUCHUILINHBI

. VCJOBUSI PEAJM3ALIMA TPOTPAMMBI VUYEBHOI1
JUCLUIIIMHBI

. KOHTPOJIb MU OHLEHKA PE3YJIBTATOB OCBOEHUA

YYEBHOMU JJUCHUTLJIUHBI

10



1. OBIIIASI XAPAKTEPUCTHUKA PABOYEN ITPOI'PAMMBI YUYEBHOMN
JANCHUITIJINHBI
«OcHOBBI HH(POPMALMOHHOMH 0€30I1ACHOCTH»

1.1 MecTo quCHMILIMHBI B CTPYKTYpPe OCHOBHOI 00pa30BaTeIbLHOI MPOrPaMMBbI

VuebHag juciumMHa «OCHOBBI  MH(OpPMAMOHHONW  G€30MacHOCTH»  SIBIISETCS
00s13aTeNIbHOM  YacThi0  OOIIENPO(ECCHOHATBHOIO IIUKJIa OCHOBHOW NpodecCHOHATBLHON
oOpasoBarenbHON Tporpammbl B cooTBeTcTBHH ¢ PI'OC mo cnermumansHocTrn CITO 10.02.05
Ob6ecneuenre MHPOPMALMOHHON 0€30MAaCHOCTH ABTOMATH3MPOBAHHBIX CHCTEM BXOJIIEH B
cocTaB yKpymnHeHHo# rpynmnsl cnenuansHocted 10.00.00 Madopmanmonnas 6€30mMacHOCTb.

1.2 He.]'lb H NINIAHUPYEMBIC PE3YJbTATHI OCBOCHUSA TUCHUIIINHBI

Kox IIK, v 3

OK, JIP MEHUs HaHUS
OK 02 — KJIacCU(PUIMPOBATH — CYLIHOCTh u MTOHSTHE
OK 06 3alMIaeMyo MHGoOpMaluo 1o | HHGOpMaMoHHON 0€30I1aCHOCTH,
19[§2049l BUJAM TalHbl U  CTEMEHSAM | XapaKTePUCTHKY €€ COCTABISAIOLINX;
TP 4' CEKPETHOCTH; — MecTo MH(POPMAITMOHHOW 0€301MacHOCTH
JIP 10 —  KJIacCU(PUIMPOBATH B CHCTEME HallMOHAJIbHOM OE30MaCHOCTH

JIP 13-21 | OCHOBHBIE YTpo3bl O€30MACHOCTH | CTPAHBI;
I/IH(l)OpMaHI/II/I. — BHIBI, NCTOYHHUKHN nu HOCHUTCIN
3amuIaeMon nHhopMaIim;

— WCTOYHUKH  yIpo3 6e30macHOCTH
MHPOPMALIUU B MEPHI 110 UX MPEIOTBPAIIECHHIO;

— dakropsl, BO3JICHCTBYOIIHE Ha
uHpopManuioo mpu  ee  oOpaboTke B
ABTOMaTU3UPOBAHHBIX (MHPOPMAIIOHHBIX )
CHCTEMaX;

— OKHU3HEHHBIE  IUKJIBI  WHPOpPMAIUU
OTPaHWYEHHOTO JOCTyla B TMpolecce ee
co3manus, 00paboTKu, mepeaauu;

— COBPEMCHHBIC CpEJCTBA W CIIOCOOBI
obecrieueHus nH(pOpMaAITMOHHOM
0C30IMaCHOCTH;

— OCHOBHBIC METOJUKH aHajIu3a yrpo3 u
PHCKOB HH(POPMAIIMOHHOM OE30MaCHOCTH.




2. CTPYKTYPA U COAEPXKAHUE YUYEFHOM JUCIATLIMHBI

2.1 O0beM yueOHOM AMCUMIIMHBI M BUABI Y4eOHOI padoThI

Buna yueOHoii padoThI O0BeM B yacax

O0bem o0pa3oBaTe/IbHOI NPOrpaMMbl Y4eOHOM M CIHIIIHHbI 51
B T.4. B popMe NPaKTHYECKOH MOATOTOBKH 16
B TOM YHCIJIE:

TeopeTudeckoe o0ydeHue 21
MPAaKTUYECKHE 3aHATUS 16
CamocrosrenbHas pabora 5
IIpome:xyToyHast arrecranus B popMe 3K3aMeHa 9




2.2 TemaTnuyeckuii IUVIaH U coieprKaHue y4eOHOM JuCHUILINHBI «OCHOBBI HHGOPMALMOHHOI 0€30IacHOCTH

Koapnl
KOMIIETeHIINI 1
JIMYHOCTHBIX
O0bem pe3yJabTaToB,
HanmenoBanmue
pa3IeIon | Tem Conep:xanue yueOHOro MaTepuaa u (pOpMbl OPraHU3AUMHU AeATEIbHOCTH 00YYAIOIINXCSA B (popmupoBanuio
yacax KOTOPBIX
crnocodcTByer
3JIeMEHT
NMPOrpaMMmblI
1 2 3 4
Pazpnen 1. Teopernueckue 0CHOBBI HH(POPMALIMOHHOI 6€30NMACHOCTH 16
Tema 1.1 Conep:kaHue y4e0HOIr0 MaTepuaJia 6 OK 01-OK 9,
Ocnosueie onATus U | Th. [Toustre nadGopmManmonHoi 6e3omnacHoctd. Mecto nHGOpMAIMOHHON 0€30MacHOCTH B 4 [1IK 2.4,
3a7a4u CHCTEME HallMOHATBHOM 0€30MMacHOCTH CTPaHbl (OCHOBHBIC COCTABJISIONINE HAIIMOHATBHBIX JIP 10, JIP 15
nH(GOPMAMOHHON uHTepecoB PO, Moa0KeHHs TOCY1apCTBEHHON MOJIUTUKH, HATIPABJICHUS MEXTYHAPOIHOTO
0e30MacHOCTH corpynnuyectsa PD)
OcCHOBHBIE BUIBI H HCTOYHUKH YyTPo3 HHPOPMALIMOHHOM Oe3omacHocTH PD
(37IeMEeHTBI OPraHU3aIMOHHOW OCHOBBI CUCTEMBI oOecredeHuss HHPOPMAIIMOHHOM 0€30MacHOCTH
PD).
B ToM ymc/ie NpaKTHYeCKUX 3aHATHI 2
[ToaroToBka coobmenuii Ha Temy: «MHPOopManmonHas BoitHa. UHpOpManimoHHOE OpyKHeE.
PaguosnexktTponHas 60ppOay»
Conep:kaHue y4e0HOIro MaTepuaJia 8 OK 01-OK 9,
Tema 1.2 WNudopmanus. XKuzHeHHbIC TUKITBI KOHQUACHIMATBEHOU HH(DOpMANUH (TIETOCTHOCTD, 2 IIK 2.4,
OCHOBBI 3aIIUTEI JIOCTYITHOCTh ¥ KOH(MHICHIIMAIbHOCTh nHbopmarun). Kinaccudukamusi. JIP 4, JIP 10, JIP
uHbOpMAIU B ToM unciie NPaKTHYECKUX 3aHATH I 6 13-21
[TonroroBka coobIieHuit 00 OXpaHe pa3IMYHBIX BUAOB TaiiH (rOCyAapCTBEHHOM, KOMMEPUYECKO,
OaHKOBCKOM, PO eCCHOHAILHOM, CITYKEOHOM TaliH, METUIIMHCKOM U NTEPCOHAIBHBIX TAHHBIX )
ABTOpCKOE MPaBO U MHTEILICKTYalIbHAsi COOCTBEHHOCTb
Cucrema smueH3upoBanus U ceptudukanuu PO B 061acTH 3amuThl HHGOpMaLMK
CamocrosiTesibHasi padoTa 2

Pa0oTa B cripaBOUHO-NIPABOBOM CUCTEME C IOKYMEHTaMH 10 HH(OPMAIIMOHHON 0e3011acHOCTH




Pa3nen 2. CoBpeMeHHBIe CPeICTBA H MeTOABI 00ecnieyeHns1 HHpopManHOHHOIT Ge30MacHOCTH

26

Tema 2.1

3amura

uHpopMaluu B
aBTOMATH3HPOBAHHBIX
(uH(MOPMAITOHHBIX )
crcTemMax

Conep:kaHue y4e0HOTr0 MaTepuaJia

23

DJIEMEHTHI M O0OBEKTHI 3aIUTHI. METO I, CPEACTBA M MEXAHU3MBI 3aITUTHI.

TexHONOrHH MTPEIOTBPALIEHUS, TAPUPOBAHUS U HEUTpAIU3AIHNH YTPO3 HHPOPMAITHOHHOM
0e30MacHOCTH.

Kpuntorpadus. Knaccudukaims MeTo10B KpUITOTPahUISCKOTO 3aKPHITHSL.

CucreMsl ¢ OTKPLITBIMHU KJIHOYdMHU. :‘)HGKTpOHHaﬂ HH(prBaﬂ IIOAITNCH.

Knaccudwukarus BupycoB. TexHomorun 60ps0bl. AHTHBHPYCHBIE IPOTPAMMBL.

OcHoBHbIe MexaHH3MbI 3aUThl [TK 0T HECAaHKIIMOHMPOBAHHOTO JOCTYyTA ((hU3NUECKas 3allHTa,
ayTeHTU(UKaLUs, pa3rpaHUUYEeHUE JOCTYIa, KpUNTOrpauueckoe 3aKpbITUE, perucTparus
oOparieHui).

WNmxenepHas 3amuTa U TEXHHUECKasi oXxpaHa 00beKTOB MH(POpMaTH3aIHH.

ABTOMaTH3UpOBaHHbIE cucTeMbl KOHTpois goctyna (ACK/I) (ucnosb30BaHMe MIaCTUKOBBIX
UICHTU(QUKAIIMOHHBIX KapTOUEK, CMAPT-KAPT, JTOTOTUIIOB, SMOOCCUPOBAHUSA M OMOMETPUYECKUX
CUCTEM HJCHTHU(PHUKAIIUN).

15

B ToM umciie npakTHYecKuX 3aHATHI

Kraccudukarms yrpo3 6e3omacHoCTH HHGOPMAITIH Ha TUTIOBOM 00BEKTE MH(OPMATH3AIHN

Br100p Mep 3ammThl HHGOpMAIH, HEOOXOIMMBIX B KOJIICIDKE

Pabora Ha Temy: «Mosi fomallHss aHTUBUpYCHas mporpamma. [Imockl 1 MUHYCBI»

3aII_II/ITa (I)aﬁHOB M ITIAINOK Ha ICPCOHAJIbHOM KOMITBIOTCPE.

CamocTosiTesibHast padoTa

IloaroroBka goknaga Ha TCMY: ((COBpeMeHHBIe CUCTCMbI KOHTPOJIA YIIPABJICHHA JOCTYIIOM)).

OK 01-OK 9,
TK 2.4,

JIP 4, JIP 10, JIP
13-21

Hroro

42

IIpomeskyTOUHAs aTTecTALMS

Bcero

51




3. YCJIOBUS PEAJIM3ALIMU TIPOTPAMMBI YYEBHOM JUCHUTJIAHBI

3.1 s peaaM3anuM NpPOrpaMMmbl y4eOHOH JUCHUILIMHBI JOJAKHBI OBITH
NpeAyCMOTPEHBI ClIeAyIolue clelialbHble OMeLeHH:
JlaGopaTtopun MHPOPMALMOHHBIX TEXHOJIOTUH.

OGopynoBanue  yabopatopuu  HMHDOPMANMOHHBIX  TEXHOJOTHH:  MEPCOHATBHBIN
KOMITBIOTEP, TPOEKTOp, MPE3EHTAIMH YPOKOB, CTEHIBI, IJIAKAThl, METOJAMYECKHUE IOCOOus,
MOCaZioYHbIE MeCcTa 10 KOJMYecTBy oOOydarommxcs, pabodee MecTo NpernojaBaTeds,
MYJIETUMEINITHOE 000pyI0BaHUE.

3.2 UndopmanuoHHoe obecrneyeHue peajsn3anuu NporpaMmmel
Jlia peanuzanuu nporpaMMmbl OuOInoTeuHbI (oHA 00pa3oBaTeNbHOM OpraHU3alMi JOJIKEH
UMETh TICYaTHBIE W/WIM DIEKTPOHHbIE O0Opa3oBaTelbHbIE W WH(POPMALMOHHBIE PECYpCHI,
pekomennoBanuble DYMO, s wcmonp3oBaHWs B oOpasoBaTenbHOM mporecce. [lpu
dhopmupoBannn 6ubIIMOTEYHOr0 (POHIA 0Opa30BaTEIHLHON OpraHu3aIuell BRIOUPAETCs HE MEHEE
OJTHOTO M3JaHMsI U3 MEPEUUCIICHHBIX HUKE MeUYaTHBIX U3JaHUIN U (UJIN) 3JIEKTPOHHBIX U3JIaHUN B
Ka4ecTBE OCHOBHOTO, ITPH ATOM CIIHCOK, MOKET OBITh JIOTIOJTHEH HOBBIMH U3aHUSIMHU.

3.2.1 OcHOBHBIE IEYATHBbIE U3IAHUS
1. bybnoB, A. A. OcHoBbl uHbOpManKoHHON Oe3omacHocTH [TekcT]: yueOHmuk/ A. A.

by6nos, B. H. Ilpxeropnunckuii, O. A. CaBunkuH. - M.: Akagemus, 2018. - 256 c.: un. -
(ITpodeccuonanbHoe 0Opa3zoBaHue).

2. Undopmannonnas 6e3onacHocTh: yueOnuk / MensaukoB B.I1., mox pex., Kynpusnos
AMU., BacunseBa T.FO. — Mocksa: KnoPyc, 2020. — 371 c. — (ans 6akanaBpoB). — ISBN
978-5-406-07695-8. — URL.: https://book.ru/book/932908 — TekcT: 3MeKTPOHHBIH.

3.2.2 lonoiHUTE/IbHbIE MeYATHbIE HCTOYHUKH

1. BonkoBa H.U. NMudopmarmonHas 6e30macHOCTh: y4eOHO-METoAUYEeCcKoe mocodue. -
HoBocubupck, 2011. — 56 c.

2. Menbuukos, B. I1. Undopmanmonnas 6ezonacHocts [Tekcr]: yuebnoe nocodue/ B.IT.
MenbHUKOB, C.A. Kreiimanos, AM. [Terpaxos; O pen.

C.A. KneiimanoB. - M.: Axagemwms, 2005. - 333 c.: mn. - (Cpemnee mpodeccHoHaIbHOE
oOpa3oBaHmUe).

3. Mapreixka T.JI., ITomoB W.W. Nudopmanmonnas Oe3omacHocTh [Tekct]: ydeOHOE
MocoOue sl CTYJIEHTOB YUPEKACHHUA CPEAHET0 MPOPECCHOHATBHOTO 00pa3oBaHus — 5-¢ 3.,
nepepad. u gomn. - M.: ®OPYM: UHDPA — M, 2016. — 432 c.: un. — (IIpodeccuonanbuoe
oOpa3oBaHme).

4. Iawerua B. ®. HuadopmanuonHas 0e30MacHOCTb KOMIBIOTEPHBIX CHCTEM
u cerert [Tekcr]: yueOHoe mocobue - M.: UJ[ ®OPYM, HUL| UHDPA-M, 2016. - 416 c. -
(ITpodeccronansHoe 0OpazoBaHue).

3.2.3 llepuoauveckue u3xaHus

1. XKypuanet Chip/Yumn: XypHal 0 KOMIOBIOTEPHON TEXHHUKE I MPOQPECCHOHAIOB U
OTIBITHBIX MOJIb30BaTENeH;

2. XKypnanst 3amura uapopmanuu. Mucaiin: MaGopManmoHHO-METOAMYECKUN Ky pHAI

3. Hudopmannonnas 6e3omnacHoCcTh pernoHOB: HayuHo-npakTHYeCKui Ky pHai



4. Bompocsl kubepOe3zonmacHoctu. Hayunblil, nepuoguueckuii, HHPpOPMAITMOHHO-
METOAMYECKUH JKypHanm ¢ 0a30BOM croenmanm3ammMeid B o0macTh  MHGOPMAIMOHHON
6e3omacunoctu.. URL: http://cyberrus.com/

5. be3zonacHOCTh MH(POPMALMOHHBIX TeXHOJNOTHH. [lepronnveckuil pereH3UpyeMbIi
Hay4HbIil )xypHan HUSAY MU®U. URL: http://bit.mephi.ru/

3.2.4 lonoiHUTEIbHbIE HCTOYHUKH
1. ®enepanpHas ciaykb6a 1O TEXHUYECKOMY M JKCHOPTHOMY KoHTpoiwo (PCTIK

Poccun) www.fstec.ru

2. HWudopmanmoHHO-CTIpaBOYHAsI CHCTEMa IO JOKyMEHTaM B OO0JIACTH TEXHUYECKOU
3amuTh HHpOpMaIuu www.fstec.ru

3. OOpazoBaTenbHble MOPTAJIbl MO Pa3IWYHBIM HAMpaBICHUAM OOpa30BaHUA U
temartuke http://depobr.gov35.ru/

4. CnpaBouHo-nipaBoBas cucteMa «Koncynprant [Imrocy www.consultant.ru

CrpaBouHo-1IpaBoBas cucrema «l'apanT» » www.garant.ru

®enepanbhblii mopran «Poccuiickoe oOpa3oBanne www.edu.ru
denepanbHblil mpaBoBoi mopTant «lOpunndeckas Poccusi» http://www.law.edu.ru/

© N W

Poccwuiickuit Ouomerpudeckuii mopran www.biometrics.ru

9. ®@enepanbublii nopran «MHPOPMAIMOHHO- KOMMYHHKAI[HOHHBIC TEXHOJIOTUH B
obpazoBanum» htpp\\:www.ict.edu.ru

10. Caiitr HayuHoii anektpoHHOM Onbnrorekn www.elibrary.ru

B ycloBUMSX TUCTAaHIIMOHHOTO O0YYEHUSL:
- HHCTPYKTaX M BbI1a4ya 3aJaHus IPou3BoauTCs B (hopMme TenekoHpepeniun B Chepym;

- BcA HE00X01MMasi IOKyMEHTAlMs BBICBIIAETCS MO AJIEKTPOHHOM 1oYTe;

- oOparHasi CBSI3b M KOHCYJBTALMU OCYLIECTBISIOTCS B NPUJIOKEHUH BKOHTakTe M 10
3JIEKTPOHHOHU TOYTE;

- BBITIOJTHEHHBIE 331aHUsI COOMPAIOTCS B apXUB M OTIIPABIISIOTCS HAa 00J1aKO;

- 9K3aMeH ocyuecTBisieTcs B popme TenekoHpepeHyu B Chepym.


http://www.fstec.ru/
http://www.elibrary.ru/
http://www.ict.edu.ru/
http://www.biometrics.ru/
http://www.edu.ru/
http://www.garant.ru/
http://www.consultant.ru/
http://www.fstec.ru/

4. KOHTPOJIb U OIIEHKA PE3YJbTATOB OCBOEHUS YUEBHOM

AN CHUAIIVINHBI

Pe3yabTarsl 00y4eHus

Kpurepum oueHku

MeToabI OIIEeHKH

3HaHud:
— CYIIHOCTH U IOHSATHE

nH(OPMAITMOHHON
0€30MacCHOCTH, XapaKTEPUCTUKY
€€ COCTaBIISIOIINX;

— MecTO MHPOPMALMOHHOM
0€30I1aCHOCTH B CUCTEME
HAIlMOHAJILHOM 0€30I1aCHOCTH
CTpaHsbl;

— BHJIBI, ICTOYHUKU ¥ HOCUTEIIN
3aluIaeMoi uHpopmaIuy;

— HMCTOYHHKH YIPO3
0e30macHOCTH HH(pOpPMALMU U
MEpHI 10 UX MPEIOTBPALICHHIO;
— (bakTOpBI, BO3/ICHCTBYIOIINE
Ha HUH(OPMAIIHIO ITPH ee
00paboTke B
ABTOMAaTH3UPOBAHHBIX
(uHpOpPMAaLIMOHHBIX) CUCTEMAX;
— JKU3HEHHbIE LIUKJIIBI
UH(POPMALIUU OTPAaHHYEHHOTO
JIOCTYTIA B IpOLIEcCe ee
co3nanusi, 00pabOTKH, Mepeadn;
— COBpEMEHHBIE CPECTBA U
crocoObl o0ecTIeYeHus
UH(POPMALMOHHOM
0€30I1aCHOCTH;

— OCHOBHBIE METOJIMKH aHAIN3a
yIpO3 U PUCKOB
nHGOPMaMOHHON
0€30IaCHOCTH.

JleMOHCTpanus 3HaHUM 110
Kypcy «OCHOBBI
MH(POPMALIMOHHOM
0e30macHOCTHY B
TIOBCEIHEBHOM U
npodecCuoHAIbHON
NESTCIIEHOCTH.

DKcriepTHas OLICHKa
pe3yJIbTaToB
JeSITENIbHOCTH
oOyuyaroierocst mpu
BBITIOJTHEHUH U
3alUTE Pe3yIbTaToOB
MIPAKTUICCKHUX
3aHATHUH.
TectupoBanue
DK3aMeH

Ymenus:

— KITAaCCUPUITPOBATH
3amuIaeMyro HHPOpMaIro Mo
BUJIaM TalHbI U CTETICHSIM
CEKPETHOCTH;

— KITAaCCU(PUIIUPOBATH OCHOBHBIC
yIrpo3bl 6€30MacHOCTH
UH(pOpMaLnH;

YMeHust IpoBOAUTH
KIJTAaCCU(PUKAITUIO
nH(pOpPMAIIUU TI0 BUJAM
TAHBI U CTENICHU
CEKPETHOCTH, OCHOBHBIX
yrpo3 HHpOopMaIHu B
npoQeCcCuoHAIbHON
NEeSATEIEHOCTH

DKCnepTHOe
HaOJII0IeHUE B
mporecce
MTPAKTUIECKUX
3aHATHI
OK3aMeH
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